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******************START OF CHANGES************

4.4.9
Requirements on Verification of H(e)NB Identity and Operating Access Mode
The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

NOTE0:
The above requirement implies that the network has to ensure that all communication of H(e)NBs is subject to the above verification, even if a (rogue) message from a compromised H(e)NB would not indicate to originate from a H(e)NB. This could e.g. be the case if a compromised HeNB pretends to be an eNB in some messages.

-
The network shall determine in which access mode the H(e)NB is expected to work, as follows. The operator knows, from its configuration procedure, the expected access mode of the H(e)NB. Based on this knowledge and on the identity sent by the H(e)NB (cf. First bullet of the present clause), the network shall determine the expected access mode of the H(e)NB during HNB Registration or S1 set-up for HeNB. This determination shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, this determination shall be implemented in the MME.

-
If the H(e)NB is determined by the network to operate in closed access mode, the network shall verify that all data about access mode contained in messages from the H(e)NB are consistent with the determined access mode. This verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, this verification shall be implemented in the MME. 
NOTE1:
(void)

NOTE2:
If the H(e)NB has been compromised and the above verifications are not performed, the UE access control functions in clause 5.4 are assumed to be unreliable. If the above verifications are performed, the UE access control functions in clause 5.4 are assumed to be reliable even in the presence of a compromised H(e)NB.
******************END OF CHANGES************
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