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D.3
Javascript GBA API description

D.3.1
GBA API Description

Below is a description how Javascript based GBA API is specified:

[NoInterfaceObject]

interface DocumentGBA {

    readonly attribute GBA gba; 

};

Document implements DocumentGBA;

[NoInterfaceObject]

interface GBA { 

   void getGBAToken(in GBACallback successCallback,

                  in optional GBAErrorCallback errorCallback,

                  in optional GBAOptions options);

};

[Callback=FunctionOnly, NoInterfaceObject]

interface GBACallback {

   void handleEvent(in GBATokenInfo keyinfo);

};

[Callback=FunctionOnly, NoInterfaceObject]

interface GBAErrorCallback {

   void handleEvent(in GBAError error);

};

[Callback, NoInterfaceObject]

interface GBAOptions {

   attribute boolean forceBootstrap;          // force bootstrapping; default false

   attribute DOMString bindingTypeExtr;       // TLS channel binding tls-key-extractor; 

























attribute DOMStrong bindingTypeEndPoint    // TLS channel binding tls-server-endpoint 
};                             

// The NAF_ID is determined by the web browser. The FQDN is taken from the origin URL

// of the web page that has the javascript.  The Ua security protocol identifier is

// (0x01,0x00,0x02,yy,zz) where the yy,zz is CipherSuite in the used TLS tunnel (HTTPS).

// If TLS tunnel was not used, (0xFF, 0xFF, 0xFF, 0xFF, 0xFF) is used as Ua security

// protocol identifier. The latter case is not specified in 3GPP and it should only be

// used for testing purposes.

interface GBATokenInfo {

   readonly attribute DOMString key;          // base64 encoded GBA key: Ks_(ext)_NAF

   readonly attribute DOMString btid;         // B-TID

   readonly attribute long bootstrapTime;     // Bootstrap time; millisecs since 1.1.1970

   readonly attribute long expiryTime;        // Token expiry: millisecs since 1.1.1970

   readonly attribute DOMString fqdn;         // used FQDN 

   readonly attribute DOMString uaSecProtId;  // base64 encoded Ua security prot. id;

};

interface GBAError {

   readonly attribute unsigned short code;    // error code (to be specified)

   readonly attribute DOMString message;      // textual description of the error

};

D.3.2
API usage 

Below is a description how to use javascript based GBA API:

// Basic example of requesting GBA token

document.gba.getGBAToken(gbaSuccess,gbaError);

function gbaSuccess(tokeninfo) {

   // gba token was successfully created, and for example use

   // tokeninfo.btid as username and tokeninfo.token as password

}

function gbaError(error) {

   // an error occured during gba token creation

}
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