Page 1



3GPP TSG-SA WG3 Meeting #70 
(
S3-130221

Sophia Antipolis, France, 21-25 January 2013

	CR-Form-v10

	CHANGE REQUEST

	

	(

	43.020
	CR
	0029
	(

rev
	-
	(

Current version:
	11.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Warning regarding GEA1 support in mobile stations

	
	

	Source to WG:
(

	Ericsson, Orange

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SEC11
	
	Date: (

	2013-01-23

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
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	In light of the attacks against the GEA1 GPRS encryption algorithm it is clear that the algorithm no longer offers the same level of protection as GEA2, (which in turn is not as strong as GEA3). Therefore it shall not be supported in mobile stations from Release 12 onwards. This significant change in Release 12 is indicated as a warning in Release 11.



	
	

	Summary of change:
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	Warning regarding the removal of GEA1 from the list of ciphering algorithms that the ME is allowed to implement, from Release 12.
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not approved:
	Operators and implementers would not anticipate the changes regarding the use of GEA1. 
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***
BEGIN CHANGES
***

D.4.9
Support of GPRS-A5 Algorithms in MS

It is mandatory for GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA1 and GEA4 may be implemented in the mobile stations. 
NOTE:
As mobile stations are not allowed to implement GEA1 from Release 12 onwards, it is strongly discouraged to support GEA1 in Release 11 MS.

No other GPRS encryption algorithms shall be supported in mobile stations. 
***
END OF CHANGES
***
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