
3GPP TSG-SA WG3 Meeting #69 
S3-121192
Edinburgh, Scotland, UK, 5-9 November 2012
	CR-Form-v10

	CHANGE REQUEST

	

	(
	33.328
	CR
	0045
	(
rev
	1
	(
Current version:
	12.0.0
	(

	

	For HELP on using this form look at the pop-up text over the ( symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (
	UICC apps(
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:
(
	Use of wildcarded responder identity in KMS based solution

	
	

	Source to WG:
(
	Ericsson; ST-Ericsson

	Source to TSG:
(
	S3

	
	

	Work item code:
(
	eMEDIASEC
	
	Date: (
	2012-10-29

	
	
	
	
	

	Category:
(
	C
	
	Release: (
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(
	The KMS based solution for e2e media security in TS 33.328 provides little guidance on how to select the responder identity in tickets. The responder identity can either be a SIP URI corresponding to a single user or a wild carded SIP URI corresponding to multiple users and specifies who is allowed to resolve the ticket at the KMS and thereby gain access to the contained keys.
Choosing a SIP URI corresponding to a single user leads to problems in case of call diversion. If the call is diverted to, say, the AS implementing the service would n’t be able to resolve the key. The AS could send a failure indication back to the initiating UE who would then try to establish the call with a new ticket that the AS is allowed to resolve. The drawback of this approach is the extra roundtrip that is required and the extra specification that is required for the failure indication.
A better solution to the call diversion problem is to use a wildcarded identity (?@?). The AS would be allowed to resolve the ticket and can send the back the TRANSFER_RESP message to the initiating UE. The UE will be able verify the identity of the AS by inspecting the message and can decide whether or not to continue with the call. 

Note that the KMS always returns endpoint unique keys when the ticket indicates forking. Since forking is mandatory in the KMS based solution,  the use of wild carded identities is still secure.

	
	

	Summary of change:
(
	UE is recommended to use the wildcarded identity ?@? as responder identity in the Ticket Policy when a ticket is requested from the KMS.

	
	

	Consequences if 
(
not approved:
	THe KMS based solution for e2e media security will not work in case of call diversion and a new solution would need to be specified.

	
	

	Clauses affected:
(
	6.2.3.5; D.3.1

	
	

	
	Y
	N
	
	

	Other specs
(
	
	X
	 Other core specifications
(
	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(
	


***
BEGIN CHANGES
***
6.2.3.5
Authentication of public identities in REQUEST_INIT and RESOLVE_INIT

When the KMS receives a REQUEST_INIT or RESOLVE_INIT request, the KMS must verify that the user issuing the request is authorized to do so. This verification is based on authentication of the requesting user’s KMS UID. 

When GBA is used, the user issuing the request is identified according to GBA procedures by the GBA B-TID carried in the request message to the KMS. The KMS uses the B-TID to request the the NAF-Key used to protect the request and USS information containing a list of all IMPUs, which are associated with the user.  The KMS then uses the list of IMPUs to derive all KMS UIDs associated with the requesting user. The KMS verifies that the KMS UID carried in the request is one of the derived identities. For RESOLVE_INIT, the KMS verifies that among the derived KMS UIDs, there is at least one (may not be the one carried in the request) matching the allowed recipient(s) identity in the ticket.
If a caller requests a ticket based on the identity of the expected responder, the call will most likely fail if the IMS network decides to divert the call to another destination. To handle call diversion it is recommended to set the allowed recipient in tickets to the wildcarded identity ?@?. This doesn’t affect the security of the solution since keys returned by the KMS are always forked based on the resolver’s identity.

When an alternative system for KMS user authentication and key establishment is used it shall provide authentication of the requesting user’s KMS UID.

***
NEXT CHANGE
***
7.2.3
IMS UE originating procedures for e2e using KMS
Figure 7 shows the originating call set-up procedures for one RTP media session/stream  using KMS based security.

NOTE 1:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.

NOTE 2:
E2e protected RTP sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.
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Figure 7: Originating call flow for e2e case using KMS

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. The IMS UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

The procedure in the above figure is now described step-by-step.

1.
Depending on KMS and local policy, the IMS UE A will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B, or it will create the ticket by itself. In the latter case, MIKEY-TICKET [14] mode 3 is used, and IMS UE A will then perform all key and ticket generation functions otherwise performed by the KMS. The ticket is protected with a key, e.g. a NAF-key that the IMS UE shares with the KMS.

2.
IMS UE A sends an SDP offer for an SRTP session/stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. 

3.
If the P-CSCF supports e2ae security, the P-CSCF (IMS-ALG) checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A checks that the responder is authorized before completing the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media session/stream is sent between IMS UE A and IMS UE B. IMS UE A protects the media session/stream to and from IMS UE B using keys established using MIKEY-TICKET. 
***
NEXT CHANGE
***
7.3.3
IMS UE terminating procedures for e2e using KMS 

Figure 10 shows the terminating call set-up procedures for one RTP media session/stream using KMS based security. 

NOTE 1:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  

NOTE 2:
E2e protected RTP sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.
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Figure 10: Terminating call flow for e2e case using KMS
An IMS terminating session set-up according to 3GPP TS 23.228 [3] is performed, with modifications as described in the following. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP media session/stream containing a MIKEY-TICKET offer.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for the SRTP media session/stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP offer for the SRTP media session/stream to IMS UE B. 
4.
IMS UE B checks if it is authorized to resolve the ticket and if that is the case IMS UE B interacts with the KMS to resolve the ticket and receive keys.
5.
IMS UE B replies with an SDP answer for an SRTP media session/stream, including a MIKEY-TICKET response. 

6.
The P-CSCF forwards the SDP answer to the S-CSCF.
7.
The S-CSCF forwards the SDP answer towards the originating network.
8.
 When the full session setup has been completed, and media can be sent, the protected media session/streams are sent between IMS UE A and IMS UE B. IMS UE B protects the media session/streams to and from IMS A using keys established using MIKEY-TICKET.
***
NEXT CHANGE
***
D.3.1 
Ticket Request

A KMS based IMS media plane security default implementation:

-
Shall support timestamp of type NTP-UTC-32 and COUNTER. 

-
Shall populate payloads in REQUEST_INIT_PSK as defined here: 

-
IDRi: shall contain the Initiator’s KMS user identity. 

-
IDRkms: optional, URI for target KMS.

-
TP: must specify (IDRr), i.e. the intended recipients of the requested ticket. IDRapp shall be set to SRTP. In order to be able to handle call diversion (CDIV) scenarios, it is recommended to use the wildcarded identity ?@?.
-
IDRpsk: B-TID.

-
Shall populate payloads in REQUEST_RESP_PSK as defined here:

-
IDRkms: optional, URI for responding KMS.

***
END OF CHANGES
***
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8. Completion of session setup and bearer setup procedures
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