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Abstract of document:

The most used authentication method in the Internet today is HTML FORM based authentication. It is used with web browsers where a login page is downloaded over HTTPS and which contains an HTML FORM with at least 'username' and 'password' fields.  Sometime, this takes place over plain HTTP, which poses a security risk. The current mechanism how GBA could be used from web browser is to use GBA with HTTP Digest as specified in clause 5.3 of 3GPP TS 33.222.  

In order to simplify the usage of GBA in web browsers the presented TR describes how to enable access to GBA in HTML layer, namely using Javascript.  The usage of Javascript together with GBA raises also some security concerns with regard to protection of GBA credentials, hence the best common practices for this kind of interworking are outlined in this document.

Work done against Building Block level Work item in SP-110254:

UID
520031
Title
Security enhancements for usage of Generic Bootstrapping Architecture (GBA) from the browser 
Acronym
Web_GBA
Rapporteur:
Silke Holtmanns (Nokia Corporation)
Changes since last presentation to SA Meeting # 56:

Session definition clarification.
Usage of authentication token correction.

Addition of two new threat scenarios.

Addition of a new mitigation mechanism “Key usage”.

Clarification on TLS server certificate usage.
Correction of example code in 8.2.2.

Clarification on the usage of TLS tokens.

Outstanding Issues:

Registration of identifier to IANA is ongoing.
The indication of the key variant has to be resolved.
Contentious Issues:

None
Change history of this document:

1999-11-17: original issue

2007-09-06: removal of references to Working Groups; bring names of TSGs up to date; correction of typo

