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******************START CHANGES************

5.4.2
Profiling of IKEv2 

The Internet Key Exchange protocol IKEv2 shall be supported for negotiation of IPsec SAs. The following additional requirements apply.

For IKE_SA_INIT exchange:

The following algorithms are listed with their names according to RFC 4307 [33].

Following algorithms shall be supported:

-
Confidentiality: ENCR_3DES;

-
Confidentiality: ENCR_AES_CBC with 128-bit key length;

-
Pseudo-random function: PRF_HMAC_SHA1;

-
Integrity: AUTH_HMAC_SHA1_96;

-
Diffie-Hellman group 2 (1024-bit MODP);

-
Diffie-Hellman group 14 (2048-bit MODP).

For security reasons, the use of Diffie-Hellman group 2 (1024-bit MODP) is not recommended. If a larger group is available, it should be used.

Following algorithms should be supported:

-
Pseudo-random function: PRF_AES128_CBC;

-
Integrity: AUTH_AES_XCBC_96.

NOTE 1:
RFC 4307 [33] contains further references for the algorithms listed.

For IKE_AUTH exchange:

-
The use of pre-shared secrets for authentication shall be supported;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Re-keying of IPsec SAs and IKE SAs shall be supported as specified in RFC 5996 [37].

· In addition to the requirements defined in RFC 5996 [37], rekeying shall not lead to a noticeable degradation of service.

For the CREATE_CHILD_SA exchange: 

-
Perfect Forward Secrecy is optional.

For reauthentication: 

· Reauthentication of IKE SAs as specified in RFC 5996 [37] section 2.8.3 shall be supported;
· A NE shall proactively initiate reauthentication of IKE SAs, and creation of its Child SAs, i.e. the new SAs shall be established before the old ones expire;
· A NE shall destroy an IKE SA and its Child SAs when the authentication lifetime of the IKE SA expires;
NOTE 2:
NE actions related to reauthentication are controlled by locally configured lifetimes according to RFC 4301 [35]: a soft authentication lifetime that warns the implementation to initiate reauthentication, and a hard authentication lifetime when the current IKE SA and its Child SAs are destroyed.

· In addition to the requirements defined in RFC 5996 [37], reauthentication shall not lead to a noticeable degradation of service.
******************END OF CHANGES************
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