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Abstract of the contribution: This contribution discusses the background (current status and open issues) as well as a way forward for the problem signalling the H(e)NB’s local IP address information to the EPC. The contribution targets to help SA Plenary to decide on how to proceed with this topic in Rel-11.

Background
Current Status of the Work
As part of the Rel-11 work SA2 developed a solution for fixed BroadBand Access Interworking (BBAI) for the H(e)NB scenarios in TS 23.139. All the required architecture enhancements, functions and message sequence flows have been documented in the SA2 technical specification. 

The specified SA2 solution assumes that the H(e)NB’s local IP address/port information are signalled from the H(e)NB to the EPC (i.e. the SGSN/MME). The EPC (i.e. PCRF) requires this information in order to locate the BBF domain that connects the H(e)NB and to signal this information to the BBF Policy Server for the provisioning of QoS for the H(e)NB connection in the BBF network.

The documented solution consists of two parts:

1. The H(e)NB includes its local IP address/port in existing RANAP/S1AP messages towards the EPC. This is not really controversial, as it only requires a simple extension of the signalling message by RAN3.

2. In case the H(e)NB is deployed behind a NAT, the H(e)NB needs to learn its local IP address/port (as it is seen in the BBF network). For this, SA2 documented a solution whereby the Security Gateway (SeGW) provides the H(e)NB’s local IP information as part of the IPsec/IKEv2 signalling message. This solution also requires an extension of the IETF IPsec/IKEv2 Configuration Payload.
Open Issues

The remaining open issues regarding the Rel-11 work on this topic are:

1. RAN3 did not yet implement the necessary extensions to RANAP/S1AP, which are required for the H(e)NB to signal its local IP address/port information towards the packet core.
2. The IETF work of extending the IPsec/IKEv2 protocol allowing the SeGW to signal the H(e)NB’s local IP address/port have not been accomplished yet.
RAN3 did not yet specify the required RANAP/S1AP extension, as they believed that the current SA2 solution is not secure. This was indicated to SA2 in their LS response in R3-121375.
However, SA3, who evaluated the security aspects of the current SA2 solution in parallel to the RAN3 discussions, did not identify any specific security problem with SA2’s current solution, as the H(e)NB is equipped with a Trusted Environment (TrE). So, a hacker could only spoof a faked H(e)NB’s local IP address/port in case the TrE would be compromised. 

Furthermore, SA3 commended that a “network-based solution” (i.e. where the H(e)NB’s local IP address/port is provided by a network entity located in the operator network) would be generally preferred, as such a solution would not rely on the H(e)NB’s TrE and the secure implementation thereof. SA3 informed SA2 on their discussion in their LS response in S3-120513.
In order to address the SA3 recommendation/remark, SA2 also discussed an alternative solution whereby the H(e)NB GW inserts the H(e)NB local IP address/port information into RANAP/S1AP. While this has been generally accepted as the safest approach, the issue is that for LTE the HeNB GW is only an optional entity according to the current architecture. I.e. for the specific scenario where no HeNB GW is deployed, a network-based solution involving the HeNB GW is not feasible. However, for 3G HNB deployments, where the HNB GW is mandated, and for LTE HeNB deployments with a HeNB GW, the GW can include the H(e)NB’s local IP address/port into the RANAP/S1AP messages towards the SGSN/MME.

At the last SA2 meeting in July (SA2#92), there was an attempt to find a compromise solution, which allows for both options, namely that depending on configuration by the operator either the H(e)NB GW (if available) or the H(e)NB will include the local IP address/port information into the RANAP/S1AP messages towards the SGSN/MME. The required RAN3 extensions on RANAP/S1AP would be the same for either configuration option. 

Unfortunately, this attempt failed (due to a single company objection), and thus no response LS could be sent to RAN3. The remaining concern was related to the use and extension of IPsec/IKEv2 to signal the HeNB’s local IP address/port from the SeGW in case of NAT deployments. Note that this part of the solution also still required further work in IETF.

This discussion paper therefore proposes a way forward for Rel-11,. In other words, the handling of NAT scenarios is left for implementation in this release of the specification. The advantage is that the somehow controversial extension of the IETF IPsec/IKEv2 protocol, which also requires further work in IETF, would not be required. 

NOTE: 
Policy interworking for Non-Seamless WLAN Offload (NSWO) is also limited to scenarios without NAT in the BBF domain in Rel-11.

Proposed way forward

Based on the discussion above, the co-signing companies propose the following way forward for Rel-11.

Proposal:
· the handling of NAT scenarios is left for implementation in this release of the specification – same as for NSWO scenarios in Rel-11.
· Agree that based on operator configuration either the HNB-GW / HeNB-GW (if deployed) or the H(e)NB provides the local IP address/port information to the SGSN/MME as part of the RANAP/S1AP signalling.
NOTE 1:
If the H(e)NB is configured to include the local P address information, it will use the same address that is used for the IPsec tunnel towards the SeGW.

NOTE 2:
How the H(e)NB-GW gets the H(e)NB local IP address information is left for implementation in Rel-11. The H(e)NB-GW can obtain the H(e)NB local IP address from the SeGW either through a co-located deployment or a non-standardized interface.

· Send an LS to SA2 and RAN3 (CC: CT4 and SA3) with the SA-P decision, asking them to make the respective stage-2/3 changes in their respective specifications. 

NEC strongly believes that this proposal is a reasonable simplification, allowing 3GPP to keep the nearly completed feature in Rel-11, without endangering the Rel-11 timescales and meeting time. We would like to ask all the interested companies to kindly consider this proposal and to move forward with this compromise in Rel-11. 
If the interested companies cannot agree on a way forward on this issue, the following implications would need to be considered: 
· A new Rel-12 Work Item would need to be created to resolve the specification of the H(e)NB local IP address/port signalling. This would require more meeting time in Rel-12 than simply extending the support of NAT scenarios.
· The Rel-11 specification for BBAI (TS 23.139) would have to be updated to reflect the decision that in Rel-11 the signalling of the H(e)NB local IP address/port information from the H(e)NB Subsystem to the Core Network is left for implementation.
· The Rel-11 work plan would have to be updated. 
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