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1 Introduction 
Motivated by trends in the “cyber security” area, the contribution [1] provides background on the need to extend 3GPP scope of work to address security assurance in 3GPP-compliant products and proposes this to be handled by a new 3GPP WG. This contribution outlines a possible way-of-working for this new 3GPP WG.
2 Possible Approach to use of CC for 3GPP Products 
As discussed in [1], the currently most suitable approach seems to be to base the work on Common Criteria (CC), working with protection profiles (PP) and security targets (ST).  The basic idea behind this proposal is that the new 3GPP WG defines “3GPP Protection Profiles”, 3GPP-PPs, relevant for the communications and service functions defined by 3GPP. 

2.1 What is a 3GPP Product?

As discussed in [1] the gap needed to be filled is to address the security assurance in 3GPP-based products deployed in operator networks. The products will typically consists of “boxes” implementing base stations, core network element such as gateways and subscriber databases, etc. However, focusing on physical boxes does not appear a suitable approach. Specifically, 3GPP defines logical functions and these are implemented by vendors in different ways. For example, co-location of S-GW/PDN-GW or SGSN/GGSN, is not uncommon. This could quickly lead to an “exponential” number of different configurations for different functional combinations. Therefore it seems that PPs would be produced on a per-3GPP-function basis, e.g. one PP for SGSN, one for GGSN, etc. A vendor who co-locates these should then claim both PPs.
2.2 Proposed Way of Working Overview

The diagram below illustrates how 3GPP, using CC, could address cyber security for 3GPP compliant products.
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2.3 Production of Protection Profiles

Protection Profiless are Common Criteria security requirements documents. It can be noted that 3GPP already has a very good understanding of threats to (mobile) telecommunications networks and vast experience in performing risk/threat analysis and defining security requirements. What is needed is to capture this informationin CC compliant documentation format. This is by no means a trivial task and will require some effort (see below on prioritizations), One can note that there already exists a quite large number of PPs within CCRA for typical “IT components” such as routers, databases, firewalls, etc. In many cases, the 3GPP-defined functions show similarity to these IT-functions, and it therefore appears likely some existing PPs could and should be leveraged for the basis of harmonization as well as for baseline of security requirements to be incorporated. 
2.4 Assurance Level 

Protection Profiles will be written to mitigate security risks as appropriate for the ICT solution and convened within the working group consisting of Industry + Government representation.  Currently CCRA is shifting its focus away from EAL [levels of assurance], to meaningful security requirements within a PP.

At issue is ‘customization’ of a Security Target and associated product claims which has proven untenable. Previously a security target did not require conformance to a Protection Profile.  CCRA is now shifting its focus to require ICT product conformance to a Protection Profile; this will enable scalability and ability to fairly, accurately and consistently assess ICT product claims. Basically, the 3GPP-defined PPs should define a security base-line; should a vendor desire to go beyond the claims of a Protection Profile, the guidelines of the CC ToR and sponsoring CC scheme will help to finalize.The PPs would be evaluated by some organization within CCRA, then vendors can claim compliance to the validated PP.
2.5 Vendor’s use of PPs and STs

Vendors producing 3GPP compliant products may choose to produce STs claiming compliance with the 3GPP-PPs or other PPs as defined by CCRA (if applicable). Users/recipients of these PPs should consider the adoption/use as needed for their organization, customers, users and downstream groups.  Also to choose which methodology for incorporation may best suit their network security requirements.
2.6 Prioritization
3GPP have already defined a large number of functions and it will be infeasible to produce PPs for all of them over night. A suggested prioritization could be to start with the new EPS/LTE functionality and then handle functions defined in earlier releases, e.g. 3G/UMTS would be handled next and then 2G/GSM.  Services such as IMS-related functions should probably also be handled at an early stage.
2.7 Limitations in Scope
As mentioned, the product security offered by a CC approach does not provide 100% guarantee of security, and issues related to e.g. processes around operation and management are also very important. At the same time, it appears unreasonable that 3GPP assumes (security) responsibility for aspects that are not defined in 3GPP. This limits, in a natural way, the scope to PPs for 3GPP-defined functionality only. 
3 Proposal

Motivated by the new requirements from cyber security, it is proposed that SA discusses the need to extend 3GPP’s scope of work to also address the security assurance in products claiming compliance to 3GPP specifications. The above discussion material proposes on a high level one approach by creating a new WG, e.g. as a sub-WG to SA3, with task to produce PPs for 3GPP-defined functionality. A proposal for way-of-working for this WG is outlined above.
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