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Abstract: Recent discussions indicate a desire by other companies to make changes to Release 8 and 9 ETWS/PWS specifications that are not the result of ‘Frequent and Serious Mis-Operation’. Instead there is considerable risk that these very late changes will have an opposite effect, i.e. they will lead to life-threatening Mis-Operation of the 3GPP system. This document attempts to summarise why the CRs in S2-114684/5/6 are sufficient and that equivalent CT 1 CRs should be agreed for TS 23.041. 
Introduction

Earthquake and Tsunami Warning System Requirements and Solutions (ETWS) is a feature of release 8. The more generic Public Warning System (PWS) is a feature of release 9. The requirements for ETWS are in TS 22.168 and these were incorporated into the more generic PWS requirements in TS 22.268.
Security Aspects

In release 8 the security aspects of public warning systems were discussed and it was recognised that false warnings could cause life threatening panic situations in crowded areas.
As a result, from v1.0.0 of TS 22.168 through versions 8.0.0 and 8.1.0 of TS 22.168 on and on through v9.0.0 to v11.2.0 of TS 22.268, the specification has contained clear normative requirements to protect against false base station attacks. For example, section 6 of TS 22.168 v8.1.0 states

-
It shall be possible to prevent spoofing Warning Notifications.

-
It shall be possible to protect the integrity of the Warning Notification.

The proponents of ETWS and PWS were generally unenthusiastic about these security requirements, BUT they were included TO PROTECT COUNTRIES THAT DO NOT USE ETWS/PWS.
Security Solutions

During the development of release 8, it became apparent that the companies who wanted ETWS were not completing the necessary SA3 security standards. This led to considerable debate in SA2 and Vodafone reluctantly accepted a compromise on degraded security.
There were several facets to this compromise, but part of them was that the device should have a per-PLMN configuration of which networks it should accept non-authenticated ETWS/PWS messages on, AND, that the default configuration of this list was ‘empty’.

Overall, the release 8 compromise provides a minimal complexity solution for those companies that wished to have a rapid rollout of (an insecure) ETWS/PWS while providing good protection to those countries that have no desire to roll out ETWS/PWS.
The “default empty PLMN list” is the main security solution for countries that have no PWS regulations and hence whose operators have no awareness of the need to proactively disable PWS.

Note that in some countries (e.g. India) the operators have very little control over the terminal supply chain. Hence it is vital to have the safe default “empty PLMN list” configuration (any operator wanting to use PWS can use OMA DM to enable it on their devices).

Recent Developments
While preparing to implement ETWS, one mobile device vendor realized that the lack of a SA3 security specification for ETWS made it difficult to implement the existing stage 2 specifications in TS 23.401 and TS 23.041.
During the subsequent liaison exchanges (documented by the SA2 chairman in SP-110763), some companies re-opened the debate on the release 8 and 9 “service requirements” and appear to be attempting to remove all safeguards. They are thereby putting lives at risk in areas of the world where those companies do not operate: Vodafone views any such changes as unacceptable. 

Vodafone view the SA2 CRs in S2-114684, S2-114685 and S2-114686 as sufficient to enable implementers to build ETWS/PWS. Vodafone does also support the rapid standardisation of on OMA DM Managed Object to enable easy terminal configuration by operators wanting to use a PWS.
San Francisco joint meeting:

As stated in the outgoing LS from SA2 in S2-114714
“ACTION: 
SA2 kindly asks SA3 and SA1 to explain what Frequent and Serious Mis-Operation would require changes beyond those in the attached CRs.”

Despite repeatedly asking this question in the joint meeting in San Francisco, no one has identified what FASMO will result from the specifications following the agreement of these SA2 CRs and the development of the CT 1 Managed Object. 
Conversely, it is clear that removing the “default empty PLMN list” requirement has the potential to endanger life.

Possible ways forward:

a) It is clear that the proponents of ETWS/PWS have not completed the standardization work needed to permit the non-life-threatening deployment of these features. Hence the procedurally correct way to deal with this would be to remove these features from releases 8, 9 and 10.

or

b) Adopt the conditionally agreed SA2 CRs to TS 23.401 and generate functionally equivalent CRs to TS 23.041, and, rapidly complete 3GPP’s OMA DM MO.

or

c) Find some alternative wording that unambiguously and securely provides protection for citizens of countries/operators who are not deploying a PWS.

AND, independently, continue with the release 11 specification of the necessary SA3 security algorithms

Other considerations

Vodafone views techniques to drive “regional requirements” that lead to potentially life threatening problems in other areas of the world as a CLEAR ABUSE OF 3GPP’s PROCEDURES.
