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	For LTE it has been discovered in deployments of LTE that writing the EPS NAS security context to the USIM on the UICC at every ECM‑CONNECTED to ECM‑IDLE state transition causes the flash memory of some UICCs to wear out and physically break down after a relative short period of use. This behaviour has been corrected at SA3#63.
The 3G procedures are very similar, and the behaviour of HSPA terminals may also be expected to be similar to that of LTE terminals. So, in order to align the LTE and the 3G and to avoid potential future problems, the mechanisms of LTE and 3G are proposed to be aligned as much as possible to prevent a potential exhaustion of UICC. A CR for Rel-11 is considered sufficient in view of the fact that no problems have surfaced in 3G so far. There are some indications that this problem occurs in the field.
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(

	The STARTCS and STARTPS are stored in the UICC and marked as valid whenever the UE is about to power off. Behaviour for the retrieval of the START values is described.
In addition three sentences are removed from clause 6.4.8 (the intended behaviour is already covered in 6.4.3 by existing text and additions made in this change request)

	
	

	Consequences if 
(

not approved:
	Potential risk of wearing out the UICC ahead of time.

	
	

	Clauses affected:
(

	6.4.3, 6.4.8

	
	

	
	Y
	N
	
	

	Other specs
(

	Y
	
	 Other core specifications
(

	25.331, 24.008

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


6.4.3
Cipher key and integrity key lifetime

Authentication and key agreement, which generates cipher/integrity keys, is not mandatory at call set-up, and there is therefore the possibility of unlimited and malicious re-use of compromised keys. A mechanism is needed to ensure that a particular cipher/integrity key set is not used for an unlimited period of time, to avoid attacks using compromised keys. The USIM shall therefore contain a mechanism to limit the amount of data that is protected by an access link key set.

Each time an RRC connection is released the values STARTCS and STARTPS of the bearers that were protected in that RRC connection are compared with the maximum value, THRESHOLD. If STARTCS and/or STARTPS have reached the maximum value (THRESHOLD), the ME marks the START value in the ME for the corresponding core network domain(s) as invalid by setting the STARTCS and/or STARTPS to THRESHOLD, deletes the cipher key and the integrity key stored on the USIM and sets the KSI to invalid (refer to section 6.4.4). Otherwise, the STARTCS and STARTPS are stored in the ME. The ME shall write back the values of STARTCS and STARTPS to the USIM only when the UE is about to power off in a controlled manner. The maximum value THRESHOLD is set by the operator and stored in the USIM.

When the UE has powered on  the ME reads the START values from the USIM and stores them in the volatile memory of ME before establishing an RRC connection. The ME then marks the START values in the USIM as invalid by setting STARTCS and STARTPS to THRESHOLD. When an RRC connection is established the ME uses the START values from the volatile memory of the ME. The ME shall trigger the generation of a new access link key set (a cipher key and an integrity key) if STARTCS and/or STARTPS has reached the maximum value THRESHOLD, for the corresponding core network domain(s).

This mechanism will ensure that a cipher/integrity key set cannot be reused beyond the limit set by the operator.

When the user is attached to a UTRAN, a R99+ ME with a SIM inserted shall use a default value for maximum value of STARTCS or STARTPS as described in section 6.8.2.4.
Editor’s Note: the effects of the modification of the UICC-ME interaction for the update of STARTCS and STARTPS values in Rel-11 wrt to earlier releases on inter-RAT mobility cases are ffs. 
******NEXT CHANGE******
6.4.8
Initialisation of synchronisation for ciphering and integrity protection

The ciphering and integrity protection algorithms are driven by counters (COUNT-C and COUNT-I) that at connection establishment need to be initialised. For that purpose the ME and the USIM have the ability to store a START value. The ME and the USIM store a STARTCS value for the CS cipher/integrity keys and a STARTPS value for the PS cipher/integrity keys. The length of START is 20 bits.

The ME only contains (valid) START values when it is powered-on and a USIM is inserted. When the ME is powered-off or the USIM is removed, the ME deletes its START values and the Kc128 if one was derived. After power-on or insertion of a USIM, the USIM sends its START values to the ME, and the ME stores them. 
At radio connection establishment for a particular serving network domain (CS or PS) the ME sends the STARTCS and the STARTPS value to the RNC in the RRC connection setup complete message. 
The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN (for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the remaining bits are initialised to 0. Also the RRC SN (for integrity protection) and the RLC SN (for ciphering) are initialised to 0.

During an ongoing radio connection, the STARTCS value in the ME and in the SRNC is defined as the 20 most significant bits of the maximum of all current COUNT-C and COUNT-I values for all signalling radio bearers and CS user data radio bearers protected using CKCS and/or IKCS, incremented by2, i.e.:

STARTCS' = MSB20 ( MAX {COUNT-C, COUNT-I | all radio bearers (including signalling) protected with CKCS and IKCS}) +2.

-
If current STARTCS < STARTCS' then STARTCS = STARTCS', otherwise STARTCS is unchanged.

Likewise, during an ongoing radio connection, the STARTPS value in the ME and in the SRNC is defined as the 20 most significant bits of the maximum of all current COUNT-C and COUNT-I values for all signalling radio bearers and PS user data radio bearers protected using CKPS and/or IKPS, incremented by2, i.e.:

STARTPS' = MSB20 ( MAX {COUNT-C, COUNT-I | all radio bearers (including signalling) protected with CKPS and IKPS}) +2.

-
If current STARTPS < STARTPS' then STARTPS = STARTPS', otherwise STARTPS is unchanged.

If any of the COUNT-C or COUNT-I assigned to the radio bearers of the same CN domain reaches its maximum value, the ME and SRNC shall set START of the corresponding CN domain to its maximum value.


During authentication and key agreement the START value associated with the new key set of the corresponding service domain is set to 0 in the USIM and in the ME.
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