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Introduction

ETSI TC M2M thank 3GPP SA3 for their LS in M2M(11)0267 (S3-110558) regarding their work on security aspects of Machine Type Communication. TC M2M would like to inform 3GPP SA3 that the published specifications TR 102 691 (Smart Metering Use Cases) and TS 102 689 (M2M Service Requirements, based on use cases from the previous TR) are available from the ETSI server and can be used as references for their work. 

The latest drafts of the TC M2M specifications, including TS 102 690 and related draft TRs can be downloaded from http://docbox.etsi.org/M2M/Open/Latest_Drafts/ . M2M service bootstrap is addressed in section 7 of the draft TS 102 690 but TC M2M would like to remind that beyond the variety of M2M use cases, the considered options are intended to accommodate the wide range of access networks that may be used, i.e. we do not expect changes from 3GPP to accommodate all options. .

TC M2M consider that the M2M Service Layer can be seen as an application from a 3GPP GBA  standpoint. The use of GBA in ETSI M2M is currently considered for the following cases:

· Bootstrapping of a M2M service layer root key Kr (Kr = NAF key) based on xSIM-based Access Network credentials when the M2M Service provider and the Access Network Operator share a business relationship. For M2M Release 1, ETSI M2M did not identify any specific change required to GBA specification to accommodate M2M needs, but we like to highlight that the service layer root key Kr is expected to be relatively persistent in time (e.g. years).. Note that TC M2M also consider other methods to bootstrap M2M Service Layer root key. 

· Derivation of an M2M Service key from an M2M Service layer root key that is pre-provisioned in an xSIM on the M2M device. Such derivation as well as any other processing at the M2M service layer level for deriving M2M service keys or application keys is within the scope of TC M2M specifications and does not affect the access network. When the M2M service layer root key is not pre-provisioned in an xSIM, GBA is not used to derive M2M service keys. 
TC M2M acknowledges 3GPP SA3 as a central point for GBA specifications and would inform 3GPP SA3, should they see any need to modify existing 3GPP specifications.  
TC M2M will review the content of the draft MTC Security TR 33.868 kindly provided by 3GPP SA3 to see if it impacts the assumptions TC M2M have about transport networks and specifically those defined by 3GPP.

TC M2M looks forward to further fruitful cooperation with 3GPP SA3.
Actions

ETSI TC M2M kindly asks 3GPP SA3 to keep TC M2M informed on further progress of their work on Machine Type Communication that may affect the M2M Service Layer.
Note : Future ETSI TC M2M Meetings:

· M2M #16
12 – 16 September 2011
TBC

· M2M #16bis
24-28 October 2011
Sophia Antipolis
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