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**** START CHANGE 2 ****
3.1
Definitions

Refer to TS 23.002 [1] for the definitions of some terms used in this document.

For the purposes of the present document the terms and definitions given in TR 21.905 [68] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [68].

For the purposes of the present document, the following terms and definitions given in TS 23.003 [24] apply:

Distinct Public Service Identity

Public User Identity

Wildcarded Public User Identity

Wildcarded Service User Identity

Alias Public User Identities: A set of Public User Identities that belong to the same alias group as specified in TS 29.228 [30].

ALG: Application Level Gateway (ALG) is an application specific functional entity that allows communication between disparate address realm or IP versions, e.g. an IPv6 node to communicate with an IPv4 node and vice versa, when certain applications carry network addresses in the payloads like SIP/SDP. NA(P)T-PT or NA(P)T is application unaware whereas ALGs are application specific translation entities that allow a host running an application to communicate transparently with another host running the same application but in a different IP version or IP address realm. See IETF RFC 2663 [34] for more details.

For IMS, an IMS ALG provides the necessary application function for SIP/SDP protocols in order to communicate between different address realms or IP versions, e.g. IPv6 and IPv4 SIP applications.
Distinct Public User Identity: used in relation to wildcarded Public User/Service Identities to denote an explicitly provisioned Public User/Service Identity. See more details in TS 23.003 [24].

Entry point: In the case that border control concepts are to be applied in an IM CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for this network (instead of the I‑CSCF). In this case the IBCF and the I‑CSCF can be co-located as a single physical node. If border control concepts are not applied, then the I-CSCF is considered as an entry point of a network. If the P‑CSCF is in the home network, then the I‑CSCF is considered as an entry point for this document.

Exit point: If operator preference requires the application of border control concepts then these are to be provided by capabilities within the IBCF, and requests sent towards another network are routed via a local network exit point (IBCF), which will then forward the request to the other network (discovering the entry point if necessary).

IP-Connectivity Access Network: refers to the collection of network entities and interfaces that provides the underlying IP transport connectivity between the UE and the IMS entities. An example of an "IP-Connectivity Access Network" is GPRS.

Subscriber: A Subscriber is an entity (comprising one or more users) that is engaged in a Subscription with a service provider. The subscriber is allowed to subscribe and unsubscribe services, to register a user or a list of user authorized to enjoy these services, and also to set the limits relative to the use that users make of these services.
Inter-IMS Network to Network Interface: The interface which is used to interconnect two IM CN subsystem networks. This interface is not constrained to a single protocol.
Network Address Translation (NA(P)T): method by which IP addresses are mapped from one group to another, transparently to end users. Network Address Port Translation, or NA(P)T is a method by which many network addresses and their TCP/UDP (Transmission Control Protocol/User Datagram Protocol) ports are translated into a single network address and its TCP/UDP ports. See RFC 3022 [65] for further details.

NAT-PT/NAPT-PT: NAT-PT uses a pool of globally unique IPv4 addresses for assignment to IPv6 nodes on a dynamic basis as sessions are initiated across the IP version boundaries. NAT-PT binds addresses in IPv6 network with addresses in IPv4 network and vice versa to provide transparent routing between the two IP domains without requiring any changes to end points, like the UE. NAT-PT needs to track the sessions it supports and mandates that inbound and outbound data for a specific session traverse the same NAT-PT router.

NAPT-PT provides additional translation of transport identifier (e.g., TCP and UDP port numbers, ICMP query identifiers). This allows the transport identifiers of a number of IPv6 hosts to be multiplexed into the transport identifiers of a single assigned IPv4 address. See IETF RFC 2766 [33] for more details.
Transport address: A unique identifier of transport-layer address, i.e. a combination of a network address, protocol identifier and port number. For example an IP address and a UDP port.

IMS application: An IMS application is an application that uses an IMS communication service(s) in order to provide a specific service to the end-user. An IMS application utilises the IMS communication service(s) as they are specified without extending the definition of the IMS communication service(s).

IMS application reference: An IMS application reference is the means by which an IMS communication service identifies an IMS application.

IMS communication service: An IMS communication service is a type of communication defined by a service definition that specifies the rules and procedures and allowed medias for a specific type of communication and that utilises the IMS enablers.

IMS communication service identifier: An IMS communication service identifier uniquely identifies the IMS communication service associated with the particular IMS request.

IMC: IMS Credentials as defined in TR 21.905 [68].

IMS enabler: An IMS enabler is a set of IMS procedures that fulfils specific function. An IMS enabler may be used in conjunction with other IMS enablers in order to provide an IMS communication service.

Instance identifier: An identifier, that uniquely identifies a specific UE amongst all other UEs registered with the same Public User Identity.

Local Service Number: A local service number is a telephone number in non international format. A local service number is used to access a service that may be located in the home network of the user (home local service number) or the roamed network of the user (geo-local service number).

Geo-local service number: A local service number that is used to access a service in the roamed network (a local service where the subscriber is located).

Home local service number: A local service number is used to access a service that is located in the home network of the user.

IP Flow: Unidirectional flow of IP packets with the following properties:

-
same source IP address and port number;

-
same destination IP address and port number;

-
same transport protocol (port numbers are only applicable if used by the transport protocol).

Media Flow: One or more IP flows carrying a single media instance, e.g., an audio stream or a video stream. In the context of this specification the term Media Flow is used instead of IP Flow regardless of whether the actual IP packet corresponds to media plane information (e.g. audio RTP flow) or control signalling (e.g. RTCP or SIP Signalling).

MPS: Based on TS 22.153 [77]. Multimedia Priority Service allows authorized users to obtain and maintain radio and network resources with priority, also during national security or emergency situations when PLMN congestion may occur.

MPS session: A session (e.g., voice, video, data session) for which priority treatment is applied for allocating and maintaining radio and network resources.

MPS-subscribed UE: A UE having a USIM with MPS subscription.

Service User: According to TS 22.153 [77].

STUN: Simple Traversal of UDP Through NAT (STUN), provides a toolkit of functions. These functions allow entities behind a NAT to learn the address bindings allocated by the NAT, to keep those bindings open, and communicate with other STUN-aware devices to validate connectivity. See RFC 5389 [47] for further details.

STUN Relay: Is a usage of STUN, that allows a client to request an address on the STUN server itself, so that the STUN server acts as a relay. See IETF RFC 5766 [46] for further details.

STUN Keep-alive: Is a usage of STUN, to keep NAT bindings open.

Outbound: Managing Client Initiated Connections in the Session Initiation Protocol (Outbound) defines behaviours for User Agents, registrars and proxy servers that allow requests to be delivered on existing connections established by the User Agent. See RFC 5626 [48] for further details.

Preferred Circuit Carrier Selection: An IMS service that allows the subscriber to select a long distance circuit carrier per call when dialling a call origination.

Preferred Circuit Carrier Access: An IMS service that allows a specific long distance circuit carrier to be selected for a long distance call.

IP‑SM‑GW (IP short message gateway): An IP‑SM‑GW is an AS providing the support of Short Message Service of the IMS domain. See more details in TS 23.204 [56].
**** START CHANGE 3 ****
4.3.1
Address management

The mechanisms for addressing and routing for access to IM CN subsystem services and issues of general IP address management are discussed in TS 23.221 [7].

When a UE is assigned an IPv6 prefix, it can change the global IPv6 address it is currently using via the mechanism defined in IETF RFC 4941 [16a], or similar means. When a UE is registered in the IM CN Subsystem with an IP address, any change to this IP address that is used to access the IM CN subsystem will result in dropping the active SIP dialogs, and shall trigger automatic registration. This automatic registration updates the UE's IP address and security association. To avoid disruption of ongoing IM CN subsystem services, the UE should not change the IP address that it uses to access the IM CN subsystem while engaged in active SIP dialogs (e.g. INVITE or SUBSCRIBE-NOTIFY dialogs).
**** START CHANGE 4 ****
4.3.3.1
Private User Identities

Every IM CN subsystem user shall have one or more Private User Identities. The private identity is assigned by the home network operator, and used, for example, for Registration, Authorization, Administration, and Accounting purposes. This identity shall take the form of a Network Access Identifier (NAI) as defined in IETF RFC 4282 [14]. It is possible for a representation of the IMSI to be contained within the NAI for the private identity.

-
The Private User Identity is not used for routing of SIP messages.

-
The Private User Identity shall be contained in all Registration requests, (including Re-registration and De-registration requests) passed from the UE to the home network.

-
An ISIM application shall securely store one Private User Identity. For UEs supporting only non-3GPP accesses, if neither ISIM nor USIM is present, but IMC is present, the Private User Identity shall be stored in IMC. It shall not be possible for the UE to modify the Private User Identity information stored on the ISIM application or IMC.

-
The Private User Identity is a unique global identity defined by the Home Network Operator, which may be used within the home network to identify the user's subscription (e.g. IM service capability) from a network perspective. The Private User Identity identifies the subscription, not the user.

-
The Private User Identity shall be permanently allocated to a user's subscription (it is not a dynamic identity), and is valid for the duration of the user's subscription with the home network.

-
The Private User Identity is used to identify the user's information (for example authentication information) stored within the HSS (for use for example during Registration).

-
The Private User Identity may be present in charging records based on operator policies.

-
The Private User Identity is authenticated only during registration of the user, (including re-registration and de-registration).

-
The HSS needs to store the Private User Identity.

-
The S‑CSCF needs to obtain and store the Private User Identity upon registration and unregistered termination.
**** START CHANGE 5 ****
4.3.3.3
Routing of SIP signalling within the IP multimedia subsystem

Routing of SIP signalling within the IMS shall use SIP URIs or other (non SIP) AbsoluteURIs. AbsoluteURIs are defined in IETF RFC 3986 [13]. Routing of SIP signalling within the IMS using AbsoluteURI (non SIP) shall only be supported for IMS signalling from IMS user to external networks. E.164 [2] format Public User Identities shall not be used for routing within the IMS, and session requests based upon E.164 format Public User Identities will require conversion into SIP URI format for internal IMS usage.
**** START CHANGE 6 ****
G.5.2
ICE

G.5.2.1
Overview

The Interactive Connectivity Establishment (ICE) described in IETF RFC 5245 [45] defines a methodology for media traversal of NAT devices.

However, ICE is not a complete solution in of itself as ICE only addresses address advertisement and NAT binding maintenance. ICE does not address RTP and RTCP port symmetry requirements or non-sequential RTP and RTCP port assignment. A complete UE managed NAT traversal solution shall take into account each of these issues.

G.5.2.2
Required functions of the UE

When supporting ICE, the UE is responsible for managing the overall NAT traversal process and for invoking the various protocol mechanisms to implement the NAT traversal approach. As such, the following functions shall be performed by the UE:

-
STUN relay server and STUN server discovery;

NOTE:
A configuration mechanism can be used to provision STUN server and STUN relay server addresses in the UE.

-
Transmission of media packets from the same port on which it expects to receive media packets;

-
RTCP port advertisement.

-
ICE functionality which includes:

-
Maintaining of NAT bindings to insure inbound media packets are allowed to traverse the NAT device.

-
Address advertisement, which consists of the following operations:

-
Gathering candidate addresses for media communications;

-
Advertising the candidate addresses in a special SDP attribute (a=candidate) along with the active transport address in the m/c lines of the SDP.

-
Perform connectivity checks on the candidate addresses in order to select a suitable address for communications.

Depending on the results of the connectivity checks, one of the candidate addresses may be promoted to become the active transport address.

Depending on the active transport address, provide additional information in the session description to insure that correct policy and charging functionality can be applied on relayed media packets.

Given the desire to minimize session establishment delays during connectivity checks, the UE shall advertise its active address in the SDP offer or answer in the following order based on their availability:

1.
STUN relay server assigned address;

2.
STUN derived address;

3.
Locally assigned address.

G.5.2.3
Required functions of the STUN relay server

The STUN relay server and associated signalling requirements are documented in IETF RFC 5766 [46] and its use is detailed in IETF RFC 5245 [45]. No additional requirements are placed on this server.

NOTE:
While it is not required that a STUN relay server be deployed in the network, a STUN Relay server would allow for media exchange in the presence of all NAT types.

G.5.2.4
Required functions of the STUN server

The STUN server and associated signalling requirements are documented in RFC 5389 [47] and its use is detailed in IETF RFC 5245 [45]. No additional requirements are placed on this server.

NOTE:
While it is not required that STUN servers be deployed in the network, a STUN server would allow for UEs to discover the WAN facing transport address of the NAT. Such discovery may minimize the need for STUN Relay server resources by allowing UEs to directly exchange media in the presence of the majority of NAT types.
**** START CHANGE 7 ****
G.6.2
Session establishment procedures

The following procedure illustrates the session establishment procedures when both UEs support the ICE methodology. These procedures apply to both the terminating and originating side of the session regardless of whether the UE is behind a NAT.

In the following figure the STUN element represents both a STUN server and STUN Relay server as a single logical element. It would be equally valid if these functions we represented in separate logical elements. The procedures are unaffected by the grouping. Further, this call flow represents a simplified view to illustrate the NAT traversal procedures only. Other network elements not show may be involved in the session establishment process.
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Figure G.8: Session Establishment procedure for NAT Traversal using ICE and Outbound

1.
UE-A begins candidate transport address collection by performing a request for a transport address for each media flow from the STUN server.

2.
The STUN server reserves one of its transport addresses for each media flow and sends the reserved transport address information back to the UE. The STUN server also reflects the source transport address of the original request for a transport address


If the UE fails to identify STUN servers it concludes that ICE and Outbound procedures are not supported by the network and defaults to operation using the procedures described in clause G.4.

3-4.
UE-A repeats the procedures for requesting a transport address for each RTCP flow. These steps may be executed in parallel with steps 1. – 2. or in series.

5.
With its three candidates (locally assigned, server reflected and relay) UE-A forms an offer and forwards to its assigned P‑CSCF. The UE includes the SP cand-type, SP rel-addr and SP rel-port in the candidate attribute as defined in IETF RFC 5245 [45].

6.
To ensure subsequent responses to the offer are allowed through the NAT, the P‑CSCF stores the transport address information received in the transport header of the offer.

7.
The P‑CSCF forwards the Offer to UE-B using one of the previously established flows.

8-11.
UE-B performs the candidate gathering procedures as outlined in steps 1. – 4. above.

12.
With its three candidates (locally assigned, server reflected and relay) UE-B forms an answer and forwards to its assigned P‑CSCF

13.
The P‑CSCF for UE-A forwards the Answer to UE-A based on the previously stored transport address information. Media can being to flow at this point using the default transport addresses (recommended to be the STUN Relay provided address)

14.
Both UE-A and UE-B perform connectivity tests on each received transport address to determine which of the received transport addresses are actually reachable.

15.
After the connectivity tests are concluded UE-A sends an updated SDP Offer indicating the agreed to transport address

16.
The P‑CSCF forwards the Offer according to normal routing procedures.

17.
UE-B sends an Answer indicating the agreed to transport address.

18.
The P‑CSCF forwards the Answer according to normal routing procedures. Media can begin flowing using the newly identified addresses.

19-21.
STUN Relay allocated transport addresses are released by the UE once a more efficient address has been identified and the session updated.
**** START CHANGE 8 ****
G.6.7
Procedures at other IMS entities processing SDP

IMS entities processing SDP, such as the P‑CSCF, IBCF or MRFs, may or may not be updated to understand the "candidate alternative addresses" that are part of the ICE procedures, IETF RFC 5245 [45]. IMS entities processing SDP that do not understand the ICE procedures will, in accordance with there compatibility procedures, ignore the "alternative addresses", and media entities, such as the IMS Access Gateway, PCEF, MRFP and TrGW, controlled by the IMS entities processing SDP will not pass connectivity check requests and media on those addresses. IMS entities processing SDP which behave as B2BUAs may or may not pass on the alternative address in accordance with their own compatibility procedures.
**** START CHANGE 9 ****
L.6.1
Deriving IMS identifiers

ISIM is the primary source for IMS identity information. If an ISIM is not present, the UE shall use the IMS credentials stored in the IMC to access IMS.

If no IMS credentials are stored in the IMC, then temporary credentials shall be derived as follows:

-
a Temporary Private User Identity shall be derived from the Mobile Station ID (IMSI, MIN or IRM), which allows for uniquely identifying the user within the operator's network;

-
a Temporary Public User Identity shall be derived from the MSID, and shall be used in SIP registration procedures. The Temporary Public User Identity shall take the form of a SIP URI (as defined in RFC 3261 [12] and RFC 3986 [13]).

It is strongly recommended that the Temporary Public User Identity is set to barred for SIP non-registration procedures. The following applies if the Temporary Public User Identity is barred:

-
A Temporary Public User Identity shall not be displayed to the user and shall not be used for public usage such as displaying on a business card.

-
The Temporary Public User Identity shall only be used during the SIP initial registration, re-registration and mobile initiated de-registration procedures.

-
The implicitly registered Public User Identities shall be used for session handling, in non-registration SIP messages and may be used at subsequent SIP registration procedures.

-
A Temporary Public User Identity shall only be available to the CSCF and HSS nodes.

NOTE:
If a Temporary Public Identity is used, the user can not initiate any sessions until the implicitly registered public identities are available in the UE.

When a Temporary Public Identity has been used to register an IMS user, the implicit registration will ensure that the UE, P‑CSCF & S‑CSCF have Public User Identity(s) for all IMS procedures after the initial registration has been completed.
**** END CHANGE  ****
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