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1. Overall Description:

During LTE device testing, an excessively high update activity on the EF_EPSNSC (EPS NAS Security Context) File in the USIM – device interface was observed. Depending on the usage, the UICC memory may be worn out in a few months. CT6 would like to know if it is possible to reduce the number of UICC writing by stating in SA3 specification TS 33.401 that the update of NAS security context into UICC shall occur only on a state transition to EMM-DEREGISTERED. It is not expected that using the ME memory would solve the issue.

A) Problem description, details:

Depending on the device tested, the average update frequency varied from 1 update every 10 sec to 1 update every 4 min. Such a high update activity will stress the UICC memory and shorten the UICC life cycle. The typical amount of write/erase cycle supported by silicon manufacturers for flash memory is 100.000 write/erase cycles over a typical UICC lifetime. Although the file EF_EPSNSC has been specified as an "Update activity High" file in TS 31.102, such an excessive amount of updates is far beyond expectation and the UICC memory may be worn out in a few months.

The file EF_EPSNSC defined in TS 31.102 contains the ASME key, Uplink and Downlink NAS count, and the Key Set Identifier. The update to EF_EPSNSC occurs each time one of the NAS counters (uplink or downlink) is incremented. EF_EPSNSC is also updated to mark the NAS security context as invalid. According to TS 33.401 clause 7.2.6, the update shall be performed for each state transition from ECM-CONNECTED to ECM-IDLE, from ECM-IDLE to ECM-CONNECTED, and from EMM-REGISTERED to EMM-DEREGISTERED.
B) EMM parameter storage 

According to Annex C of TS 24.301, EMM parameters can be stored either in the ME or in the USIM. The benefit to store the EMM parameters in the USIM is that a new complete EPS AKA run is not required in case of plastic roaming. This speeds up the network access, saves authentication vectors and decreases the signalling between the MME and HSS after a power cycle.
Since the CT1 specifications implement a security requirement from SA3, it seems necessary to update TS 33.401 before modifying the EMM parameter storage procedures in TS 24.301. 
C) One proposed way forward

The benefit to store EMM parameters in USIM has been confirmed by SA1 in the past (see S1-083468, S1-083170). A way to solve the issue is to clarify that the EPS NAS Security Context shall be updated by the ME only on a state transition from any state to EMM-DEREGISTERED. This would reduce the amount of write operations to an acceptable level. 

As a consequence, the NAS Security Context stored in the UE will lose synchronization with the values stored in the network. CT6 would like to know if such a consequence is acceptable from SA3's standpoint.

The benefit of EMM parameter storage in USIM would still be present, as the ME will move to an EMM-DEREGISTERED state at power-off, and will update the NAS security context in the USIM.

It is essential that a change to TS 33.401 to address this issue is made from Rel-8 onwards as the impacts on the field are critical.

CT6 looks forward to further fruitful cooperation with 3GPP SA3.

2. Actions:
ACTION:

To SA3


- To assess whether a loss of synchronisation between the EPS NAS security context and the values stored in the network adversely affects security of the system.


- To consider the suggested solution as part of their investigations on the topic and define a solution in a timely manner.

To CT1


- To implement the solution outlined by SA3.
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