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4.2.8
User consent handling in MDT
4.2.8.1
Signalling based MDT

In case of signalling based  MDT getting user consent before activating the MDT functionality is required because of privacy and legal obligations. It is the Operator responsibility to collect user consent before initiating an MDT for a specific IMSI or IMEI number. 
Collecting the user consent shall be done via customer care process. The user consent information availability should be considered as part of the subscription data and as such this shall be provisioned to the HSS database.
The following figure summarizes the functionality.
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When the IMSI based MDT is activated it is targeted the HSS. Once the user consent availability information is stored in the HSS database, the HSS can check the user consent availability before starting a Trace Session for the given subscriber. If there is no user consent given by the specific user, the HSS should not start a Trace Session for the given subscriber.

As the user consent availability information is stored as part of the subscription data it should also be transferred to the MME/SGSN/MSC-S during update location procedure. This is required if the subscription based MDT is started from MME/SGSN/MSC-S. In that case similar checking is required as in the HSS case. 
It should also be possible to handle user consent revokation. The process of user consent revokation shall be done also via customer care process and the user consent availability information should be updated in the HSS DB when a user consent revokation happens.
If the user consent revokation happens during an ongoing Trace Session with MDT, it is not required to stop and deactivate the Trace Recording Session, Trace Session respectively immediately i.e. to stop an ongoing Trace Recording Session in case of Immediate MDT. A notification to the management system should be sent and the management system should deactivate the Trace Session .
4.2.8.2
Area based MDT

In case of area based MDT the MDT activation is targeted to eNB/RNC. If the collected MDT data cannot be associated to any specific subscriber/user, i.e. none of the subscriber identities are transferred to the TCE no user consent is required for the MDT activation.
In case of E-UTRAN the subscriber identities are sent by the MME to the TCE, therefore an additional checking is required at MME before sending the subscriber identities to the TCE. The MME should check the user consent availability and if there is user consent available for the subscriber, MME can send the IMSI/IMEI to the TCE, otherwise no information should be sent to the TCE. 
Also it is required that the eNB/RNC should send MDT records to the TCE without any permanent or temporary user/subscriber identities so that the MDT data is anonymized.
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