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1. Introduction

This contribution highlights the misalignment between SA3/5 and RAN2/3 working groups on the need of user consent for MDT activation in the case of Area Based MDT in the eNB/ RNC. SA is requested not to agree to CR 0107 for TS 32.422 until the misalignment has been resolved between the relevant working groups. 
2. Misaligned understanding in RAN2/3 and SA5 towards SA3 requirement
 In their LS to RAN2 and SA5, SA3 have indicated the following answer to RAN2’s question in S3-110185 [1]:

Question 1: 
Is the non-presence of UE/user identity with the measurements sufficient to address privacy and security issues highlighted by SA3?

No, it is not sufficient. Just because UE or User identity is not present in the collected data doesn't necessarily make it impossible to actually link the data to a specific user, e.g the subscriber identities can be retrieved within the network further to the UE reports according to TS 32.422. Also, the presence of location information may be sufficient to identify the user of a given trace. Therefore, even if UE or user identity is not present in the collected data, the principles laid out in our previous LS S3-101401 have to be applied.

SA3 would like to point out that the requirements are system wide requirements, i.e. RAN2 and SA5 may need to work together to enable notification and consent. SA3 believes that the data processed or stored in the system may be subject to regulatory disclosure obligations. Anonymisation of this data, i.e. not storing permanent or temporary user, UE, or trace identifiers, as well as not storing times of individual measurements may help. 

Question 2: 
Does user notification and user consent apply only when detailed location information is collected? 

No. In the incoming LS RAN2 defines detailed location information as "geographical coordinates". If the data collected allows derivation of approximate geographical coordinates, they have to be treated in the same way as detailed location information. 
Furthermore, SA3 had indicated the following in an earlier reply LS to RAN2 (S3-101401 [2]):

· RAN2 or SA5 should define a mechanism to allow the MDT system to determine whether a specific subscriber currently has provided consent to participate in MDT.
At the SA5#75 meeting, SA5 sent an LS (S5-110482 [3]) to SA3 asking whether there is potential security problem on area based MDT. This LS is still pending and not yet treated by SA3.
At the SA5#76 meeting, SA5 have agreed CR 0107 for TS 32.422 (See S5-111436 [4]) which indicates the following:

“In case of area based MDT the MDT activation is targeted to eNB/RNC. If the collected MDT data cannot be associated to any specific subscriber/user, i.e. none of the subscriber identities are transferred to the TCE no user consent is required for the MDT activation”

SA5 have sent a further LS to SA3 and RAN2 (S5-111521 [5]) from their SA5#76 meeting indicating agreement of the CR in S5-111436 and asking SA3 to confirm that the solution is in line with the SA3 requirements. 
At the RAN2#73 meeting, RAN2 have indicated in an LS to SA5 (See R2-111714 [6]) the following understanding and assumption:
…

· For management based MDT, since the eNB/RNC is the node who performs UE selection, the information of user consent status needs to be known by and informed to the eNB/RNC. 

With regard to the support for management based MDT configuration with user consent, RAN2 also evaluated RAN3 working assumption in R3-110931 that a specific IE to indicate the user consent status is introduced for LTE and confirms that this assumption is in line with RAN2 assumptions.
Hence, there is clearly a misalignment in SA5’s and RAN2’s understanding towards the requirement from SA3 on the need of user consent verification in the eNB/RNC for MDT activation in the case of Area Based MDT. It is clear from previous SA3 Liaison Statement that user consent verification in the eNB/RNC is required for Area Based MDT. Working assumption in RAN2/3 is aligned with this requirement and the agreement taken by SA5 is not. It is evident that this misalignment must be resolved before any CRs are agreed on this issue.  Hence, we propose the following way forward to resolve this misalignment.

1. It is proposed to not agree CR 0107 for TS 32.422 until the misalignment has been resolved.
2. It is proposed for SA plenary to give guidance to SA3 to confirm their requirements on user consent for Area Based MDT and reply to the pending LSes from SA5 at their next SA3 meeting in April. The reply from SA3#63 meeting is essential so that SA5, RAN2/3 and CT4 can finalise the MDT release 10 work item at their next meetings in May. 
3. It is proposed for SA5, RAN2/3 to follow the requirement clarified by SA3 and perform the necessary specification changes.
3. Conclusions

This contribution highlights the misalignment among SA5, SA3 and RAN 2/3 on the need for user consent verification in the eNB/RNC for MDT activation in the case of Area Based MDT. 
The followings are proposed:

1. It is proposed to not agree CR 0107 for TS 32.422 until the misalignment has been resolved.
2. It is proposed for SA plenary to give guidance to SA3 to confirm their requirements on user consent for Area Based MDT and reply to the pending LSes from SA5 at their next SA3 meeting in April. The reply from SA3#63 meeting is essential so that SA5, RAN2/3 and CT4 can finalise the MDT release 10 work item at their next meetings in May. 
3. It is proposed for SA5, RAN2/3 to follow the requirement clarified by SA3 and perform the necessary specification changes.
4. References

[1] S3-110185, ‘Reply LS on MDT user involvement,’ SA3.

[2] S3-101401, ‘Review of MDT design and reply LS on Security Issues with Logged MDT,’ SA3

[3] S5-110482, ‘Reply LS on MDT user involvement (S5-110367 / R2-110699),’ SA5.
[4] S5-111436, ‘Adding user consent handling in MDT activation,’ Nokia Siemens Networks.

[5] S5-111521, ‘LS on MDT User consent handling,’ SA5.
[6] R2-111714, ‘LS on MDT configuration with user consent,’ RAN2.
ANNEX

Meeting schedule of related working groups (SA3, RAN2/3, SA5) before the next RAN/SA plenary #52
	3GPPSA3#63 
	OR 
	11 - 15 Apr 2011    
	Chengdu  
	CN  

	3GPPRAN2#73-BIS 
	OR 
	11 - 15 Apr 2011    
	Shanghai  
	CN  

	3GPPRAN2#74 
	OR 
	9 - 13 May 2011    
	Kobe  
	JP  

	3GPPRAN3#72 
	OR 
	9 - 13 May 2011    
	Kobe  
	JP  

	3GPPSA5#77 
	OR 
	9 - 13 May 2011    
	Kobe  
	JP  

	CT4#53
	OR
	9-13 May 2011
	Tallinn
	EE


