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Start of Change 1

5.3.6.2.2
APN based Session Management congestion control

The SGSN may reject the Activate PDP Context Request with a Session Management back-off timer for congested APNs. If UE provides no APN, then default APN from subscription data is used by the SGSN.

The SGSN may store a Session Management back-off time when congestion control is active for an APN. The SGSN may enforce the stored back-off time by immediately rejecting any subsequent request from the UE targeting at connecting to the APN before the stored back-off time is expired.

NOTE:
The above functionality is to diminish the performance advantage for UEs that do not support the NAS level back-off timer (e.g. pre-Rel‑10 UEs) compared to UEs that do support it.

The SGSN should not apply APN based congestion control for emergency services.

Upon reception of the Session Management back-off timer, the UE shall take the following actions until the timer expires:

-
If APN is provided in the rejected Activate PDP Context Request message, the UE shall not initiate any Session Management procedures for the rejected APN. The UE may initiate Session Management procedures for other APNs.

-
If APN is not provided in the rejected Activate PDP Context Request message, the UE shall not initiate any Session Management requests without APN. The UE may initiate Session Management procedures for specific APN.

-
Cell/RA/PLMN/RAT change do not stop the Session Management back-off timer.

-
The UE is allowed to initiate the Session Management procedures for emergency services and mobile terminated services even when the Session Management back-off timer is running.

The UE shall support a separate Session Management back-off timer for every APN that the UE may activate.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the SGSN shall decorrelate the Session Management back-off timer.

Start of Change 2

5.3.6.2.3
APN based Mobility Management congestion control

The SGSN may perform APN based congestion control for UEs with a particular subscribed APN by rejecting Attach and Routing Area Update procedures with a Mobility Management back-off timer. If the subscription contains a wildcard APN, the SGSN should not reject the request.

The SGSN may store a Mobility Management back-off time when congestion control is active for UEs with a particular subscribed APN. The SGSN may enforce the stored back-off time by immediately rejecting any subsequent request from the UE with this subscribed the APN before the stored back-off time is expired.

NOTE 1:
The above functionality is to diminish the performance advantage for UEs that do not support the NAS level back-off timer (e.g. pre-Rel‑10 UEs) compared to UEs that do support it.

After rejecting Attach or Routing Area Update Requests, the SGSN should keep the Subscriber Data for some time. This allows for the rejection of subsequent requests without HSS signalling when the congestion situation resulting from UEs with a particular subscribed APN persists.

While the Mobility Management back-off timer is running, the UE shall not initiate any Mobility Management procedures. However, the UE is allowed to initiate Mobility Management procedures for priority/emergency services and mobile terminated services even when the Mobility Management back-off timer is running.

NOTE 2:
When receiving the Mobility Management back-off timer the UE behaviour when receiving the Mobility Managemnt back-off timer is not APN specific.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the SGSN shall decorrelate Mobility Management back-off timer.

Start of Change 3

5.3.6.2.4
General NAS level Mobility Management congestion control

Under general overload conditions the SGSN may reject Mobility Management signalling requests from UEs. When a NAS request is rejected, a Mobility Management back-off timer may be sent by the SGSN. While the Mobility Management back-off timer is running, the MS shall not initiate any NAS request except for priority, emergency services and mobile terminated services.

To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the SGSN shall decorrelate the Mobility Management back-off timer.

Start of Change 4
5.3.13.2
Overview of Protection from Potential MTC Related Overload

The number of Machine Type Communication devices may be several orders of magnitude greater than "traditional" devices. Many (but not all) MTC devices will be relatively stationary and/or generate low volumes of traffic. However, these MTC devices have the capability to generate normal quantities of signalling.

The total signalling from large numbers of MTC devices is a concern in at least two situations:

-
when an application requests many devices to do "something" at the same time; and/or

-
when many MTC devices are roamers and their serving network fails, then they can all move onto the local competing networks, and potentially overload the not (yet) failed network(s).

To counter these potential problems, the following standardised indications and mechanisms are provided. These permit node specific features to be developed to protect the networks.

a)
Where applicable, MSs can be configured for enhancements as described in subsequent bullets. Post-manufacturing configuration can be performed remotely as described in clause 5.3.13.3.

b)
For mobile originated services, MSs configured for for low access priority provide the UTRAN/GERAN with information indicating that the RR(C) connection establishment/PDCH establishment is for signalling or user data from an MS configured for low access priority (see clause 5.3.13.3).

c)
RR and RRC signalling has 'extended wait timers' added to the rejection messages.

d)
SGSN can initiate rejection of RR(C) connection establishment in the GERAN/UTRAN for certain subcategories of MSs. In addition, SGSN signalling or GERAN O&M can trigger GERAN to initiate Extended Access Barring in the GERAN for certain subcategories of MSs. These mechanisms are further described in clause 5.3.6.4.

NOTE 1:
For this Release of the specification Extended Access Barring is only supported for GERAN.

e)
Overload messages from the SGSN to RNS/BSS are extended to aid the RAN in performing the functionality in bullets b, c and d above.

f)
MSs configured with a long minimum periodic PLMN search time limit (see TS 24.368 [111]) have an increased minimum time inbetween their searches for more preferred PLMNs.

NOTE 2:
Following the failure of a more preferred PLMN, MSs configured as above might change to other local competing networks. Expiry of this search timer will lead to the MS re-attempting to access the failed network, and then, if that network has not yet recovered, reaccessing one of the local competing networks. Use of a too short timer for the more preferred PLMN search can both prevent the failed network from recovering, and, impose more load on the local competing networks.

g)
At PLMN change, MSs configured to perform Attach with IMSI at PLMN change (see TS 24.368 [111]) do this rather than an RA update with P-TMSI (thus avoiding the need to reject the RA update, and to request the IMSI following the subsequent Attach with P-TMSI).

NOTE 3:
In the case of a network failure, this reduces the message processing load on a local competing network and hence makes that network more likely to survive the failure of the other network.

h)
For mobile originated services, MSs configured for low access priority (see TS 24.368 [111]) provide a low access priority indication to the SGSN in NAS signalling that permits the SGSN to undertake protective measures (e.g. to permit the SGSN to immediately command the MS to move to a state where it does not need to generate further signalling messages and/or does not reselect PLMNs), as described in clause 5.3.6.4.

i)
Using periodic RAU timer information sent by the HSS and/or MS provided indication (bullet h above), the SGSN can allocate a long periodic RAU timer to the MS. A long periodic RAU timer is likely to slow down the rate at which an MS detects a network failure and thus it slows down the rate of movement of MSs from a failed network to other local competing networks (see clause 5.3.13.5).

j)
Mechanisms for the SGSN and GGSN/P-GW to detect congestion associated with a particular APN (see clauses 5.3.6.2 and 5.3.6.3 and TS 23.401 [89]).

k)
The addition of 'back off timers' to GMM and SM signalling messages (e.g. to rejection messages). These include some time randomisation to guard against a repeat of a load peak. The SGSN should be able to apply this behaviour on a per-APN basis as described in clause 5.3.6.2.

l)
Mechanisms that permit the GGSN/P-GW to handle per-APN congestion (see clause 5.3.6.3 and TS 23.401 [89]).

m)
When using the S4 architecture, an SGSN overload control mechanism to selectively limit the number of Downlink Data Notification requests the S‑GW sends to the SGSN for downlink low priority traffic received for MSs in idle mode (see clause 5.3.6.5).

n)
The BSS and RNS are provided with indications from the MS that permit them to steer "new MTC entrants into a pool area" to specific SGSNs (e.g. to an SGSN optimised for MTC devices by having a larger subscriber data base, see TS 23.236 [73]).

o)
GERAN and/or UTRAN broadcast signalling can be used to command MSs configured to use the extended NMO I system information (see TS 24.368 [111]) to operate in Network Mode of Operation I while leaving other MSs operating in NMO II or III. This reduces the amount of signalling from MSs configured as above and may be particularly useful at times of the failure of another PLMN. Maintaining NMO II/III for existing MSs avoids changes to their existing service levels (see clause 6.3.3.1).

NOTE 4:
It is assumed that the mechanisms described in this entire clause are designed by stage-3 in a manner that allows extensibility and forward compatibility.
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