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*** BEGIN CHANGES ***
Introduction

The security of MBMS provides different challenges compared to the security of services delivered over point-to-point services. In addition to the normal threat of eavesdropping, there is also the threat that it may not be assumed that valid subscribers have any interest in maintaining the privacy and confidentiality of the communications, and they may therefore conspire to circumvent the security solution (for example one subscriber may publish the decryption keys enabling non-subscribers to view broadcast content). Countering this threat requires the decryption keys to be updated frequently in a manner that may not be predicted by subscribers while making efficient use of the radio network. The stage 1 requirements for MBMS are specified in TS 22.146 [2].

*** NEXT CHANGE ***
2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.146: "Multimedia Broadcast/Multicast Service; Stage 1".

[3]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".

[4]
3GPP TS 33.102: "3G Security; Security Architecture".

[5]
3GPP TS 22.246: "MBMS User Services".

[6]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[7]
3GPP TS 31.102: "Characteristics of the USIM application".

[8]
IETF RFC 2617 "HTTP Digest Authentication".

[9]
IETF RFC 3830 "MIKEY: Multimedia Internet KEYing"

[10]
IETF RFC 1982 "Serial Number Arithmetic".

[11]
IETF RFC 3711 "Secure Real-time Transport Protocol".

[12]
3GPP TS 43.020: "Security related network functions".

[13]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service; Protocols and Codecs".

[14]
3GPP TS 33.210: "Network domain security; IP network layer security".

[15]
OMA-DRM-DCF-v2_0: "OMA DRM Content Format", www.openmobilealliance.org
[16]
IETF RFC 4563 "The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY)"

[17]
Port numbers at IANA, http://www.iana.org/assignments/port-numbers.

[18]
3GPP TS 24.109: "3rd Generation Partnership Project; Technical Specification Group Core Network; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[19]
IETF RFC 2616 " Hypertext Transfer Protocol -- HTTP/1.1".

[20]
3GPP TS 29.109: "3rd Generation Partnership Project; Technical Specification Group Core Network; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[21]
IETF RFC 3629 "UTF-8, a transformation format of ISO 10646".

[22]
IETF RFC 4771 "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)".

[23]
3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service (QoS) concept and architecture".

[24]
OMA DRM v2.0 Extensions for Broadcast Support, Candidate Version 1.0 – 29 May 2007” 
(OMA-TS-DRM_XBS-V1_0-20070529-C).

[25]
IETF RFC 3376 "Internet Group Management Protocol, Version 3".
[26]
IETF RFC 3810 "Multicast Listener Discovery Version 2 (MLDv2) for IPv6".
[27]
3GPP TS 25.434, "UTRAN Iub Interface Data Transport and Transport Signalling for Common Transport Channel Data Streams".

[28]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[29]
3GPP TS 26.237: "IP Multimedia Subsystem (IMS) based Packet Switch Streaming (PSS) and Multimedia Broadcast/Multicast Service (MBMS) User Service; Protocols".

[30]
3GPP TS 23.203: "Policy and charging control architecture".

*** NEXT CHANGE ***
6.3.1
General

In order to protect an MBMS User Service, it is necessary to deliver both MSKs and MTKs from the BM-SC to the UE.

MSK procedures are further divided to MSK request procedures, described in clause 6.3.2.2, and MSK delivery procedure, described in clause 6.3.2.3. MSK procedures use a point-to-point bearer. MSK procedures are similar for both streaming and download services.

MBMS key management messages shall use a non-real time PDP context of QoS class "background" or "interactive" as defined by TS 23.107 [23] or PDN connection with similar QoS properties as defined TS 23.203 [30].

NOTE:
In UTRAN the PS radio resources for a PDP context of QoS class "background" and "interactive" can be released and re-established on request of the network, while the IP address remains assigned to the PDP context. If the radio resources were released and the BM-SC wants to deliver an MSK (see clause 6.3.2.3) the network will page the UE. Similar functionality applies to PDN connections in E-UTRAN.

The BM-SC shall store the IP-address which was assigned for the PDP context for further key management usage. The BM-SC receives the IP address of the UE from the source IP address field of the MBMS User Service Registration message. It shall be ensured by the network that the original source UE IP address is visible to the BM-SC. 

The operator may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK. This may be needed in some download services where the UE fetches the MSK after receiving encrypted download object. In this case the back-off mode as described in clause 6.3.2.2.1 shall be used if present within the Service Announcement.

MTK delivery procedures use the same bearer as the MBMS User Service. MTK delivery procedures are different for streaming and download services and they are described in clause 6.3.3.

The details of the HTTP procedures and HTTP error situations are specified in Annex G. An example of detailed MSK request procedure is described in Annex H. The XML schemas of the HTTP payloads are specified in TS 26.346 [13].

*** NEXT CHANGE ***
6.4.1
General

MIKEY is used to transport the MSKs and MTKs from the BM-SC to the UE. Clauses 6.4.2, 6.4.3, 6.4.4 and 6.4.5 describe how to create the MIKEY messages, while clause 6.4.6 describes the initial processing by the ME on these messages. The final processing is done by the MBMS key Generation and Validation Function (MGV-F) and is described in clause 6.5.

MIKEY shall be used with pre-shared keys as described in RFC 3830 [9]. The UDP port number for MIKEY is 2269 (see Port Numbers at IANA [17]).

To keep track of MSKs and MTKs, a new Extension Payload (EXT) as defined in RFC 4563 [16] is added to MIKEY. The Extension Payload can contain the key types and identities of MSK and the MTK and Key Domain ID (see clauses 6.3.2 and 6.3.3).

Some MIKEY payloads contain text strings, e.g., the IDi and IDr payloads. These strings shall be encoded according to UTF-8 as defined in RFC 3629 [21].

In case MIKEY packets are FEC-protected (see TS 26.346 [13]), this is signalled within the MBMS User Service Description. 

As MIKEY is used in a key transport mode, the key derivation function as defined in section 4.1.4 of RFC 3830 [9] shall be used for MIKEY internal keys and MIKEY internal salt. The preshared key used for transmission of MSK is the MUK, and the pre-shared key used for transmission of MTK is the MSK.

The size of the authentication key to be used to verify the MAC field of a MIKEY message shall be 160 bits.

*** NEXT CHANGE ***
6.4.3
Replay protection

Each MIKEY message contains the timestamp field (TS) of type 2. This means that the contents of the timestamp field is a 32-bit counter. The counter shall be increased by one for each MSK message sent from the BM-SC to the UE even in case BM-SC retransmits a previously sent MSK message. The counter shall be increased by one for each new MTK message created in the BM-SC.

NOTE: 
The BM-SC is allowed to retransmit a previously sent MTK message for streaming in order to provide a higher reliability of MTK delivery (cfr section 6.3.3.2.2) without having to increment the TS field for each sent MTK message. As specified in step 2 of clause 6.4.6.2, the ME will discard duplicate MTK messages based on the last received TS.

There is one counter per UE for MSK delivery, and one counter common to all UEs for MTK delivery. The counter is used for replay protection; messages with a counter less than or equal to the current counter are discarded. Less than or equal is to be taken in the meaning of RFC1982 [10]. If the less than or equal relation is undefined in the sense of RFC1982 [10], the message should be considered as being replayed and shall be discarded. The counter in the TS field shall be reset for MSK transport messages when the MUK is updated. The counter in the TS field shall be reset for MTK transport messages when the MSK is updated.

6.4.4
General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To be able to keep track of the key that is derived in the message, a general Extension Payload (EXT) is used that conforms to the structure defined in RFC 4563 [16]. 

The EXT includes a Key Domain ID and one or two Key Type ID sub-payloads depending on the message. These are used as follows.

For MSK delivery the EXT includes the Key Domain ID and a Key Type ID sub-payload. The Key Domain ID has the value as specified in clause 6.3.2.1. The Key Type ID sub-payload includes the type and ID of the key that is delivered in the message, i.e. the MSK ID, see figure 6.4a. The key that is used to protect the message, i.e. MUK, is identified as specified in clause 6.1.

For MTK delivery the EXT includes the Key Domain ID and two Key Type ID sub-payloads. The Key Domain ID has the value as specified in clause 6.3.2.1. The first Key Type ID sub-payload includes the type and ID of the key that is used to protect the message, i.e. the MSK ID, and the second Key Type ID sub-payload includes the type and ID of the key that is delivered in the message, i.e. the MTK ID, see figure 6.4b.

See clauses 6.3.2.1 and 6.3.3.1 for definition of MSK ID and MTK ID. The MTK ID is increased every time the corresponding key is updated. It is possible that the same MTK is delivered several times over MBMS bearer, and the ME can then discard messages related to a key it already has instead of passing them to the MGV-F. 

The MGV-F (see clause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of the MIKEY message. 

The format of the key IDs shall be represented by unsigned integers. 
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Figure 6.4a: Extension payload used with MIKEY MSK message
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Figure 6. 4b: Extension payload used with MIKEY MTK message

6.4.5
MIKEY message structure

6.4.5.1
MSK message structure

The following applies for both streaming services and download services:

-
The structure of the MIKEY message carrying a MSK key shall be according to Figure 6.5. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.3.).  

-
The actual MSK key that is delivered is kept in the KEMAC payload. Only one MSK key shall be transported in the KEMAC payload.

-
The format of the EXT payload is as described in chapter 6.4.4.

-
The MIKEY-RAND is used to derive e.g. encryption and authentication keys from the received keys. It is sent in all the MSK delivery messages. A UE and BM-SC shall support a MIKEY-RAND of 128-bit.

-
The identity payloads of the initiator's and responder's IDs shall be included in the MSK transport messages. IDi is the ID (i.e. FQDN) of the BM-SC (i.e. NAF‑ID without the Ua security protocol identifier) and IDr is the ID of the UE's username (i.e. B‑TID). The ID Type field of IDi and IDr payloads shall be set to value 0 (=NAI).  As the content of the IDi field is not a NAI, but a FQDN of the BM-SC, the ID Type field of the IDi payload shall be ignored by the receiver and the ID data field shall be handled as a text string.

NOTE:
NAF-ID without the Ua security protocol identifier (i.e. FQDN of BM-SC) is used to identify a server while a NAI identifies a user, 
-
The Type subfield shall be set to value 2 (=TEK) in the KEMAC payload in all MSK delivery messages.

-
The KV (Key validity period) subfield shall be set to value 2 (=Interval) in the KEMAC payload in all MSK delivery messages.

-
The Key Validity Data subfield is present in the KEMAC payload when MSK is transported. The field defines the  validity time for MSK in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID). The lower limit of the interval defines the original value of SEQl to be used by the MGV-F (see clause 6.5) and the upper limit of the interval defines the SEQu. The BM-SC shall never set SEQu to its maximum possible value.

-
The use of NULL algorithm in the MAC alg field is not allowed.

-
The use of NULL algorithm in the Encr alg field is not allowed.

The following applies only for streaming services:

-
Only one CryptoSession can be transported in the field CS ID map info for streaming. 

-
The #CS field shall be set to one, and CS ID map info shall be present in the MSK message.

-
The CS ID map type subfield shall be set to “SRTP-ID” as defined in RFC 4563 [16].

-
The SP payload shall be used only with streaming services.

-
Security Policy (SP) payload shall include information for the security protocol such as algorithms to use, key lengths, initial values for algorithms etc. 

-
The BM-SC shall ensure that the UE has received the SP payload before the SP payload needs to be applied in the streaming service. 

-
The BM-SC is not allowed to change the SP payload anymore once the streaming service using that SP has started for the first time.

-
The BM-SC shall include the SP payload when the MSK delivery was triggered by the UE using the MSK request procedure or the MBMS User Service Registration procedure, otherwise it is optional for the BM-SC to include the SP payload into MSK delivery messages.

-
An SRTP key derivation rate of zero shall be used. The BM-SC can achieve this either by explicitly signalling a key derivation rate of zero via MIKEY SRTP policy (RFC 3830 [9]) or by omitting this parameter in MIKEY SRTP policy as the default key derivation rate of SRTP is zero.

The following applies only for download services:

-
The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK message.

-
The CS ID map type subfield shall be set to “Empty map” as defined in RFC 4563 [16].

-
The SP payload shall not be included in the MSK messages.
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Figure 6.5: The logical structure of the MIKEY message used to deliver MSK.
For use of brackets, cf. section 1.3 of RFC 3830 [9] (MIKEY)

6.4.5.2
MSK Verification message structure

If the BM-SC expects a response to the MSK-transport message (i.e., the V-bit in the MIKEY common header is equal to 1), the UE shall send a verification message as a response. The verification message shall be constructed according to section 3.1 of MIKEY, and shall consist of the following fields: HDR || TS || IDr || V, where IDr is the ID of the UE. The ID Type field of IDr payload shall be set to value 0 (=NAI). The CS ID map type subfield shall be set to “Empty map” as defined in RFC 4563 [16]. The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK verification message. The use of the NULL algorithm in the MAC alg field is not allowed. Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's ID as well as the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. 

The UE shall use the same CSB ID in the verification messages as received in the MSK delivery message.  
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Figure 6.6: The logical structure of the MIKEY Verification message

The verification message shall not be sent as a response to MIKEY messages delivering MTK.

The ME shall send the verification message, when received as result from the MGV-F, to the BM-SC.

6.4.5.3
MTK message structure

Following requirements apply for both streaming and download services:

-
The structure of the MIKEY message carrying a MTK key shall be according to Figure 6.7. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.4) 

-
The actual MTK key that is delivered is kept in the KEMAC payload. Only one MTK key can be transported in the KEMAC payload.

-
The EXT payload has format as described in clause 6.4.4. 

-
The #CS field shall be set to zero, and no CS ID map info shall be present in the MTK message. 

-
The CS ID type map type subfield shall be set to “Empty map” as defined in RFC 4563 [16].

-
Neither shall the SP payload be included in MTK messages.

-
The KV (Key validity period) subfield shall be set to NULL in the KEMAC payload when MTK is transported.

-
The Key Validity Data subfield shall not be present in the KEMAC payload when MTK is transported.

-
The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

-
The use of NULL algorithm in the Encr alg field in the KEMAC payload is not allowed.

Following requirement applies for streaming services only:

-
 The Type subfield shall be set to value 3 (=TEK + salt) in the KEMAC payload in all MTK delivery messages for streaming services.

-
A 112 bit salt shall be added to the KEMAC payload in addition to the MTK.

Following requirement applies for dowload services only:

-
The Type subfield shall be set to value 0 (=TGK) in the KEMAC payload in all MTK delivery messages for download services.

-
No salt shall be added to the KEMAC payload.
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Figure 6.7: The logical structure of the MIKEY message used to deliver MTK

*** NEXT CHANGE ***
6.5.3
MSK processing

When the MGV-F receives the MIKEY message, the MGV-F first determines the type of message by reading the EXT. If the EXT indicates MSK delivery (clause 6.4.4) then the text in this clause applies. 

The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830. 

The MGV-F retrieves the MUK identified as specified in clause 6.1. If the Key Number part of the MSK ID in the EXT equals 0x0 then this indicates a solicited pull procedure (clause 6.3.2.2.4) for which the MIKEY message does not contain an MSK and for which the MUK shall be applied according to clause 6.3.2.2.4.

The integrity of the message is validated and if valid then the MSK, if present, shall be extracted from the KEMAC payload as described in section 5 of RFC 3830 [9], and the Key Validity data, shall be extracted from the message and stored (in the form of MTK ID interval).

If integrity validation is successful, then the MGV-F shall update the stored Time Stamp value associated with the corresponding MUK ID in MGV-S with the counter value in the Time Stamp payload.

If the MGV-F receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall keep the newer and delete the older of these two MSKs. The newer MSK (i.e. the MSK to be kept) of the two stored MSKs under the same Key Domain ID and Key Group part is determined by the UE from the combination of MUK ID and Time Stamp value in the following way. The MSK that was protected with the newer MUK is the newer MSK regardless of the value of the Time Stamp. In case the MUK IDs are equal, the MSK with higher Time Stamp value is the newer MSK. Updating an existing MSK (e.g. by updating the Key Validity Data) or resending an MSK means then also that the updated MSK becomes the newer MSK since the Time Stamp value is increased in these cases. In case the MUK ID values are not equal, the newer MUK is the last MUK successfully used by the BM-SC as specified in clause 6.3.2.2.4.

If the MGV-F receives an MSK, which has the same MSK ID as a stored MSK, the received MSK shall replace the stored MSK and update the Key Validity data. In case the MSK message does not include any key in KEMAC payload, then the Key Validity data shall be updated for the specified MSK except if the MSK ID is 0x0.

6.5.4
MTK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key inside the message is an MTK protected by MSK, MGV-F retrieves the MSK with the ID given by the Extension payload.

The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830. 

It is assumed that the MBMS service specific data, MSK, MIKEY-RAND and the sequence numbers SEQl and SEQu, have been stored within a secure storage (MGV-S). MSK, MIKEY-RAND, SEQl and SEQu were transferred to the MGV-S with the execution of the MSK update procedures. The initial values of SEQl and SEQu are determined by the service provider.

The MGV-F shall only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is deemed to be fresh.

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQl and SEQu. If SEQp is equal to or lower than SEQl or SEQp is greater than SEQu, then the MGV-F shall indicate a failure to the ME. Otherwise, the MGV-F shall verify the integrity of the MIKEY message according to RFC 3830 [9]. The random value to use as input to the PRF function (section 4.1.4 of RFC3830 [9]) is the MIKEY-RAND stored together with the MSK. If the verification is unsuccessful, then the MGV-F will indicate a failure to the ME. If the verification is successful, then the MGV-F shall update SEQl with SEQp value and extract the MTK from the message. The MGV-F then provides the MTK to the ME.

If MAC verification is successful, the MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding MSK ID.

The UE shall store the two most recent MTKs used per MBMS streaming or download session. In particular, if the MGV-F receives an MTK and already stores two other MTKs for that MBMS streaming or download session, then the UE shall keep the newer and delete the older of the two stored MTKs before storing the received MTK. Any MTKs stored in association with a particular MBMS streaming or download session should be deleted at the end of that session. 

In the case of streaming, SRTP and SRTCP require a master key and a master salt. The MTK is used as a common master key for both SRTP and SRTCP, and the salt in the KEMAC payload is used as master salt.

In case of download service, key derivation as defined in section 4.1.3 of RFC 3820 [9] shall be used to derive authentication and encryption keys from MTK in the ME using the constants for authentication and encryption keys defined in table 4.1.3 of RFC 3830 [9]. As there shall be no CS field present for download services as specified in clause 6.4.5.3, cs_id shall be set to 0x00000000 within the key derivation of section 4.1.3 of RFC 3830 [9]. The derived authentication and encryption keys shall be provided to the download protection protocol.

*** NEXT CHANGE ***
6.6.2.1
Usage of SRTP

When it is required to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in RFC 3711 [11] shall be used. The MTK is carried to the UEs from the BM-SC using RFC 3830 [9] (MIKEY) with extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to derive the SRTP session keys as defined in section 4.3 of RFC 3711 [11]. A key derivation rate as defined in clause 6.4.5 shall be used.

The correct MTK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which is included in the SRTP packets as defined in RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKI = (MSK ID || MTK ID).

NOTE 1:
The UE knows the Key Domain ID related to this MKI from the User Service Description which includes mapping between IP address and port of the traffic and the corresponding Key Domain ID and MSK ID. 

The SRTP authentication tag shall be appended to the packets as defined in RFC 4771 [22]. 

NOTE 2:
In RFC 4771 [22] it is specified that the ROC is transferred in every Rth SRTP packet. The specification furthermore defines how the constant R and the integrity transform is negotiated using MIKEY.

The parameter, constant R, shall be included in the MSK delivery messages. 

NOTE 3:
In RFC 4771 [22] it is specified that if the constant R is not signalled then the default value 1 is to be used. However explicit signalling of R is here required in each MSK delivery message in order to require the operator of choosing the most optimal value for the SRTP stream. The default value of R=1 causes to add a ROC to each SRTP packet implying that a MAC of 10 octets (proposed by RFC 4771 [22]) and a ROC of 4 octets will be added to each SRTP packet in both mode RCCm1 and RCCm2. Also a ROC of 4 octets will be added to each SRTP packet in mode RCCm3 (but no MAC).

SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as defined in section 6.10.1 in RFC 3830 [9]. 

FEC shall be applied beneath the SRTP layer as described within TS 26.346 [13].
NOTE 4: This deviates from the default FEC order as described within RFC3711 [11] clause 10. The reversed order is not signalled within the service protection description of the MBMS User Service Announcement.

*** NEXT CHANGE ***
6.6.2.2
Packet processing in the UE

When the SRTP module receives a packet, it will retrieve the correct cryptographic context identified by destination transport address, destination port and SSRC (according to RFC 3711 [11] and RFC 4771 [22]), check if it has the MTK corresponding to the value in the MKI field in the SRTP cryptographic context.

NOTE 1:
The cryptographic context needs to be unique for each SRTP stream.

NOTE 2:
The SRTP module does not need to interpret the MKI field semantics. It only checks whether it has the MTK corresponding to the MKI value.

If the check is successful, the SRTP module processes the packet according to the security policy.

If the SRTP module does not have the MTK, it will request the MTK corresponding to the MKI from the key management module. When the key management module returns a new MTK, the SRTP module will derive new session keys from the MTK and process the packet. However, if the key management module does not have the MSK indicated by MKI, then it should fetch the MSK using the methods discussed in the clause 6.3.

If the correct MTK is not present in the UE when RTP traffic arrives, the UE shall wait for the next MTK update procedure from the BM-SC as described in clause 6.3.3.2.

NOTE 3:
It is implementation specific issue whether the UE spools encrypted packets or discards all packets before the UE has received the correct MTK.

The below flow shows how the protected content is delivered to the UE.
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Figure 6.8: Delivery of protected streaming content to the UE

*** NEXT CHANGE ***
6.6.3.2
Usage of OMA DRM DCF

NOTE:
If the OMA DRM V2.0 DCF [15] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect MBMS download data, OMA DRM V2.0 DCF as defined in OMA DRM V2.0 DCF  [15] shall be used. MBMS download data are therefore indicated by minor version 0x00000002 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from MTK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by MBMS, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfs’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of OMA DRM V2.0 DCF  [15].

The correct MTK for decrypting and verifying the integrity of the download data is indicated by the KeyID in the OMABCASTKeyInfoBox 'obki' included in the ExtendedHeadersfield in the OMADRMCommonHeaders box (cf. OMA DRM XBS [24]). The use of the 'obki' box by MBMS is as follows:
-
KeyIssuerPresent set to 1 if KeyIssuerURL is provided (the DCF RightsIssuerURL field is not used)

-
STKMPresent set to 0 (no STKM stored in file)

-
TBKPresent set to 0 (no TerminalBindingKey used)

-
TBKIssuerURLPresent set to 0 (no TBKIssuerURL present)

-
KeyIDType set to 0x02 (reserved by OMA BCAST for 3GPP MBMS, identifies the KeyID for MBMS usage.
KeyID is the base64 encoded concatenation (Key Domain ID || MSK ID || MTK ID).

If the MBMS download data requires protection, see 6.3.2.1A, then the FDT of the FLUTE protocol shall be integrity protectedby wrapping the FDT in a DCF of its own. The correct MTK for verifying the integrity of the FDT shall be indicated by theKeyID in the OMABCASTKeyInfoBox 'obki' included in the ExtendedHeaders field in the OMADRMCommonHeaders box.

The MBMS DCF implementation shall support the following boxes specified in OMA DRM V2.0 DCF [15]:

-
Fixed DCF header;

-
Mutable DRM information Box;

-
OMA DRM Container Box.

*** NEXT CHANGE ***
C.1.2
Requirements on secure service provision

R2a:
It shall be possible for the network (i.e. BM-SC) to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorized access to MBMS User Services.

R2b:
It shall be possible to prevent the use of a particular USIM or SIM to access MBMS User Services.

NOTE:
No security requirements shall be placed on the UE that requires UE to be customised to a particular customer prior to the point of sale.
*** NEXT CHANGE ***
D.1
MSK Update Procedure

This procedure is part of the MSK update procedure as described in clause 6.5 (Validation and key derivation functions in MGV-F). For details, see TS 31.102 [7].
The ME has previously performed a GBA_U bootstrapping procedure and a subsequent GBA_U NAF Derivation procedure as described in TS 33.220 [6]. The UICC stores the corresponding Ks_int_NAF and associated B-TID together with the NAF_Id without the Ua security protocol identifier, associated with this particular bootstrapping procedure.

The ME receives a MIKEY message containing an MSK update. After performing some validity checks, the ME sends the whole message to the UICC. The UICC uses the MUK ID (included in the MIKEY message, see clause 6.1) to identify the stored Ks_int_NAF.

The UICC then uses Ks_int_NAF as the MUK value for MUK derivation and MSK validation and derivation (as described in clause 6.5.3).

After successful MSK Update procedure the UICC stores the Key Domain ID, MSK ID, MSK and MSK Validity Time (in the form of MTK ID interval).
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Figure D.1: MSK Update Procedure

In case the MSK update MIKEY message is acceptable (i.e. the received MSK ID corresponds to the last generated MUK in the UE, and the MSK Update procedure has been performed successfully) and the V-bit was set in the HDR, then a MSK Verification Message as described in clause 6.4.5.2 (MSK Verification message) shall be produced. The UICC uses the same MUK ID and TS, which were received from the MSK MIKEY Message (see clause 6.1), for the MSK Verification Message Generation.

*** NEXT CHANGE ***
D.3
MTK generation and validation

This procedure is part of the MTK generation and validation function as described in clause 6.5.4 (MTK processing). For details, see TS 31.102 [7].
The ME receives the MIKEY message (containing Header, Time stamp, Key Domain ID, MSK ID, MTK ID = SEQp, an encrypted MTK||Salt (if salt is available) and MAC). After performing some validity checks, the ME sends the whole message to the UICC. The UICC computes the MGV-F function as described in clause 6.5. (Validation and key derivation functions in MGV-F). After successful MGV-F procedure the UICC returns the MTK.
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Figure D.3: MTK Generation and Validation

D.4

MSK deletion procedure

This procedure enables the ME to control the deletion of MSKs stored on the UICC as described in clause 6.3.2.1A. For details, see TS 31.102 [7].
The ME sends to the UICC  the Key Domain ID and Key Group part of the MSK ID to delete. The UICC deletes all corresponding MSKs.
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Figure D.4: MSK Deletion 

D.5

MUK deletion procedure

This procedure enables the ME to control the deletion of MUKs stored on the UICC. For details, see TS 31.102 [7].
The ME sends the MUK ID to the UICC to delete. The UICC deletes the targeted MUK , the corresponding GBA NAF Key (Ks_int_NAF associated to the same NAF_ID) shall be deleted; the bootstrapped key Ks shall also be deleted if Ks is present and associated to the same B-TID.
.
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Figure D.5: MUK Deletion

*** NEXT CHANGE ***
Annex L (Normative):
Multicasting MBMS user data on Iub

TS 25.434 [27] specifies the possibility to use IP multicast as defined in RFC 3376 [25] and RFC 3810 [26] for FACH data streams on Iub Interface. In order to protect the transfer of MBMS user plane data multicast between the RNC and NodeBs on the Iub interface over unprotected IP network segments, it is required to use IPsec ESP with shared secrets according to RFC 4303 [28] as profiled by TS 33.210 [14] section 5.3 with integrity protection. The use of confidentiality protection is optional.

NOTE: In case the Iub interfaces are physically protected, the above IPsec based protection is not needed and this is regarded as a closed IP based RAN. 

*** END OF CHANGES ***
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