Page 1



3GPP TSG SA WG2 Meeting #80
(
S2-104121
30 August - 3 September, 2010, Brunstad, Norway
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	23.402
	CR
	0905
	(

rev
	1
	(

Current version:
	10.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Architecture reference model for GTP based S2b

	
	

	Source to WG:
(

	Alcatel-Lucent, Verizon, LG Electronics, Juniper Networks, Cisco, ZTE, Huawei, Ericsson

	Source to TSG:
(

	SA WG2

	
	

	Work item code:
(

	SMOG
	
	Date: (

	17/05/2010

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	Need to specify the architecture reference model for the GTP based S2b option

	
	

	Summary of change:
(

	Addition of the GTP based S2b option in the existing architecture reference model. Gxb is not applicable in the case of the GTP variant of S2b.
The LMA and MAG functions of the PGW and ePDG are not applicable to GTP based S2b.  

The ePDG supports de-capsulation and encapsulation of packets on GTP tunnels when GTP based S2b is used.
Additional protocol assumptions are defined for S2b.

	
	

	Consequences if 
(

not approved:
	GTP based S2b option is not supported by 3GPP standards

	
	

	Clauses affected:
(

	2, 4.2.2, 4.2.3, 4.3.3.3, 4.3.4, 4.4.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
ITU‑T Recommendations I.130: "Method for the characterization of telecommunication services supported by an ISDN and network capabilities of an ISDN".

[3]
ITU‑T Recommendation Q.65: "The unified functional methodology for the characterization of services and network capabilities".

[4]
3GPP TS 23.401: "GPRS Enhancements for E-UTRAN Access".

[5]
3GPP TS 23.234: "3GPP System to Wireless Local Area Network (WLAN) Interworking; System Description".

[6]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description Stage 2".

[7]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".
[8]
IETF RFC 5213: "Proxy Mobile IPv6".

[9]
IETF RFC 4306, "Internet Key Exchange Protocol Version 2".
[10]
IETF RFC 5555: "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)".

[11]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[12]
IETF RFC 3344, "Mobility Support for IPv4".

[13]
IETF RFC 4285, "Authentication Protocol for Mobile IPv6".

[14]
IETF RFC 3775, "Mobility Support in IPv6".

[15]
IETF RFC 4282, "The Network Access Identifier".

[16]
3GPP TS 23.003: "Numbering, addressing and identification".

[17]
IETF Internet-Draft, draft-ietf-netlmm-pmip6-ipv4-support-05: "IPv4 Support for Proxy Mobile IPv6" work in progress.

[18]
IETF RFC 4555, "IKEv2 Mobility and Multihoming Protocol (MOBIKE)"

[19]
3GPP TS 23.203: "Policy and Charging Control Architecture".

[20]
3GPP TS 22.278: "Service requirements for evolution of the system architecture".

[21]
3GPP TS 23.060: "GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[22]
IETF RFC 4877, "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".

[23]
IETF RFC 2784, "Generic Routing Encapsulation (GRE)".

[24]
IETF RFC 2890, "Key and Sequence Number Extensions to GRE".

[25]
IETF RFC 3543, "Registration Revocation in Mobile IPv4".

[26]
3GPP TS 29.212: "Policy and charging control over Gx reference point".

[27]
3GPP TS 29.214: "Policy and charging control over Rx reference point".

[28]
IETF RFC 2131: "Dynamic Host Configuration Protocol".

[29]
IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

[30]
IETF RFC 3736: "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".

[31]
Void.

[32]
3GPP2 C.S0024-A v2.0: "cdma2000 High Rate Packet Data Air Interface Specification".

[33]
IETF RFC 4283: "Mobile Node Identifier Option for Mobile IPv6 (MIPv6)".

[34]
IETF RFC 2794: "Mobile IP Network Access Identifier Extension for IPv4".

[35]
IETF Internet-Draft, draft-ietf-mext-binding-revocation-01, "Binding Revocation for IPv6 Mobility", work in progress.

[36]
IETF Internet-Draft, draft-ietf-netlmm-grekey-option-01:"GRE Key Option for Proxy Mobile IPv6" work in progress.

[37]
Void.

[38]
IETF RFC 4861: "Neighbor Discovery for IP Version 6 (IPv6)".

[39]
IETF RFC 5446: "Service Selection for Mobile IPv4".

[40]
IETF RFC 5026: "Mobile IPv6 bootstrapping in split scenario".

[41]
IETF Internet-Draft, draft-ietf-mip6-bootstrapping-integrated-dhc-05: "MIP6-bootstrapping for the Integrated Scenario", work in Progress.

[42]
Void.

[43]
IETF Internet-Draft, draft-ietf-dime-pmip6-01.txt: "Diameter Proxy Mobile IPv6: Mobile Access Gateway and Local Mobility Anchor Interaction with Diameter Server", work in progress.

[44]
IETF RFC 5447: "Diameter Mobile IPv6: Support for Network Access Server to Diameter Server Interaction".

[45]
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses".

[46]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[47]
3GPP TS 22.011: "Service accessibility".

[48]
IETF RFC 3948: "UDP Encapsulation of IPsec ESP Packets".

[49]
3GPP2 C.S0087‑0: "E‑UTRAN - HRPD and CDMA2000 1x Connectivity and Interworking: Air Interface Aspects".

[50]
IETF RFC 4739: " Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".

[51]
3GPP2 X.S0057‑0: "E‑UTRAN - eHRPD Connectivity and Interworking: Core Network Aspects".

[52]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".

[53]
3GPP TS 23.122: " Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".

[54]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks".

[55]
3GPP TS 23.261: "IP Flow Mobility and seamless WLAN offload; Stage 2".

[56]
IETF Internet-Draft, draft-ietf-mext-nemo-pd-04: "DHCPv6 Prefix Delegation for NEMO".

 [x]
3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

* * * Next Change * * * *

4.2.2
Non-roaming Architectures for EPS

The following considerations apply to interfaces where they occur in figures in this and the next clause:

-
S5 and S2b can be GTP-based or PMIP-based;
-
Gxc is used only in the case of PMIP variant of S5 or S8;
-
Gxa is used when the Trusted non-3GPP Access network is owned by the same operator;
-
Gxb is used only in the case of PMIP variant of S2b;
-
S9 is used instead of Gxa to the Trusted non-3GPP Access network not owned by the same operator;
-
Gxa or S9 are terminated in the Trusted non-3GPP Accesses if supported;
-
S2c is used only for DSMIPv6 bootstrapping and DSMIPv6 De-Registration (Binding Update with Lifetime equals zero) when the UE is connected via 3GPP access. Dashed lines are used in Figure 4.2.2-2, Figure 4.2.3-3 and Figure 4.2.3-5 to indicate this case.

NOTE:
SWu shown in Figure 4.2.2-1 also applies to architectural reference Figures 4.2.2-2 and 4.2.3-1 to 4.2.3-5, but is not shown for simplicity.
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Figure 4.2.2-1: Non-Roaming Architecture within EPS using S5, S2a, S2b
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Figure 4.2.2-2: Non-Roaming Architecture within EPS using S5, S2c

4.2.3
Roaming Architectures for EPS
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Figure 4.2.3-1: Roaming Architecture for EPS using S8, S2a– S2b - Home Routed
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Figure 4.2.3-2: Roaming Architecture for EPS using PMIP-based S8, S2a, S2b (Chained PMIP-based S8-S2a/b) - Home Routed

**
Chained S2a/S2b and S8 used when VPLMN has business relationship with Non-3GPP Networks and S‑GW in VPLMN includes local non-3GPP Anchor.

NOTE 1:
AAA, mobility, and QoS policy and event reporting related optimizations (e.g. signalling reduction and information hiding towards the HPLMN) for PMIP-based S8-S2a/b chaining are not specified within this release of the specification.
NOTE 2:
GTP-based S8-S2b chaining is not specified within this release of the specification.
The following are some additional considerations in this case:

-
Gxc is used only in the case of PMIP-based S8 and for 3GPP access.

NOTE 3:
If QoS enforcement on PMIP-based S8 is required by the Serving Gateway for Un-trusted Non-3GPP IP Accesses, static policies will be used in this release of the specification.

-
Gxc is not required for Trusted Non-3GPP IP Access; Gxa is used instead to signal the QoS policy and event reporting.
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Figure 4.2.3-3: Roaming Architecture for EPS using S8 – S2c - Home Routed
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Figure 4.2.3-4: Roaming Architecture for EPS using S5, S2a, S2b – Local Breakout

NOTE 4:
The two Rx instances in Figure 4.2.3-4 apply to different application functions in the HPLMN and VPLMN.


[image: image7.emf] 

   

   

   

hPCRF  

   

   

   

H  SS  

   

   

   

S W n  

   

   

   

Trusted  

   

   

   

 Non  

   

-  

   

3GPP IP    

   

A  ccess  

   

   

   

S  Wa  

   

   

   

HPLMN  

   

   

   

 SWd  

   

   

   

N  on  

   

-  

   

3GPP   

   

Networks   

   

   

   

S6  b  

   

   

   

V  PLMN  

   

   

   

v  PCRF  

   

   

   

P  DN  

   

   

   

G  ateway  

   

   

   

3  GPP AAA   

   

   

   

P  roxy  

   

   

   

e  PD  G  

   

   

   

S W m  

   

   

   

U  ntrusted  

   

   

   

N  on  

   

-  

   

3GPP  IP   

   

Access  

   

   

   

S  Ta  

   

   

   

3GPP AAA    

   

   

   

S  erver  

   

   

   

S  9  

   

   

   

Gx  

   

   

   

S  2c  

   

   

   

S2c  

   

   

   

U  E   

   

   

   

Rx  

   

   

   

S  Gi  

   

   

   

S  Wx  

   

   

   

V  isited network IP   

   

s  ervices or proxies   

   

to ho  

   

m  e network   

   

services or PDN   

   

   

   

R  x  

   

   

   

G  xa  

   

   

   

G  xb  

   

   

   

S  5   

   

   

   

G  xc  

   

   

   

S  6a  

   

   

   

Operator's IP   

   

Services   

   

   

   

(  e.g. IMS, PSS   

   

etc.)  

   

   

   

S2c  

   

   

   

 3GPP  

   

   

   

Access  

   

   

   

Serving  

   

   

   

Gateway   

   

   

   


Figure 4.2.3-5: Roaming Architecture for EPS using S5, S2c – Local Breakout

NOTE 5:
The two Rx instances in Figure 4.2.3-5 apply to different application functions in the HPLMN and VPLMN.

* * * Next Change * * * *

4.3.3.3
PDN GW

PDN GW functionality is described in TS 23.401 [4] for 3GPP accesses connected to the EPC via GTP-based and PMIP-based S5/S8 interface. The PDN GW supports functionality specified in TS 23.401 [4] that is common to both PMIP-based and GTP-based S5/S8 interfaces also for access to EPC via non-3GPP accesses.

Additionally, the PDN GW is the user plane anchor for mobility between 3GPP access and non-3GPP access. For this, the PDN GW includes the following functionality:

-
A LMA according to the PMIPv6 specification, RFC 5213 [8], if PMIP-based S5 or S8, or if S2a or PMIP based S2b is used. The LMA function shall be able to accept UL packets from any trusted MAG without enforcing that the source IP address must match the CoA in the MN BCE.

-
A DSMIPv6 Home Agent, as described in RFC 5555 [10], if S2c is used.

-
Allocation of uplink GRE key for each PDN connection within the PDN GW, which is used to encapsulate uplink traffic to the PDN GW on the PMIP-based S5/S8, or S2a or PMIP based S2b interface.

-
A MIPV4 Home Agent, if S2a with MIPv4 FA CoA mode is used.
-
GPRS Tunnelling Protocol for the control plane and the user plane to provide PDN connectivity to UEs using non-3GPP accesses, if GTP based S2b is used.
* * * Next Change * * * *

4.3.4
ePDG

The functionality of ePDG includes the following:

-
Functionality defined for the PDG in TS 23.234 [7] for the allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used;

-
Functionality for transportation of a remote IP address as an IP address specific to a PDN when S2b is used;

-
Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE; if GTP based S2b is used, this includes routing of uplink packets based on the uplink packet filters in the TFTs assigned to the S2b bearers of the PDN connection;

-
Routing of downlink packets towards the SWu instance associated to the PDN connection;
-
De-capsulation/Encapsulation of packets for IPSec and, if network based mobility (S2b) is used, for GTP or PMIPv6 tunnels;

-
Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is used;

-
Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);

-
Transport level packet marking in the uplink;

-
Enforcement of QoS policies based on information received via AAA infrastructure;

-
Lawful Interception.

-
Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate downlink traffic to the ePDG on the PMIPv6-based S2b interface.

* * * Next Change * * * *

4.4.1
List of Reference Points

The description of the reference points:

S1-MME, S1-U, S3, S4, S10, S11:
these are defined in TS 23.401 [4].

S2a
It provides the user plane with related control and mobility support between trusted non 3GPP IP access and the Gateway.

S2b
It provides the user plane with related control and mobility support between ePDG and the Gateway.

S2c
It provides the user plane with related control and mobility support between UE and the Gateway. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.

S5
It provides user plane tunnelling and tunnel management between Serving GW and PDN GW. It is used for Serving GW relocation due to UE mobility and in case the Serving GW needs to connect to a non collocated PDN GW for the required PDN connectivity.
S6a
This interface is defined between MME and HSS for authentication and authorization. It is defined in TS 23.401 [4].

S6b
It is the reference point between PDN Gateway and 3GPP AAA server/proxy for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters. This reference point may also be used to retrieve static QoS profile for a UE for non-3GPP access in case dynamic PCC is not supported.

Gx
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW.
Gxa
It provides transfer of (QoS) policy information from PCRF to the Trusted Non-3GPP accesses.

Gxb
This interface is not specified within this release of the specification.

Gxc
It provides transfer of (QoS) policy information from PCRF to the Serving Gateway

PMIP-based S8
It is the roaming interface in case of roaming with home routed traffic. It provides the user plane with related control between Gateways in the VPLMN and HPLMN.

S9
It provides transfer of (QoS) policy and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function. In all other roaming scenarios, S9 has functionality to provide dynamic QoS control policies from the HPLMN.
SGi
It is the reference point between the PDN Gateway and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.

SWa
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.

STa
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.

SWd
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.

SWm
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signalling (transport of mobility parameters, tunnel authentication and authorization data). This reference point also includes the MAG-AAA interface functionality, IETF Internet-Draft, draft-ietf-dime-pmip6-01 [43] and Mobile IPv6 NAS-AAA interface functionality, RFC 5447 [44].

SWn
This is the reference point between the Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE-initiated tunnel has to be forced towards ePDG. This reference point has the same functionality as Wn which is defined in TS 23.234 [5].

SWu
This is the reference point between the UE and the ePDG and supports handling of IPSec tunnels. The functionality of SWu includes UE-initiated tunnel establishment, user data packet transmission within the IPSec tunnel and tear down of the tunnel and support for fast update of IPSec tunnels during handover between two untrusted non-3GPP IP accesses.

SWx
This reference point is located between 3GPP AAA Server and HSS and is used for transport of authentication, subscription and PDN connection related data.

S1 interface for E-UTRAN is the same for both the architectures.

Protocol assumption:

-
S2a interface is based on current or future IETF RFCs. S2a is based on Proxy Mobile IP version 6. To enable access via Trusted Non 3GPP IP accesses that do not support PMIPv6, S2a also supports Client Mobile IPv4 FA mode. 
-
S2b interface is based on GTP or Proxy Mobile IP version 6. 
-
S2c is based on DSMIPv6 [10].

-
The PMIP-based S5, PMIP-based S8, S2a and PMIP-based S2b interfaces are based on the same protocols and differences shall be minimized. The S5 interface is based on the PMIPv6 specification, RFC 5213 [8]. 
-
The GTP based S5/S8 and GTP based S2b interfaces are based on the GTP protocol [x]. The GTP variant of S5 interface is described in TS 23.401 [4].
-
PMIPv6-based S8 interface is based on the PMIPv6 specification, RFC 5213 [8]. The GTP variant interface is described in TS 23.401 [4].

-
The PMIPv6-based interfaces (S5, S8, S2a, and S2b) shall support Generic Routing Encapsulation (GRE) RFC 2784 [23] including the Key field extension RFC 2890 [24]. The Key field value of each GRE packet header should enable the unique identification of the UE PDN connection that the GRE packet payload is associated with. These keys are exchanged using GRE Options extension to PMIPv6 Proxy Binding Update and Proxy Binding Ack messages on PMIPv6-based interfaces, which is described in draft-ietf-netlmm-grekey-option-01 [36].

-
In case of CN node relocation, the GRE key for uplink traffic is forwarded to the target S‑GW over S10/S11 reference point.

-
SWu interface is based on IKEv2 [9] and MOBIKE [18].

The EPS shall allow the operator to configure a type of access (3GPP or non-3GPP) as the "home link" for Client Mobile IP purposes.

NOTE:
Redundancy support on reference points PMIP-based S5 and PMIP-based S8 should be taken into account.
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