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7A.X
LI for KMS based IMS Media Security

7A.X.1
LI Architecture and functions
KMS based IMS media security is specified in [XX]. This section specifies LI architecture and functions needed to provide session encryption keys generated by the KMS to protect IMS media for a subscriber who is a target for interception in the IMS nodes. This section is applicable to the cases in which the KMS is under responsibility of the Operator providing the IMS network infrastructure. Other scenarios such as the one in which the KMS is run by an independent legal entity are outside the scope of this specification.
NOTE 1: It is FFS whether the Xk interface defined in this section can be used also by the LEMF to directly query the KMS as an additional option.
NOTE 2: This section covers the scenario in which encrypted content of communication is provided to the LEMF together with encryption keys, to allow decryption at LEMF. Decryption done in the network (i.e. at DF/MF) is FFS.
Figure 7A.X.1 shows the LI architecture for the case in which a KMS is used to support IMS media security, with a Xk interface defined between the DF2/MF and the KMS, in addition to the interfaces and functional entities needed to support LI in the P-CSCF/S-CSCF.
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 Figure 7A.X.1: KMS Intercept configuration

When LI has been activated in the P/S-CSCF for a target subscriber, the node will report SIP messages events on the X2 interface, as specified in section 7.A and subsections. The DF2/MF shall extract from the intercepted SIP signaling the information related to the encryption and send a request over the Xk interface to the KMS to derive the encryption keys; the request will carry also the reference to the ticket transferred by the SIP signalling between the parties involved in the communication. The KMS shall then, based on the information received from the DF2, resolve the ticket and provide the session keys to the DF2/MF over the Xk interface.

7A.X.2 
Signalling over the Xk interfaces and LI events

The following messages are defined over the Xk interface:

· get_keys

· get_keys_response

The message get_keys shall be sent by the DF2/MF to the KMS in order to ask the KMS to provide session keys for an ongoing communication.

The message get_keys_response shall be sent by the KMS to the DF2/MF in order to provide the session keys. 

The message get_key_response defines a LI event provided by the KMS to the DF2/MF which shall then be sent by the DF2/MF to the LEMF in a proper IRI record over the HI2 interface. 

Table 7A.X.2.1 provides the list of parameters, which shall be carried by the message get_keys, in order to transfer to the KMS the information, as specified in [XX], needed to provide the session encryption keys:
	TRANSFER_INIT

	TRANSFER_RESP


Table 7A.X.2.1 Parameters and information in message get_keys

Table 7A.X.2.2 provides the list of parameters, which shall be carried by the message get_keys_response, in order to provide the DF2/MF with the session keys:

	Crypto Session ID

	Session key

	Salt


Table 7A.X.2.2 Parameters and information in message get_keys_response

The following information shall be added by the DF2/MF to the session keys retrieved in get_keys_response and provided to the LEMF:

· Lawful interception identifier

· Observed target identity(ies)

· Correlation number (in order to correlate the keys to IMS session under interception at the CSCF(s))

· Event type (session encryption keys available).

7A.X.3
Cooperating KMSs

As specified in [XX], in some scenarios the parties involved in an encrypted IMS based communication may use two different KMSs. In these cases, no additional LI specific signalling between the KMSs shall take place. The KMS may need to cache the session keys retrieved as result of the ticket resolution for possible LI needs at later stage.
7A.X.4
Security

Xk interface and its configuration shall only be accessible to authorized personnel. 
NOTE: In this section only LI specific Security requirements are currently specified.
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