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*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".

[2]
IETF RFC 2986: "PKCS#10 Certification Request Syntax Specification Version 1.7".

[3]
Void.

[4]
IETF RFC 4210: "Internet X.509 Public Key Infrastructure Certificate Management Protocol".

[5]
IETF RFC 2252: "Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions".

[6]
IETF RFC 1981: "Path MTU Discovery for IP version 6".

[7]
"PKI basics – A Technical Perspective", November 2002, http://www.pkiforum.org/pdfs/PKI_Basics-A_technical_perspective.pdf
[8]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[9]
3GPP TS 33.203: "Access security for IP-based services".

[10]
3GPP TS 33.220: "Generic Authentication Architecture: Generic Bootstrapping Architecture".

[11]
Void.

[12]
IETF RFC 2560 (1999): "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".
[13]
Void.

[14]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[15]
IETF RFC 4945: "The Internet IP Security PKI Profile of IKEv1/ISAKMP, IKEv2, and PKIX".

[16]

IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[17]

IETF RFC 4346: "The Transport Layer Security (TLS) Protocol Version 1.1".

[18]
IETF Draft draft-ietf-pkix-cmp-transport-protocols-07.txt: "Internet X.509 Public Key Infrastructure -- Transport Protocols for CMP", October 2009.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[19]
IETF RFC 4211: "Internet X.509 Public Key Infrastructure Certificate Request Message Format (CRMF)".

[20]
IETF RFC 2818: "HTTP Over TLS".
[x]
IETF Draft draft-ietf-sip-domain-certs-06, "Domain Certificates in the Session Initiation Protocol (SIP)", March 2010.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[y]
IETF Draft draft-ietf-sip-eku-08, " Using Extended Key Usage (EKU) for Session Initiation Protocol (SIP) X.509 Certificates”, October 2009.

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

*** NEXT CHANGE ***
6.1.3a
TLS entity certificate profile

TLS client certificates shall be directly signed by the TLS client CA in the operator domain that the TLS client belongs to. TLS server certificates shall be directly signed by the TLS server CA in the operator domain that the TLS server belongs to. 

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 1024-bit;

-
For SIP domain certificates, the recommendations in [x] and [y] should be followed.
-
Issuer name is the same as the subject name in the TLS CA certificate.

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least digitalSignature or keyEncipherment shall be set; According to RFC2246 keyAgreement shall be set on Diffie-Hellman certificates;

-
Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;

-
Mandatory non-critical Distribution points: CRL distribution point.

*** END OF CHANGES ***
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