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****************************** begin 1st change ********************

4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

-
Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or E-UTRAN;

-
H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

-
Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.

-
AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.

-
Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link. IPsec use for this security tunnel is mandatory to implement but optional to use based on an operator policy. If the operator chooses not to use IPsec, the interface between the H(e)NB and SeGW shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to device authentication and optional HPM authentication.

Editor's Note: The consistency of the above statement with the rest of the present document needs to be checked further carefully. According to IETF RFCs, IKEv2 and IPsec ESP must always be used jointly. However, there is a draft in IETF in the early stage on separating IKE and IPSec.
NOTE: The details of this layer 2 security mechanism and the binding are out of scope of this standard.

-
HNB-GW performs the mandatory access control and HNB performs the optional access control in case non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB-GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

-
HeNB-GW is optional to deploy. If HeNB-GW is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

-
HMS [2] and/or HNB-GW [12] performs location verification of HNB.
-
HeMS [11] performs location verification of HeNB.
-
Secure communication is required to H(e)NB Management System (H(e)MS). 

****************************** begin next change ********************

5.4
Other security features

The communication between time server and H(e)NB shall be provided with adequate protection. 

Access control shall be performed in the HNB-GW and optionally in HNB in case of non-CSG capable UEs or non-CSG capable HNBs.

In case of CSG capable UEs and CSG capable H(e)NBs, the SGSN/MSC/VLR shall perform access control for UE for accessing HNB and the MME shall perform access control for HeNB.as described in [13] and [14]

The HMS and/or HNB-GW shall perform HNB location verification. The HeMS shall perform HeNB location verification.
NOTE: 
Location verification is needed to satisfy various security, regulatory and operational requirements of operators.
****************************** begin next change ********************

8.1.1
General

Operators require assurance of the H(e)NB location to satisfy various security, regulatory and operational requirements. The H(e)MS and/or HNB-GW (referred to in this section as the “verifying node”) shall perform location verification. One or more types of location information of H(e)NB may be optionally stored in the verifying node by operators for location verification. It shall be possible for the verifying node to obtain one or more of the following information which may be used to perform location verification: 

-
the public IP address of the broadband access device provided by the H(e)NB

-
the IP address and/or access line location identifier provided by broadband access provider

-
information of macro-cells surrounding the H(e)NB provided by the H(e)NB

-
geo-coordinates provided by a GNSS receiver embedded into the H(e)NB 

Different deployment scenarios and H(e)NB configurations will influence the availability, accuracy and reliability of these types of location information. 

***************************end changes ****************************
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