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*** BEGIN CHANGES ***
4.1.1
Introduction

This clause tries to give an overview about UC prevention techniques, tries to classify them and to discuss the architectural impacts on IMS.

Figure 4.1-1 shows seven levels of UC prevention, ordered by complexity and impact on IMS from the base to the top of the pyramid. The lower five levels can be realized without any changes required for IMS interfaces and IMS protocols (applies for level 5 only, if the UC feedback is not based on changes in SIP signaling). This means that level 1 to 5 can be made available relatively easily. The highest three levels provide on the one side enhanced UC prevention functionality, but require on the other side changes in IMS interfaces and/or IMS protocols. For level 5 this statement is only valid for a SIP-based UC user feedback. The pyramid is as well horizontally split into two parts: a part with non-technical UC protection measures, the basis of the pyramid, and a part with technical UC protection measures, building upon this basis.
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Figure 4.1-1: UC Prevention ordered by complexity and impact on IMS

It is important to mention that authenticated users with strong identities are the prerequisite for many UC prevention measures shown in the pyramid. 

The illustration of UC prevention in the form of a pyramid implies in no way that all levels of the pyramid have to be realized in order to provide UC prevention. If for example UC related legislation does not exist in a certain country, then level 1 of the pyramid is not present. But if, however, UC related laws have been passed in another country, these laws have to be observed by all higher UC prevention layers. It is also possible that some intermediate or the top UC prevention layer may be omitted, e.g.

· there may be networks that are not operator controlled (( level 2 of UC pyramid is missing)

· technical UC prevention could end at layer 5 or could even start with layer 5.

But according to the defense in depth principle it is likely that UC prevention relying on a number of synchronized prevention measures is less susceptible to circumvention attempts than a single UC prevention measure.

The statement that level 1 to 5 of the UC prevention pyramid require no changes in interfaces and/or protocols and the fact that they can be made available relatively easily implies that no principal architectural issues are related to theses UC prevention measures. The most challenging impacts concerning network architecture generally and IMS architecture in particular are associated with level 6 of the UC prevention pyramid, that is to say ‘UC score network-to-user’, and level 7, which may be based on scoring.

Therefore the main part of this chapter deals with architectural impacts of UC identification and scoring. The intention is neither to give an exhaustive overview about all potential architectural impacts nor to provide/exclude any solutions but only to discuss some basic aspects of UC scoring.

In the following discussions UC score delivering equipment is regarded to be composed of two parts:
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A UC Identification part (I) that gathers and provides UC relevant information, necessary to estimate a UC score

2. A UC Scoring part (S) that processes the information, gathered by the Identification part, according to a UC algorithm and delivers as result a UC score to be provided to the terminating user

The Identification part as well as the Scoring part can be centralized or distributed. It should be noted that as well as delivering a UC score between networks, the information necessary to estimate such a UC score could be delivered, see clause 7.4. This may solve some issues concerning liability and non-standardized algorithms but requires more bandwith.
*** NEXT CHANGE ***
4.1.4
Standardized/Vendor-Specific UC Scoring Algorithms
Another question is whether the scoring algorithms are standardized or whether they can differ, depending on the vendor of the UC equipment. This point is closely related to the topic ‘centralized/distributed UC functionality’. Generally two different cases have to be distinguished:

centralized UC scoring instance (see chapter 4.1.3.2)

In case of a centralized UC scoring instance only one UC score is delivered which leads automatically to a consistent behavior, regardless how accurate the UC score is. Therefore no special need for a standardized UC scoring algorithm is seen.

distributed UC scoring (see chapter 4.1.3.1)

For this scenario the differentiation between standardized and vendor specific UC scoring algorithms is more interesting:

If the UC scoring algorithms are standardized, the scoring results of different vendor equipment are ideally identical. But then the question arises why the UC functionality should be installed multiple times in different kind of networks. The consequence for standardized UC algorithms would be to install the UC equipment only once in the network that is best suited. It is ffs study what this best suited network would be. It may also be doubted whether it is advisable to plead in favor of standardized UC scoring algorithms as agreements on ‘the ideal algorithm’ are difficult to achieve and changes of the algorithm to adapt to new UC scenarios are not easily possible.

If however the UC scoring algorithms are vendor specific, then differing UC scoring results are very likely in a distributed UC approach with the consequence that users and other UC entities in the network may have difficulties to determine the meaning of a score received from another entity as the semantics of the score would not be standardized. Furthermore, the syntax of SIP signaling enhancements may become complicated. In Figure 4.1-6 a SIP message is shown that travels from the SPITter across different networks, all of them equipped with UC functionality, and in the worst case all from different vendors. According to our assumption the UC scoring algorithms are vendor specific and differ in this example from low to high. Some of these issues may be avoided when delivering the contextual information instead of a UC score.
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Figure 4.1-6: Vendor specific UC scores in a distributed approach

As every UC equipment must be able to deliver its score, SIP signaling enhancements would have to provide possibilities to transfer multiple UC scores. Various possibilities are available to handle the potential consistency problem, none of them really convincing:

· deliver all scores to the user ( confusing

· deliver a UC range (min, max) to the user ( confusing

· deliver an averaged UC score to the user ( not confusing, but potentially wrong

· deliver only one score (first, last, ?) to the user ( not confusing, but potentially wrong

· potentially others?

*** NEXT CHANGE ***
4.3.3
Liability
This sub-clause tries to highlight the aspect of operator liability which is especially interesting in the context of UC scoring for calls running over the networks of more than one operator.
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Figure 4.3-5: Inter-operator liability aspects in case of UC scoring

Figure 4.3-5 shows an example where a stock exchange info service in the network of operator 1 sends an alert message to a huge number of his customers to sell share x immediately. One hour after sending this alert message the share has fallen significantly. Due to the bulk character of the message it may be classified with a high UC score by a UC scoring system, residing in the network of operator 1. The message is marked with the UC score and send further to the customers of the stock exchange info service in the network of operator 2. Due to the high UC score it may happen that

· some of the customers accept the message despite of the high UC score, are therefore informed in-time and don’t suffer a financial loss

· others may block the message, either by themselves or by means of UC filtering, or the network may be instructed to redirect messages with a high UC score to a UC mailbox. These customers miss the right point of time to sell share x and suffer therefore a financial loss.

With the wisdom of hindsight it turns out that the classification with UC score ‘high’ was wrong and that the message was indeed of a bulk character, but apart from that a completely legal notification service. Now the question will arise: Who is liable for the financial losses of the customers of operator 2, based on an erroneous UC score of a UC reputation system in the network of operator 1?

In the most general case that the networks of operator 1 and operator 2 are located in two countries with differing UC legislation, the UC reputation system has already to regard the different UC prevention laws (see chapter 4.x.2) and is now additionally confronted with a potentially different handling of liability by legislation.

In one country (e.g. Germany) UC filtering measures are only allowed if the customer has explicitly given consent. If a communication (e.g. Email, VoIP, Fax, SMS) is filtered (deleted or blocked or redirected) due to an erroneous UC score, then the operator is in principle liable towards the customer. Only if the operator is able to substantiate that the unjustified filtering occurred through no fault of the operator’s, he is exempt from liability.

If the operator in another country (e.g. US) filters erroneously a communication, then he is not liable if he can show that he has acted in good faith in order to filter an illegal UC communication. 
Some of the liability issues may be avoided by delivering objective contextual information instead of a UC score.
*** NEXT CHANGE ***
8.2
Evaluation of Alternatives

This clause evaluates the alternatives solutions and mechanisms for SPIT/UC protection, described in chapter 7

· chapter 7.3 ‘SPIT/UC Protection with Supplementary Services’ (abbreviated: SS)

· chapter 7.4 ‘Contextual Information’ (abbreviated: CI), used as extension to Supplementary Services. The ratings evaluates a CI only solution and not CI combined with SS as intended in Chapter 7.4.
· chapter 7.5 ‘UC protection framework for non-IMS interconnection: the Open Proxy Handshake’ (abbreviated: UC-OPH)
according to the criteria, established in chapter 8.1.

Chapter 7.2 ‘IMR Based Solution Approach’ is not compared because IMR makes use of SS and other modules, like those in RFC 5039 [11], and thus could be evaluated to be similar to SS.
The chosen ratings are

· ‘positive (+)’, if a solution alternative meets the criterion completely or to a large degree

· ‘medium (o)’, if a solution meets the criterion only partly

· ‘negative (-)’, if a solution doesn’t meet the criterion or only to a negligible degree

· ‘not applicable (n.a.)’, if a criterion can not be influenced by a technical solution or if the solution is explicitly not related to this criterion

Positive means that the effect of a solution alternative concerning SPIT/UC protection is positive (+), regardless how the criterion is formulated.

Example: Criterion 14 ‘Latency’

Does the approach significantly add to the latency between the initiation and completion of desired communications?

The rating ‘positive (+)’ for this criterion means that the approach doesn’t significantly add to latency.

*** END OF CHANGES ***
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