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7.2.3
H(e)NB/IKEv2 Processing Requirements for SeGW Certificates
The H(e)NB/IKEv2 processing requirements for SeGW certificates shall be as follows: 

1. The SeGW shall not send certificate paths containing more than four certificates.

2. The H(e)NB shall be able to process SeGW certificate paths containing up to four certificates. The SeGW certificate and the intermediate CA certificates for the SeGW shall be obtained from the IKEv2 CERT payload. The certificates of the trusted root CA shall be obtained from the TrE of the H(e)NB.

3. The H(e)NB shall check the validity time of the SeGW certificates, and reject certificates that are either not yet valid or that are expired.
4.
In case the H(e)NB is configured to check the certificate revocation status of the SeGW certificate, and it receives no valid OCSP response, the H(e)NB shall abort the IKEv2 protocol.
NOTE 1:
The execution of this check does not depend on the existence of an OCSP server information in the SeGW certificate, if OCSP extension according to RFC 4806 [24] is used.

NOTE 2:
A H(e)NB may want to check the revocation status of the SeGW certificate, but it may not have access to the OCSP server until the IPSec tunnel is established. In this case, after the tunnel is established and before user data is transmitted in the tunnel, the H(e)NB sends an OCSP request message to the OCSP responder. When the H(e)NB receives the OCSP response, it checks the certificate status. If the certificate of SeGW is valid, the H(e)NB will allow user data to be transmitted to the SeGW in the tunnel. If the certificate is not valid, the H(e)NB may terminate the tunnel that just was established.
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