Page 1



3GPP TSG-SA3 (Security)
S3-100265
SA3#58, 1-5 Feb 2010, Xian, China


	CR-Form-v9.6

	CHANGE REQUEST

	

	(
	33.320
	CR
	008
	(
rev
	1
	(
Current version:
	9.0.0
	(

	

	For HELP on using this form look at the pop-up text over the ( symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(
	UICC apps(
	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(
	Editorial changes to section 4.4.4

	
	

	Source to WG:
(
	InterDigital Communications Corporation

	Source to TSG:
(
	SA3

	
	

	Work item code:
(
	EHNB-Sec 
	
	Date: (
	05/02/10

	
	
	
	
	

	Category:
(
	F
	
	Release: (
	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(
	In section 4.4.4 mutual authentication is still required if the public internet is used for communication between the two entities



	
	

	Summary of change:
(
	Editorial changes for clarity and consistency 

	
	

	Consequences if 
(
not approved:
	Ambiguous text remains in TS, leading to confusion.



	
	

	Clauses affected:
(
	4.4.4

	
	

	
	Y
	N
	
	

	Other specs
(
	
	X
	 Other core specifications
(
	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(
	


	Start of First Modified Section


4.4.4
Requirements on H(e)MS

The requirements on the H(e)MS are:

-
The H(e)MS shall be authenticated by the H(e)NB if the H(e)MS is accessible on the public Internet and may be authenticated by H(e)NB if the H(e)MS is accessible on the MNO Intranet using a H(e)MS certificate. The H(e)MS certificate shall be provided by a MNO trusted CA.

-
The H(e)MS shall authenticate the identity of the H(e)NB if the H(e)MS is accessible on the public Internet and may authenticate the identity of the H(e)NB if the H(e)MS is accessible on the MNO Intranet, using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of this document).

-
If the H(e)MS is accessible on the MNO Intranet and the mutual authentication between H(e)MS and H(e)NB is not performed the identity of H(e)NB has to be transferred over the H(e)MS link.

NOTE1:
In case of H(e)MS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and H(e)MS carried inside the secure backhaul link.

NOTE2: 
Mutual authentication between H(e)MS and H(e)NB may not be necessary if the H(e)NB is connected to the H(e)MS through the core network and  mutual authentication between H(e)NB and SeGW has taken place.
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