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7.5.3.X

Answers to Questions Concerning Hybrid Validation  

The following investigations and clarifications are seen as necessary beyond the existing descriptions in TR 33.820:

1. Threat models /description of attacks and clean derivation of security features of validation from the threat model.

2. Threat analysis with explicit relation to the different validation methods:

2.1. Which threats/attacks may be countered by autonomous validation?

6 (booting H(e)NB with fraudulent software (“re-flashing”)

8 (Physical tampering with H(e)NB

16 (denial of service attacks against core network

19 (mis-configuration of H(e)NB)

20 (mis-configuration of ACL or compromised of ACL)

21 (radio resource management tampering)

22 (masquerade as a valid H(e)NB)

2.2. Which additional threats/attacks identified in the TR may be countered by "explicit" (non-autonomous) validation, which are not caught by autonomous validation? 
TBD
2.3. Are there (other) existing countermeasures available for the threats identified in 2.2., which do not rely on validation?

None

3. Specify the “open interfaces” for full vendor interoperability. This is common in 3GPP and shall allow implementation of H(e)NBs and NEs independently, based on specification only.

3.1. What are the measurement values to be stored and transferred in a manner which is independent from H(e)NB architecture and implementation?

There are three types of reference measurement values that are used for Hybrid Validation:

1. stored in the H(e)NB protected by  hardware-based secure storage provided by TrE

2. stored in the H(e)NB protected by software-based secure storage provided by TrE

3. stored in Platform Validation Entity 

The reference metrics held in the PVE are provided by the H(e)NB vendor and the means of transferring is to be determined by PVE vendor and H(e)NB vendor. These reference metrics are per component and each value is 20 bytes.
3.2. What requirements apply to the transfer of information received from the H(e)NB as a result of validation  (transport over existing channels, binding of validation and authentication, etc.)?

Th Notify Payload within IKEv2 shall be used to provide transfer of information from H(e)NB validation.  It is explicitly bound to the authentication of H(e)NB via IKEv2.  If the validation fails, the IKEv2 shall terminate in error. This applies after AuV succeeds and errors are reported.
4. Specify the procedures and architectures in the network which are necessary for full vendor interoperability.

4.1. What are the possible reactions in SeGW or H(e)MS on these detailed measurement values in case of differences to the expected values?

The PVE, which can be co-located with SeGW or H(e)MS, will inform SeGW or H(e)MS of the error conditions in case the measurement values are different than the expected values that are stored in the PVE., 

4.2. How is the expected set of measurement values determined by Validation Entity, e.g. dependent on vendor, HW type, and SW version?

The expected set of measurement values is given by the vendor (HW vendor, SW vendor, third party vendor) when the components are installed.  The initial values are provisioned in the PVE before the H(e)NB powers on.  Subsequent expected set of measurement values are given when the component is updated or upgraded.

4.3. Where do the reference values used by the Platform Validation Entity come from (push by vendor, pull by MNO, ...)? What is the needed from the infrastructure to support this?  (Network elements, interfaces)?

The reference values used by PVE are given by vendors (HW, SW, FW, and/or third party) when the components are installed and/or upgraded. There are no additional network elements, interfaces when the PVE is co-located with H(e)MS or SeGW.

4.4. What are the relations to H(e)NB S/W distribution methods and channels included in TR069 (e.g. for interface needed to SeGW H(e)MS based update of H(e)NB SW)?

If PVE is co-located in H(e)MS, the existing infrastructure based on TR069 can be fully re-utilized.  Interface to SeGW may need to be extended to support TR069.
.
5. Describe remediation methods and their security implications.

5.1. What remediation methods (repairing, re-loading of SW in secure way, etc.) are possible on a suspected compromised device?

Remediation is done based on the nature of the compromise.  In case of severe SW or HW compromise, repairing H(e)NB may require sending the device to repair facility authorized by operator and/or HW vendor.

5.2. How validation reporting methods assist the remediation from (suspected) compromised state of H(e)NB?

Validation reporting and/or validation of components by network provides explicit evidence of H(e)NB validation state.  It provideds exact details and nature of the compromise of the individual component(s) within H(e)NB.

6. What is the trade-off between added security and cost / complexity (cost / benefit trade-off) between countermeasures and effort?

Additional threats and attacks not addressed by the Autonomous Validation can be easily addressed.   In addition to knowing implicitly the core components that are validated as a process of secure startup, the core network also has the ability to validate addition components and/or configurations that are not validated during the secure startup and has the ability to know the exact state of all of the components explicitly.  

Notify Payload is already proposed to be used for carrying the validation data between H(e)NB and SeGW, which can be extended to PVE.  Since IKEv2 is used and it supports the Notify Payload, there is no additional complexity on the IKEv2 exchange.  The SeGW needs to be extended to process the additional Notify Payload. In case PVE is co-located in SeGW, there is no additional complexity in terms of interface.  When PVE is co-located in H(e)MS, the existing interface and security between SeGW and H(e)MS is fully re-utilized. In case PVE is standalone (not recommended), there is additional interface between PVE and SeGW and between PVE and H(e)MS. Interface to SeGW may need to be extended to support TR069.
	End of Modified Sections
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