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*** NEXT CHANGE ***
6.3.2
Distribution of authentication data from HE to SN

The purpose of this procedure is to provide the VLR/SGSN with an array of fresh authentication vectors from the user's HE to perform a number of user authentications.
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Figure 6: Distribution of authentication data from HE to VLR/SGSN

The VLR/SGSN invokes the procedures by requesting authentication vectors to the HE/AuC.

The authentication data request shall include the IMSI and the requesting node type (PS or CS).

Upon the receipt of the authentication data request from the VLR/SGSN, the HE may have pre-computed the required number of authentication vectors and retrieve them from the HLR database or may compute them on demand. The HE/AuC sends an authentication response back to the VLR/SGSN that contains an ordered array of n authentication vectors AV(1..n). The authentication vectors are ordered based on sequence number.

Figure 7 shows the generation of an authentication vector AV by the HE/AuC.
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Figure 7: Generation of authentication vectors

The HE/AuC starts with generating a fresh sequence number SQN and an unpredictable challenge RAND.

For each user the HE/AuC keeps track of a counter: SQNHE
The HE has some flexibility in the management of sequence numbers, but some requirements need to be fulfilled by the mechanism used:

a)
The generation mechanism shall allow a re-synchronisation procedure in the HE described in section 6.3.5.

b)
In case the SQN exposes the identity and location of the user, the AK may be used as an anonymity key to conceal it.

c)
The generation mechanism shall allow protection against wrap around the counter in the USIM.
A method how to achieve this is given in informative Annex C.2.

The mechanisms for verifying the freshness of sequence numbers in the USIM shall to some extent allow the out-of-order use of sequence numbers. This is to ensure that the authentication failure rate due to synchronisation failures is sufficiently low. This requires the capability of the USIM to store information on past successful authentication events (e.g. sequence numbers or relevant parts thereof). The mechanism shall ensure that a sequence number can still be accepted if it is among the last x = 32 sequence numbers generated. This shall not preclude that a sequence number is rejected for other reasons such as a limit on the age for time-based sequence numbers.
The same minimum number x needs to be used across the systems to guarantee that the synchronisation failure rate is sufficiently low under various usage scenarios, in particular simultaneous registration in the CS- and the PS-service domains, user movement between VLRs/SGSNs which do not exchange authentication information, super-charged networks.

The use of SQNHE is specific to the method of generation sequence numbers. A method is specified in Annex C.1 how to generate a fresh sequence number. A method is specified in Annex C.2 how to verify the freshness of a sequence number.

An authentication and key management field AMF is included in the authentication token of each authentication vector. Annex H defines the usage of the AMF. Example uses of the proprietary part of the AMF are included in Annex F.

Subsequently the following values are computed:

-
a message authentication code MAC = f1K(SQN || RAND || AMF) where f1 is a message authentication function;

-
an expected response XRES = f2K (RAND) where f2 is a (possibly truncated) message authentication function;

-
a cipher key CK = f3K (RAND) where f3 is a key generating function;

-
an integrity key IK = f4K (RAND) where f4 is a key generating function;

-
an anonymity key AK = f5K (RAND) where f5 is a key generating function or f5 ( 0.

Finally the authentication token AUTN = SQN Å AK || AMF || MAC is constructed.

Here, AK is an anonymity key used to conceal the sequence number as the latter may expose the identity and location of the user. The concealment of the sequence number is to protect against passive attacks only.  If no concealment is needed then f5 ( 0 (AK = 0).
*** NEXT CHANGE ***
6.8.10
SRVCC  – from HSPA to UTRAN/GERAN

HSPA SRVCC to UTRAN/GERAN is described in TS 25.331 [17].

Case 1: UMTS subscribers:

Case 1.1: HO to UTRAN 

When the SRNC decides to start a SRVCC from HSPA to UTRAN, it shall initiate the SRVCC Preparation procedure described in TS 25.413 [31]. The source SGSN shall generate a NONCE and derive CK'CS||IK'CS from the NONCE and the CKPS||IKPS generated during the latest UMTS AKA procedure.  

The source SGSN shall transfer CK’CS, IK’CS, KSI’CS (=KSIPS) and the NONCE to the SRNC and transfer CK’CS, IK’CS and KSI’CS (=KSIPS) to the target MSC server. The SRNC shall transfer the NONCE to the target RNC. The target RNC shall include the NONCE in the handover command to be sent to the UE. The SRNC shall also transfer the security context, including CK’CS, IK’CS, KSI’CS and START CS (which is recived by the SRNC during RRC connection establishment), to the target RNC.  
Upon reception of the handover command, the UE shall derive CK'CS||IK'CS from CKPS||IKPS and the NONCE, and set KSI’CS to KSIPS. 
For the definition of the Key Derivation Function see Annex B.3.
Case 1.2: HO to GERAN 

When the SRVCC is from HSPA to GERAN, the source SGSN shall generate a NONCE and derive CK’CS, and IK’CS from the NONCE and the CKPS||IKPS generated during the latest UMTS AKA procedure.  
The source SGSN shall append the NONCE to the GSM HO command, received from the target BSS, when forwarding the command to the SRNC. The SRNC shall forward the NONCE together with the GSM HO command to the UE. 
The source SGSN shall transfer the security context, including CK’CS, IK’CS and KSI’CS (=KSIPS) to the target MSC server. The target MSC server and the UE shall convert CK’CS||IK’CS to Kc’, and set CKSN’ CS to KSI’CS. 
Upon reception of the handover command, the UE shall derive CK’CS, and IK’CS from CKPS||IKPS and the NONCE, convert Kc’ from CK’CS||IK’CS, and set CKSN’ CS to KSI’CS. 
For the definition of the Key Derivation Function see Annex B.3.
For both cases 1.1 and 1.2:

The target MSC server shall overwrite the stored parameters CKCS, IKCS and KSICS if any, with the parameters CK’CS, IK’CS and KSI’CS received from the source SGSN when the SRVCC handover has been completed successfully. The UE shall overwrite the stored parameters CKCS, IKCS and KSICS in if any, with the derived parameters CK’CS, IK’CS and KSI’CS in both ME and USIM when the SRVCC handover has been completed successfully.  If the SRVCC handover isn’t completed successfully, the target MSC server and the UE shall discard CK’CS, IK’CS and KSI’CS.
NOTE 1: The new derived security context overwriting the stored values in the USIM is for allowing reusing the derived security context without invoking the authentication procedure in the subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.

NOTE 2: An operator concerned about the security of keys received from an UTRAN of another operator may want to enforce a policy in the MSC server to run an AKA as soon as possible after the handover. One example of ensuring this is the deletion of the derived security context in the MSC server after the UE has left active state. 
Case 2: GSM subscribers

Case 2.1: HO to UTRAN 

When the SRNC decides to start a SRVCC from HSPA to UTRAN, it shall initiate the SRVCC Preparation procedure (see TS 25.413). The source SGSN shall generate a NONCE and derive Kc’ from the NONCE and the Kc generated in the latest successful GSM AKA.    

The source SGSN shall set CKSN’CS and KSI’CS to CKSNPS. . The source SGSN shall compute CK’CS, IK’CS from Kc’, using the conversion functions c4 and c5, and transfer CK’CS, IK’CS and KSI’CS to the SRNC. The SRNC shall transfer the NONCE to the target RNC. The target RNC shall include the NONCE in the handover command to be sent to the UE. The SRNC shall transfer the security context, including CK’CS, IK’CS, KSI’CSand START CS (which is recived by the SRNC during RRC connection establishment), to the target RNC.  
The source SGSN shall also transfer Kc’ and CKSN’ CS to the target MSC server.

Upon reception of the handover command, the UE shall derive Kc’ from the Kc generated in the latest successful GSM AKA and the NONCE. The UE shall set CKSN’CS and KSI’CS to CKSNPS. The UE shall compute CK’CS, IK’CS from Kc’, using the conversion functions c4 and c5.

 For the definition of the Key Derivation Function see Annex B.4. 
Case 2.2: HO to GERAN 

When the SRVCC is from HSPA to GERAN, the source SGSN shall generate a NONCE and derive Kc’ from the NONCE and the Kc generated in the latest successful GSM AKA. 
The source SGSN shall append the NONCE to the GSM HO command, received from the target BSS, when forwarding the command to the SRNC. The SRNC shall forward the NONCE together with the GSM HO command to the UE.
The source SGSN shall set CKSN’CS to CKSNPS and transfer Kc’ and CKSN’CS  to the target MSC server. 
Upon reception of the handover command, the UE shall derive Kc’ from the Kc generated in the latest successful GSM AKA and the NONCE, and set CKSN’CS to CKSNPS. 
For the definition of the Key Derivation Function see Annex B.4.
For both cases 2.1 and 2.2: 

The target MSC server shall overwrite the stored parameters Kc and CKSNCS, if any, with the parameters Kc’ and CKSN’CS  received from the source SGSN when the SRVCC handover has been completed successfully. The UE shall overwrite the stored parameters Kc and CKSNCS, if any, with the derived parameters Kc’ and CKSN’CS  in both ME and SIM when the SRVCC handover has been completed successfully. If the SRVCC handover isn’t completed successfully, the target MSC server and the UE shall discard Kc’ and CKSN’CS.
NOTE 3: The new derived security context overwriting the stored values in the SIM is for allowing reusing the derived security context without invoking the authentication procedure in the subsequent connection set-ups, and also for avoiding that one CKSN value indicates to two different key sets and consequently leads to security context desynchronization.
*** END OF CHANGES ***
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