3GPP TSG SA Plenary Meeting #45
SP-090527
Seville, Spain, 21 - 24 September 2009
Source:
SA3
Title:
TS 33.320 3GPP Security Aspect of Home HodeB and Home eNodeB 
Document for:
Information
Agenda Item:
10.3
Presentation of Specification to TSG

Presentation to:
TSG SA Meeting #45
Document for presentation:
TS 33.320, Version 1.0.0
Presented for:
Information
Abstract of document:

Work done against WID in SP-080736:

UID
380066
Title
Security Aspects of Home NodeB/eNodeB
Acronym
HNBSEC
Rapporteur:
Marcus Wong, Huawei (mwong@huawei.com)
This document specifies the security architecture, i.e., the security features and the security mechanisms for the Home NodeB/eNodeB and the security procedures associated with the operations of such.
Changes since last presentation (SA#44):
This is the first time TS 33.320 is being presented to SA plenary for information
Outstanding Issues:

The following issues are outstanding:

· The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the H(e)NB should be included if such collapsing is allowed.
·  It has to be decided if H(e)NB Gateway is an essential part of the security architecture and should be described.

· It is FFS whether it is allowed the possibility to store HPM data and authentication information in AAA.

· Requirements may need to be clarified due to the specification of the H(e)MS possibly accessible over public Internet
· Other requirements are ffs, e.g. on handling of H(e)NB identities in SeGW and possible AAA server interworking.

· It has to be decided if particular requirements are needed for the separate H(e)MS tunnel between H(e)NB and H(e)MS, when H(e)MS is accessible on the public Internet
· It is ffs if non-critical messages related to clock synchronization may be left unprotected.
· It is FFS how to reset securely a HeNB clock that received a time lying in the future.

· It is FFS if an additional validation method is supported optionally, pending such a method becomes stable in Release 9 time frame.
· The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

· The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003.

· CSG handling may need to be coordinated with work being done in SA2 and/or RAN3.
· In case the INTEGRITY_INFO payload carries security information, the security issues have to be studied.
Contentious Issues:

Whether IPsec tunnel should be made optional between H(e)NB and SeGW where the security of the operator network is considered secure enough.
