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*** NEXT CHANGES ***

H.3
Ua security protocol identifiers for 3GPP specified protocols

The following Ua security protocol identifiers are specified by 3GPP:


( 0x01,0x00,0x00,0x00,0x00 )

Ua security protocol according to TS 33.221 [5].


( 0x01,0x00,0x00, 0x00,0x01 )

Ua security protocols according to TS 33.246 [26].

NOTE 1:
TS 33.246 [26] provides key separation between the keys that are used within HTTP digest and MIKEY protocols.

( 0x01,0x00,0x00, 0x00,0x02) 

Ua security protocol HTTP digest authentication according to TS 24.109 [29], unless HTTP digest authentication is used in the context of another Ua security protocol, which is already covered elsewhere in this Annex.


( 0x01,0x00,0x00, 0x00,0x03 )

Ua security protocols used with HTTP-based security procedures for MBMS user services according to TS 26.237 [38].


( 0x01,0x00,0x00, 0x00,0x04 )

Ua security protocols used with SIP-based security procedures for MBMS user services according to TS 26.237 [38].

( 0x01,0x00,0x00, 0x00,0x05)

Ua security protocols used with Generic Push Layer according to TS 33.224 [x1], unless Generic Push Layer is used in the context of another Ua security protocol, which is already covered elsewhere in this Annex.

( 0x01,0x00,0x00, 0x01,0x00) 

Generation of TMPI according to Annex B.4.

NOTE 2:
This protocol identifier is not strictly a Ua protocol identifier, but its use in key derivation function is exactly equal.to a Ua protocol identifier.


( 0x01,0x00,0x01,yy,zz )


Ua security protocol for "Shared key-based UE authentication with certificate-based NAF authentication", according to TS 33.222 [25], or "Shared key-based mutual authentication between UE and NAF", according to TS 33.222 [25]. Here, "yy,zz" is the protection mechanism CipherSuite code according to the defined values for TLS CipherSuites in TLS V1.0 [28] and PSK Ciphersuites for TLS [27].

NOTE 3:
As an example: RFC 2246 [28] CipherSuite TLS_RSA_WITH_3DES_EDE_CBC_SHA has code = { 0x00,0x0A }, thus the according protocol identifier shall be ( 0x01,0x00,0x01,0x00,0x0A ).

*** END OF CHANGES ***
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