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**start of changes**
7.6.2.3 
Certificate-based
This authentication, which represents step a as described in section 7.1,
 is based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication is run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. 

The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11].  The certificate handling and profiles will adhere to 3GPP TS 33.310 [12], except that as noted above in clause 7.6.1.3.7, the device identifier should be a FQDN. For this reason, the subjectAltName field should contain an FQDN and not an IP address, even if no DNS is available. 
NOTE: The precise mechanisms which are to be used for verifying the validity of SeGW and H(e)NB certificates (e.g. CRL, OCSP, whitelist) are out of scope of this technical report.
Certificate-based authentication does not require additional measures to ensure the binding between the device identity and the authentication credential. The credential (private key) must be stored in a TrE.

The call-flow on Figure 6. shows the simple certificate based mutual authentication between the H(e)NB and the SeGW. 
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Figure 6: Certificate-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The H(e)NB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE

NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
**end of changes**
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