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********************** start changes **********************************

7.2
Establishment of security context for Trusted non-3GPP Access

In this case, the credentials the UE shares with the 3GPP AAA server are used to establish security contexts in the access system. 

It is assumed that the EPS user always uses EAP-AKA’ credentials (e.g. a USIM application in case of terminal with 3GPP access capabilities)to perform mutual authentication and establish security contexts with the Home Network.

7.2.1
CDMA-2000 HRPD EPS Interworking

NOTE:
General Concepts for Interworking between E-UTRAN and CDMA2000 are described in TS 23.402 [5] subclause 4.1.1.

7.2.1.1
EPS-HRPD Architecture

Figure 7.2.1.1-1 depicts the basic non-roaming architecture for HRPD-LTE Interworking. 
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Figure 7.2.1.1-1: Basic non-roaming architecture for HRPD-LTE Interworking. Interworking
reference points are highlighted.

7.2.1.2
Network Elements

7.2.1.2.1
E-UTRAN

E-UTRAN is described in detail in TS 36.300 [15] with additional functions listed in TS 23.401 [13].

7.2.1.2.2
MME

The details of the MME functionality are described in the TS 23.401 [13], while additional MME functionality, related to the interoperability with non-3GPP systems is described in the TS 23.402 [5].

The following are additional MME functions:

In the EPS, the security functions of the MME are described in 33.401 [16]. During the pre-registration towards the EPS from HRPD (as part of HRPD to EUTRAN HO), the procedures and functions are as defined in 33.401 [16], with the exception the NAS procedures will occur over S101. This is described in greater detail in clause 10.

7.2.1.2.3
Gateway

7.2.1.2.3.1
General

The functional split of PDN GW and Serving GW is described in TS 23.401 [13].

7.2.1.2.3.2
Serving GW

The details of the Serving GW functionality are described in the TS 23.401 [13], while additional Serving GW functionality, related to the interoperability with non-3GPP systems is described in the TS 23.402 [5].

7.2.1.2.3.3
PDN GW

The details of the PDN GW functionality are described in the TS 23.401 [13], while additional PDN GW functionality, related to the interoperability with non-3GPP systems is described in the TS 23.402 [5].

7.2.1.2.4
PCRF

The details of the PCRF functionality are described in the TS 23.401 [13] and TS 23.203 [14], while additional PCRF functionality, related to the roaming scenario is described in the TS 23.402 [5].

7.2.1.3
Reference Points

7.2.1.3.1
List of Reference Points

NOTE:
S1-MME, S1-U, S2a, S2b, S2c, ,S3, S4, S5-MIP, S6a, Gx, S8, S9, S10, S11, S101, S103 are defined in TS 23.401 [13].

Additional reference points descriptions, related to the interoperability with non-3GPP systems are presented in the TS 23.402 [5].

7.2.1.3.2
Protocol assumptions

The protocol assumptions are described in the TS 23.402 [5].

NOTE:
S103 is expected to be based on GRE, and as such does not involve any secure signalling to exchange GRE keys. 

7.2.1.4 
Security of the initial access to EPS via HRPD 

EAP-AKA' access authentication shall be used according to section 6. As a result of EAP-AKA', the two keys, MSK and EMSK, are generated, cf. [23]. 

In addition, according to subclause 6.2 of the present document, the 3GPP AAA Server sends the key MSK to the authenticator in the access network. The 3GPP AAA server shall retain the EMSK either until the subsequent EAP-AKA' authentication, or until it receives an indication that the current authenticated session is finished. 

The security contexts in the HRPD access network may be based on keys derived from MSK. The HRPD access network is required to ensure that the identity of a user with whom a security context is established is securely tied to the identity of a user authenticated by EAP-AKA'.

The further details of the establishment of security contexts in the HRPD access network are outside the scope of the present document.

NOTE 1:
Initial access to the EPS via HRPD is described in the TS 23.402 [5]. 


7.2.1.5
Security of handoff and pre-registration
NOTE:
 Security of handoff and pre-registration is described in the Section 10 of the present document.

7.2.2
WIMAX EPS Interworking


General Concepts for interworking between EPS and WIMAX are described in TS 23.402 [5]. This release of this TS contains no security provisions particular to interworking between EPS and WIMAX. 
********************** end changes ************************
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