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*** First change ***

10.4
MBMS Security procedures

The IMS based MBMS user service security procedures shall fulfil the key management procedures defined in TS 33.246 [5], including MSKprocedures in clause 6.3.2 of TS 33.246 [5], and MTK procedures in clause 6.3.3 of TS 33.246  [5]. The MSK procedure further includes MBMS user service registration procedure, deregistration procedure, MSK request procedure and MSK delivery procedure.
Clause 10.4.1 describes MBMS security procedures where HTTP is used as described in TS 33.246 [5], and BMSC.UPF acts as NAF to interact with BSF and derives security keys.
Clause 10.4.2 describes MBMS security procedures where SIP is used and SCF act as a NAF to interact with BSF and derives security keys.
The procedures according to clause 10.4.1 and clause 10.4.2, respectively, are alternatives for MBMS security procedures. They are equal in terms of security provision. The UE shall support both alternatives for MBMS security procedures. The UE is informed about the supported MBMS security procedure by retrieval of the service attachment information from the SDF as defined in Annex H.
*** End of first change ***

*** Next change ***
Annex H (normative):
XML Schema for Service Attachment Information

This annex describes the XML schema for the service attachment information to be returned to UE by SDF. 
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="SSF" type="tSSF">



<xs:annotation>




<xs:documentation>XML Body of the SDF SIP Notify Response</xs:documentation>



</xs:annotation>



</xs:element>


<xs:complexType name="tSSF">



<xs:sequence>




<xs:element name="Description" type="tMultilingual" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ServiceProvider" type="tSSFServiceProvider" minOccurs="0"/>




<xs:element name="Pull" type="tSSFPull" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="Push" type="tSSFPush" minOccurs="0" maxOccurs="unbounded"/>



<xs:element name="MBMSSecurityProcedure" type="tMBMSSec" minOccurs="0"/>



<xs:element name="Extension" type="tExtension" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="ID" type="tHexadecimal16bit" use="required"/>



<xs:attribute name="Technology" type="xs:string" use="required"/>



<xs:attribute name="Version" type="tVersion">




<xs:annotation>





<xs:documentation>The version number is incremented when one or more attributes of the SSF element have changed, so that the receiver knows whether it should update its data or not.</xs:documentation>




</xs:annotation>



</xs:attribute>



<xs:anyAttribute namespace="##other" processContents="lax"/>


</xs:complexType>


<xs:simpleType name="tVersion">



<xs:restriction base="xs:integer">




<xs:minInclusive value="0"/>




<xs:maxInclusive value="255"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tSSFServiceProvider">



<xs:sequence>




<xs:element name="Name" type="tMultilingual" maxOccurs="unbounded"/>




<xs:element name="Description" type="tMultilingual" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="Extension" type="tExtension" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="DomainName" type="tDomain" use="required">




<xs:annotation>





<xs:documentation>It is recommended that the DomainName complies with the "preferred name syntax" of RFC1034 clause 3.5</xs:documentation>




</xs:annotation>



</xs:attribute>



<xs:attribute name="LogoURI" type="xs:anyURI" use="optional"/>



<xs:anyAttribute namespace="##other" processContents="lax"/>


</xs:complexType>


<xs:simpleType name="tDomain">



<xs:restriction base="xs:string">




<xs:pattern value="((.|\n|\r)*)?(\.(.|\n|\r)*)+"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tSSFPull">



<xs:complexContent>




<xs:extension base="tDataTypeList">





<xs:attribute name="Location" type="xs:anyURI" use="required"/>





<xs:anyAttribute namespace="##other" processContents="lax">






<xs:annotation>







<xs:documentation>Extension attribute to define further data</xs:documentation>






</xs:annotation>





</xs:anyAttribute>




</xs:extension>



</xs:complexContent>


</xs:complexType>


<xs:complexType name="tSSFPush">



<xs:complexContent>




<xs:extension base="tDataTypeList">





<xs:attribute name="IpVersion" type="tVersion" use="optional"/>





<xs:attribute name="MulticastAddress" type="xs:string" use="required"/>





<xs:attribute name="MulticastPort" type="xs:unsignedShort" use="required"/>





<xs:attribute name="SourceAddress" type="xs:string" use="optional"/>





<xs:anyAttribute namespace="##other" processContents="lax">






<xs:annotation>







<xs:documentation> Extension attribute to define further data ></xs:documentation> 






</xs:annotation>





</xs:anyAttribute>




</xs:extension>



</xs:complexContent>


</xs:complexType>


<xs:complexType name="tDataTypeList">



<xs:sequence maxOccurs="unbounded">




<xs:element name="DataType">





<xs:complexType>






<xs:sequence minOccurs="0" maxOccurs="unbounded">







<xs:element name="Segment">








<xs:annotation>









<xs:documentation>Segments are used to logically separate Service Selection information</xs:documentation>








</xs:annotation>








<xs:complexType>









<xs:attribute name="ID" type="tHexadecimal16bit" use="required"/>









<xs:attribute name="Version" type="tVersion" use="optional"/>








</xs:complexType>







</xs:element>






</xs:sequence>






<xs:attribute name="Type" type="tHexadecimal8bit" use="required">







<xs:annotation>








<xs:documentation> Specify the type of Service Selection Information that is delivered by the SSF






</xs:documentation>







</xs:annotation>






</xs:attribute>





</xs:complexType>




</xs:element>



</xs:sequence>


</xs:complexType>


<xs:complexType name="tExtension">



<xs:sequence>




<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="tMultilingual">



<xs:simpleContent>




<xs:extension base="xs:string">





<xs:attribute name="Language" type="tLanguage" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:simpleType name="tLanguage">



<xs:restriction base="xs:string">




<xs:annotation>





<xs:documentation>






<definition xml:lang="en">ISO 639-2 Language code</definition>





</xs:documentation>




</xs:annotation>




<xs:minLength value="3"/>




<xs:maxLength value="3"/>



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="tHexadecimal8bit">



<xs:restriction base="xs:string">




<xs:pattern value="[0-9a-fA-F]{1,2}"/>



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="tHexadecimal16bit">



<xs:restriction base="xs:string">




<xs:pattern value="[0-9a-fA-F]{1,4}"/>



</xs:restriction>


</xs:simpleType>


<xs:simpleType name="tMBMSSec">



<xs:restriction base="xs:string">
<xs:enumeration value="SIP"/>




<xs:enumeration value="HTTP"/>


</xs:restriction>


</xs:simpleType>

</xs:schema>

*** End of next change ***
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