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*** BEGIN CHANGES ***
10.4.2
SIP based MBMS security procedures
10.4.2.0
General
Clause 10.4.2 describes an alternative to clause 10.4.1 for MBMS security procedures, where the NAF for the MBMS User Services is implemented in the SCF and interacts with the BSF. The procedures apply for both ME and UICC based key management.
The MBMS Security specification 3GPP TS 33.246  [5] defines a set of security procedures. The following list describes how these procedures are applied in the context of IMS based MBMS user services when using SIP based MBMS security procedures.

· -
“MBMS User Service Registration procedure”.

· -
In the context of SIP based MBMS security procedure, this procedure is applied as specified in clause 10.4.2.1 in the present document.

· -
“MBMS User Service Deregistration procedure”. 

· -
In the context of SIP based MBMS security procedure, this procedure is applied as specified in clause 10.4.2.1A in the present document.

· -
“Basic MSK request procedure”.  

· -
In the context of SIP based MBMS security procedure, this procedure is applied as specified in clause 10.4.2.2 in the present document.

· -
“Missed key update procedure”.

· -
This procedure is equivalent to Basic MSK request procedure.

· -
“BM-SC solicited pull procedure”.

· -
In the context of SIP based MBMS security procedure, this procedure is applied as specified in clause 10.4.2.4 in the present document.

·  -
“MSK delivery procedure”

· -
In the context of SIP based MBMS security procedure, this procedure is applied as defined TS 33.246 [5] with exception that SCF FQDN is sent instead of BM-SC FQDN.

· -
“MTK update procedure”

· -
In the context of SIP based MBMS user services this procedure is applied as defined TS 33.246 [5].

10.4.2.1
SIP based MBMS User Service Registration
This procedure is used to register a UE with one or more MBMS User Services.





It is assumed that the UE has received the service  description (cf. clause 10.2). The service description includes, e.g. the service protection description. The service protection description is similar as defined in 3GPP TS 33.246 with the following exception: the FQDN of the BM-SC is not included in the service protection description. Instead, the service protection description for the service shall include an FQDN belonging to the SCF as the SCF acts as a NAF. 
NOTE 1: 
This is to ensure consistent NAF key derivation in the UE and in the BSF as the SCF acts as a NAF and as the FQDN of the NAF is used as input in NAF key derivation.  
In case more than one BM-SCs are connected to the SCF, the SCF shall locally associate a different one of its FQDNs to each connected BM-SC. As there is one NAF FQDN indicated in the service protection description for each service, the SCF (NAF) will know from the userServiceId indicated by the UE which NAF FQDN to be used for NAF key derivation.
NOTE 2:
This will ensure that each connected BM-SC will get different NAF key, and consequently will get different MUK. GBA TS 33.220 allows the NAF to be known in DNS under several FQDNs if it is ensured that the correct NAF FQDN is used in NAF key derivation. 
It is also assumed that the UE has been registered and authenticated to IMS and the SIP procedures are protected according to 3GPP TS 33.203 [31], and that the UE has run GBA bootstrapping with the BSF as defined in 3GPP TS 33.220 [26]. It is also assumed that the network interfaces are protected with Network Domain Security (NDS/IP) as defined in 3GPP TS 33.210 [32].
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Figure 24: SIP based MBMS User Service Registration 
The procedure is as follows (cf. figure 24 which is simplified as it does not show all parameters):


· 
· 
-
The UE sends a SIP INVITE to the SCF via the IM CN subsystem. The INVITE indicates SCF in the Request-URI and the message includes the identities of the requested MBMS user services (userServiceIds) for which the UE wants to register and the bootstrapping transaction identifier (B-TID) in the body of the SIP INVITE. The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for the B-TID is defined in annex x.1.

-
The SCF receives the IP address of the UE and the asserted identitie(s) of the UE from the headers of the SIP INVITE message. The SCF performs a check based on stored subscription information whether the UE is authorized to access the requested MBMS user services. If yes, the procedure continues. If not, the procedure is terminated.  

-
If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in TS 33.220 [26]. The NAF-Id which the SCF uses over Zn is constructed from the NAF FQDN indicated in the service protection description for this service and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. As there is one NAF FQDN indicated in the service protection description for each service, the SCF will know from the userServiceId indicated by the UE which FQDN to be used as NAF FQDN. Upon receiving the NAF keys from the BSF, the SCF derives MBMS User Key (MUK) as defined in TS 33.246 [5]. 
If the received B-TID is not valid or if the SCF desires the UE to make a new GBA bootstrapping,  the SCF shall response to the UE with an appropriate error message. The error message will trigger the UE to run new GBA bootstrapping,
-
The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:
-
the HTTP version shall be 1.1 which is specified in RFC 2616;
-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "sip-based-register", i.e. Request-URI takes the form of "/keymanagement?requesttype= sip-based-register ";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identitie(s) of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payloads;

-
the HTTP payload shall contain an XML document including a list of one or more userServiceIds of MBMS User Services to which the UE wants to register, IP address of the UE, MBMS user key (MUK), lifetime of MUK, NAF FQDN and B-TID. NAF FQDN and B-TID are included as they are further included in the MIKEY MSK messages from the BM-SC to the UE to identify the used MUK (i.e. NAF key). The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for carrying IP address, MUK, MUK lifetime, NAF FQDN and BTID is defined in annex x.2.
-
the SCF may add additional HTTP headers to the HTTP POST request. 

-
Upon receiving the HTTP POST message, the BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identitie(s), the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the HTTP POST message also implicitly indicates to the BM-SC that the SCF has authorized the UE to register to the indicated MBMS User Service(s). 

The BM-SC stores the received information and returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml ";

-
the HTTP payload shall contain an XML document including a list including one status code for each MBMS User Service. The XML schema of the payload is the same that is used for MBMS Registration in TS 33.246 [5] and it is specified in TS 26.346 [11].
· -
Upon receiving the HTTP 200 OK., the SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem. 
· -
Upon receiving the 200 OK the UE derives NAF keys corresponding to the NAF-Id. The NAF-Id  is constructed from the NAF FQDN indicated in the service description and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. The UE derives MBMS User Key (MUK) from the NAF key as defined in TS 33.246 [5].
BM-SC can now start sending MIKEY MSK messages (protected with MUK) to the UE as defined in TS 33.246 [5]. In MIKEY MSK messages the BM-SC shall include the NAF FQDN and B-TID received from the SCF as they are used to​ identify the used MUK (i.e. NAF keys).

10.4.2.1A
SIP based MBMS User Service De-registration
This procedure is used to de-register a UE from one or more MBMS User Services. 
The same assumptions apply as in SIP based MBMS User Service Registration in clause 10.4.2.1.
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Figure 24a: SIP based MBMS User Service De-registration 
The procedure is as follows (cf. figure 24a which is simplified as it does not show all parameters):

· -
UE sends a SIP re-INVITE to the SCF via the IM CN subsystem. The re-INVITE indicates SCF in the Request-URI and the message includes the identities of the requested MBMS user services (userServiceIds) from which the UE wants to de-register and the bootstrapping transaction identifier (B-TID) in the body of the SIP INVITE.. The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for the B-TID is defined in annex x.1.

· -
The SCF receives the asserted identitie(s) of the UE from the headers of the SIP re-INVITE message.  

-
If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in TS 33.220 [26]. The NAF-Id which the SCF uses over Zn constructed from the NAF FQDN indicated in the service protection description for this service and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. Upon receiving the NAF key from the BSF, the SCF derives MBMS User Key (MUK) as defined in TS 33.246 [5]. 
If the received B-TID is not valid or if the SCF desires the UE to make a new GBA bootstrapping,  the SCF shall response to the UE with an appropriate error message. The error message will trigger the UE to run new GBA bootstrapping.
· -
The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616;

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "sip-based-deregister", i.e. Request-URI takes the form of "keymanagement?requesttype= sip-based-deregister";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payloads;

-
the HTTP payload shall contain the request an XML document including a list of one or more userServiceIds of MBMS User Services from which the UE wants to deregister. If new NAF keys were created in the previous step, then the SCF shall also include MBMS user key (MUK), lifetime of MUK, NAF FQDN and B-TID. E.g. the BM-SC may send an MSK message to invalidate the MSKs in the UE as defined in TS 33.246 [5]. The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for carrying MUK, MUK lifetime, NAF FQDN and BTID is defined in annex x.2;
-
the SCF may add additional HTTP headers to the HTTP POST request.

· -
The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. 

The BM-SC returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:

-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-register-response+xml". XML document is the same that is used for MBMS De-registration in TS 33.246 [5] and it is specified in TS 26.346 [11];

-
the HTTP payload shall contain a list including one status code for each MBMS User Service.

-
Upon receiving the HTTP 200 OK, the SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem. 
10.4.2.2
SIP based Basic MSK Request
This procedure is used to by the UE to request one or more MSKs. 
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Figure 25: SIP based MBMS MSK  request

· 
· 
· 
· 
· 
The same assumptions apply as in IMS based MBMS User Service Registration in clause 10.4.2.1.  

The procedure is as follows (cf. figure 25 which is simplified as it does not show all parameters):

· -
UE sends a SIP re-INVITE to the SCF via the IM CN subsystem. The re-INVITE indicates SCF in the Request-URI and the message includes a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive and the bootstrapping transaction identifier (B-TID) in the body of the SIP INVITE.  The XML schema for the list of MBMS user service IDs is defined in TS 26.346 [11] and the XML schema for the B-TID is defined in annex x.1.
· -
The SCF receives the asserted identitie(s) of the UE from the headers of the SIP re-INVITE message. The SCF performs a check based on stored subscription information whether the UE is authorized to receive the specified MSK(s). If yes, the procedure continues. If not, the procedure is terminated.  

· -
If there is no B-TID stored for the UE or if the received B-TID is different than the one stored for the UE, the SCF runs GBA usage procedure with the BSF over Zn to fetch the NAF keys corresponding to the UE as defined in TS 33.220 [26]. The NAF-Id which the SCF uses over Zn is constructed from the NAF FQDN indicated in the service protection description for this service and Ua security protocol identifier specified in 3GPP TS 33.220 [26]. Upon receiving the NAF keys from the BSF, the SCF derives MUK from the NAF key as defined in TS 33.246 [5]. 
If the received B-TID is not valid or if the SCF desires the UE to make a new GBA bootstrapping,  the SCF shall response to the UE with an appropriate error message. The error message will trigger the UE to run new GBA bootstrapping.
· -
The SCF sends a HTTP POST message to the BM-SC. The SCF populates the HTTP POST as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616;

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "sip-based-msk-request", i.e. Request-URI takes the form of "/keymanagement?requesttype= sip-based-msk-request";

-
the SCF may add additional URI parameters to the Request-URI;

-
X-3GPP-Asserted-Identity header which includes the identities of the UE;

-
the HTTP header Content-Type shall be the MIME type of the payloads;

-
the HTTP payload shall contain a list of one or more Key Domain ID - MSK ID pair(s) of the MSKs that the UE wants to receive. If new NAF keys were created in the previous step, then the SCF shall also include MBMS user key (MUK), lifetime of MUK, NAF FQDN and B-TID. NAF FQDN and B-TID are included as they may be further included in the MIKEY MSK messages from the BM-SC to the UE, The XML schema for the list of Key Domain ID - MSK ID pair(s) is defined in TS 26.346 [11] and the XML schema for carrying IP address, MUK, MUK lifetime, NAF FQDN and BTID is defined in annex x.2.
-
the UE may add additional HTTP headers to the HTTP POST request.

· -
The BM-SC receives the HTTP POST message. The BM-SC checks that the HTTP POST is valid, and extracts the request for further processing. As the HTTP POST message came from SCF with asserted identities, the BM-SC does not need to authenticate the UE as the UE has been authenticated by the IMS. Also, the HTTP POST message also implicitly indicates to the BM-SC that the SCF has authorized the UE to receive the specified MSK(s).

The BM-SC stores the received information and returns HTTP 200 OK to the SCF. The BM-SC shall populate HTTP response as follows:
-
the HTTP status code in the HTTP status line shall be 200;

-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-msk-response+xml";

-
the HTTP payload shall contain a list including one status code for each MSK. The XML schema of the payload is the same that is used for MBMS MSK request in TS 33.246 [5] and it is specified in TS 26.346 [11].

· -
The SCF receives the HTTP 200 OK. The SCF then includes the XML body from the HTTP 200 OK message into a SIP 200 OK message and sends the SIP 200 OK message to the UE via the IM CN subsystem.
10.4.2.3
Updating MUK
The GBA session (i.e. key Ks derived NAF specific keys, e.g. MUK) has a limited lifetime. The GBA session may expire during service consumption . In this case the UE shall run GBA bootstrapping again to create a new Ks. The UE shall then re-register to the services with the SIP based MBMS registration procedure defined in clause 10.4.2.1 with re-INVITE and the new B-TID. This will create a new MUK in the UE and network. 
10.4.2.4
SIP based BM-SC solicited pull 

According to 3GPP TS 33.246 BM-SC solicited pull procedure is triggered by the BM-SC by sending an MSK message with a specific MSK-ID value. This will trigger the UE to perform MSK request. IMS based MBMS uses the BM-SC solicited pull procedure as defined in TS 33.246 to trigger the UE to perform SIP based basic MSK request procedure which is specified in clause 10.4.2.2.
*** NEXT CHANGES ***
Annex x (normative):
XML Schemas for SIP based MBMS security procedures
x.1 Bootstrapping transaction identifier 
The following specifies XML schema for the bootstrapping transaction identifier to be sent within the body of SIP (re-)INVITE from the UE to the SCF.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3GPP:metadata:2005:MBMS:bootstrappingTransactionIdentifier"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsAuthorizedSecurityRegister">



<xs:annotation>




<xs:documentation>MBMS Security Registration according to TS 26.237</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="btid" type="xs:string" maxOccurs="unbounded" minOccurs="1"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" 






processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

x.2 NAF key information 

The following specifies XML schema for the UE and NAF key related information to be sent within the body of HTTP request from the SCF to the BM-SC.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3GPP:metadata:2005:MBMS:nafKeyInfo"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsAuthorizedSecurityRegister">



<xs:annotation>




<xs:documentation> SIP based MBMS Security Registration according to TS 26.237</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="ueIPaddress" type="xs:anyURI" maxOccurs="unbounded" minOccurs="0"/>





<xs:element name="muk" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>





<xs:element name="mukLifeTime " type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>




<xs:element name="btid" type="xs:string" maxOccurs="unbounded" minOccurs="1"/>




<xs:element name="nafFqdn" type="xs:base64Binary" maxOccurs="unbounded" minOccurs="1"/>

               <xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" 






processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

*** END of CHANGES ***
SIP 200 OK


Msg body: [userServiceId Status codes]








UE





BSF





SIP re-INVITE


Msg body: [userServiceIds, B-TID]








HTTP 200 OK


Msg body: [userServiceId Status codes]





UE





IM CN





SCF (NAF)





IM CN





SCF (NAF)





AUTH RSP


 [NAF key]








BM-SC





HTTP POST


Msg body: [userServiceIds, …]





AUTH REQ


 [NAF-Id, B-TID]








SIP 200 OK


Msg body: [userServiceId Status codes]








BSF





BM-SC2





GBA bootstrapping: Ks, B-TID








SIP re-INVITE


Msg body: [userServiceIds, B-TID]








MBMS Data (protected with MTK)








MIKEY MTK (protected with MSK)








MIKEY 


[IDi: NAF FQDN, IDr: B-TID 


MSK protected with MUK]








SIP 200 OK


Msg body: [userServiceId Status codes]








SIP INVITE


Msg body: 


[userServiceId,


 B-TID]








SIP 200 OK


Msg body: [userServiceId Status codes]








HTTP 200 OK


Msg body: [userServiceId Status codes]





HTTP POST


Msg body: 


[userServiceId,  UE IP address, NAF FQDN, B-TID,


MUK, MUK lifetime], 





SIP INVITE


Msg body: 


[userServiceId,


 B-TID]








BM-SC1





SCF (NAF)





BSF





IM CN





UE





BM-SC





SIP re-INVITE


Msg body: [MSK identifiers, B-TID]








AUTH REQ





AUTH RSP





HTTP POST


Msg body: [MSK identifiers, …]





HTTP 200 OK


Msg body: [MSK Status codes]





SIP 200 OK


Msg body: [MSK Status codes]








SIP re-INVITE


Msg body: [MSK identifiers, B-TID]








SIP 200 OK


Msg body: [MSK Status codes]








MIKEY MSK (protected with MUK)








MIKEY MTK (protected with MSK)








MBMS Data (protected with MTK)








AUTH RSP





AUTH REQ








�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1286810009.vsd
UE

IM CN Subsystem


SCF

BM-SC.UPF


SIP INVITE


SIP 200 OK


SIP 200 OK


SRTP


BSF

AUTH REQ (B-TID)


AUTH RESP (KS_NAF, IMPU)


POST KEY (MUK,  IMPU, ServiceID, UE IP addr)


POST KEY ACK


MIKEY (MTK)


MIKEY (MSK)


SIP INVITE (Req-URI, B-TID, ServiceID)



_1286812161.vsd
UE

IM CN Subsystem


SIP RE-INVITE


SCF

BM-SC.UPF


POST ACK


SIP 200 OK


SIP 200 OK


SIP RE-INVITE (Request-URI, ”MSK ID”)


BSF

POST (”MSK ID”, IMPU)


MIKEY (MSK)


SRTP


MIKEY (MTK)



