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	1. Clause 7.5 lists the steps that a SEGa uses to authenticate SEGb. 

2. Under step No. 4, it says: “SEGa fetches a CRL from the (public) CRL database of SEG CAb if the locally cached CRL has not yet expired;”
3. This means that everytime SEGa receives a an authentication SEGb certificate, it needs to download a CRL from a public CLR depository.
4. I believe that the intention of this step to say the following: “SEGa fetches a CRL from the (public) CRL database of SEG CAb if the locally cached CRL has expired”.
5. Also, this is needed because it clearly in violation of clause 7.6. which states the following: “….A SEG, NE or TLS entity is not obliged to query for a CRL via the CRL Distribution Point if a cached one is still available and valid. If no valid cached CRL is available, the NE, SEG or TLS entity shall fetch a new CRL….”
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	1. A correction is needed to require the SEG to fetch a new CRL from a public CRL ONLY if the local copy has expired.
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not approved:
	1. An incorrect requirement on the SeGW for fetching the CRL from a public depository all the time. 
2. NOT only that, but allowing a SeGW to NOT fetch a fresh CRL when the local CRL expired. That is very dangerous.
3. A conflict between clause 7.5 and clause 7.6.
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	1st Modified Section


7.5
Establishing secure connections between NDS/IP end entities using IKE on the Za interface

Certificate based authentication during IKEv1 Phase 1 or the IKEv2 IKE_INIT_SA/IKE_AUTH exchanges is shown in figure 4 above. The SEGa uses the following procedure to authenticate SEGb:

1.
SEGa requests SEGb's certificate using the CERTREQ payload;

2.
SEGa receives SEGb's certificate inside the CERT payload;

3.
SEGa authenticates SEGb (verifies signatures);

4.
SEGa fetches a CRL from the (public) CRL database of SEG CAb if the locally cached CRL has expired;

5.
SEGa uses this CRL to verify the status of SEGb's certificate;

6.
SEGa uses either the locally cached cross-certificate or fetches the cross-certificate from the (local) Interconnection CAa CR;

7.
SEGa fetches a CRL from the (local) Interconnection CAa CRL if the locally cached CRL has  expired;

8.
SEGa uses this CRL to verify the status of the SEG CA cross-certificate;

9.
SEGa verifies the status of the Interconnection CAa certificate if the Interconnection CAa is not a top-level CA, otherwise Interconnection CAa is implicitly trusted;

NOTE:
If the local SEG CA public key is securely installed on every SEG within an operator's domain, then a cross-certificate does not need to be checked when SEGa and SEGb belong to the same operator's domain.
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