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*** NEXT CHANGE ***
3.3
Abbreviations

In addition to (and partly in overlap to) the abbreviations included in TR 21.905 [3], for the purposes of the present document, the following abbreviations apply:

AK
Anonymity Key

AKA
Authentication and key agreement

AMF
Authentication management field

AUTN
Authentication Token

AV
Authentication Vector

CK
Cipher Key

CKSN
Cipher key sequence number

CS
Circuit Switched

HE
Home Environment

HLR
Home Location Register

IK
Integrity Key

IMSI
International Mobile Subscriber Identity

KSI
Key Set Identifier

KSS
Key Stream Segment

LAI
Location Area Identity

MAC
The message authentication code included in AUTN, computed using f1

MAC
The message authentication code included in AUTN, computed using f1*

ME
Mobile Equipment

MS
Mobile Station

MSC
Mobile Services Switching Centre

PS
Packet Switched

P-TMSI
Packet-TMSI

Q
Quintet, UMTS authentication vector

RAI
Routing Area Identifier

RAND
Random challenge

SQN
Sequence number

SQNHE
Individual sequence number for each user maintained in the HLR/AuC

SQNMS
The highest sequence number the USIM has accepted

SGSN
Serving GPRS Support Node

SIM
(GSM) Subscriber Identity Module

SN
Serving Network
SRVCC
Single Radio Voice Call Continuity
T
Triplet, GSM authentication vector

TMSI
Temporary Mobile Subscriber Identity

UEA
UMTS Encryption Algorithm

UIA
UMTS Integrity Algorithm

UICC
UMTS IC Card

USIM
Universal Subscriber Identity Module

VLR
Visitor Location Register

XRES
Expected Response

*** NEXT CHANGE ***
6.8.10 6.8.10
SRVCC  – from HSPA to UTRAN/GERAN
HSPA SRVCC to UTRAN/GERAN is described in TS 25.331 [17].
When the source SGSN decides to start a SRVCC from HSPA to UTRAN, it shall generate a NONCE and send it to the SRNC. The SRNC shall transfer the NONCE to the target RNC. The target RNC shall include the NONCE into the HO command which is sent to the UE. Both the source SGSN and the UE shall derive CK'CS||IK'CS from CKPS||IKPS and the NONCE. For the definition of the Key Derivation Function see Annex B.  
The source SGSN shall transfer CK’CS and IK’CS to the SRNC. The SRNC shall transfer the security context, including CK’CS, IK’CS, KSI’CS (=KSIPS), and START CS (which is recived by the SRNC during RRC connection establishment), to the target RNC.  
When the SRVCC is from HSPA to GERAN, the source SGSN shall generate a NONCE and send it to the SRNC. The SRNC shall add the NONCE behind the GSM HO command, and forward the HO command to the UE. Both the source SGSN and the UE shall derive Kc from CKPS||IKPS and the NONCE. For the definition of the Key Derivation Function see Annex B.  
The source SGSN shall transfer Kc to the SRNC. The SRNC shall transfer the security context, including Kc, and CKSN (=KSIPS), to the target RNC.  
The UE shall delete the the security context in the ME after the voice call has been terminated in the CS domain.  
*** NEXT CHANGE ***
Annex B:
Key derivation function
B.1
General

The general description of the KDF is as defined by TS 33.220 [30] subclauses B.1 and B.2 with the following differences:
- P0 is as defined in clause B.3 below, 
- L0 is the two octet representation of the length of the P0, 

- The final output, i.e. the derived key is equal to the KDF computed on the string S using the key Key. The  present document defines the following KDF:

derived key = HMAC-SHA-256 (Key, S),

which has the KDF identity 1.

B.2 
FC value allocations

The FC number space is controlled by TS 33.220 [30]. FC values allocated for this specification are in range of 0x30 – 0x3F. 


B.3
Derivation of CK’CS|| IK’CS from CKPS||IKPS (S30)

This input string is used when there is a need to derive CK’CS|| IK’CS from CKPS||IKPS during mapping the security contexts from HSPA to UTRAN/GERAN. The Key is the concatenation of CKPS||IKPS (which are 128 bits each), and the output is CK’CS||IK’CS (which are 128 bits each).

· FC = 0x30
· P0 = NONCE

· L0 = length of NONCE (i.e. 0x00 0x10)

The Kc used in GERAN shall be further derived from CK’CS||IK’CS using the key conversion function c3 defined in this specification. 
*** END OF CHANGES ***
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