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	Reason for change:
(

	The definition of NULL ciphering is missing and could lead to interoperability problems.

	
	

	Summary of change:
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	A definition of NULL ciphering is added to ensure consistent implementations for NAS, RRC and UP. Correction of size of the BEARER input parameter for NAS ciphering. Removal of the "128" from the name of the EEA0 since the there is no key input to the algorithm.
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	Other comments:
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	Usage of the name "128-EEA0":
TS 24.301 (NAS) uses the name 128-EEA0 and needs update to use "EEA0"
TS 36.323 (PDCP) does not use 128-EEA0 no action needed.

TS 36.331 (RRC) uses different names for all EEA algorithms and needs update in any case.
TS 36.413 (S1AP) uses the name 128-EEA0 but has an FFS if it needs to be signalled so and update is needed anyway.
TS 36.423 (X2AP) uses the name 128-EEA0 but has an FFS if it needs to be signalled so and update is needed anyway.
TS 29.274 (GTPv2-C) does not use the name 128-EEA0.

TS 29.060 (Gn/Gp GTP) does not use the name 128-EEA0.
TS 24.008 (L3 spec, CN protocols) does not use the name 128-EEA0.




*** BEGIN CHANGES ***
5.1.3.2
Algorithm Identifier Values

All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00002"      EEA0      Null ciphering algorithm
"00012"      128-EEA1      SNOW 3G based algorithm
"00102"      128-EEA2      AES based algorithm
The remaining values have been reserved for future use.

UEs and eNBs shall implement EEA0, 128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering. 

UEs and MMEs shall implement EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering.
*** NEXT CHANGE ***
8.1.1
NAS input parameters

Input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KNASint as KEY, an 5-bit bearer identity BEARER which shall equal the constant value 0x00, the direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed  as follows:

COUNT :=  0x00 || NAS OVERFLOW || NAS SQN 

Where

- the leftmost 8 bits are padding bits including all zeros.

- NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.

- NAS SQN is the 8-bit sequence number carried within each NAS message. 

NOTE:
The BEARER identity is not necessary since there is only one NAS signalling connection per pair of MME and UE, but is included as a constant value so that the input parameters for AS and NAS will be the same, which simplifies specification and implementation work.

The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

The supervision of failed NAS integrity checks shall be performed both in the ME and the MME. In case of failed integrity check (i.e. faulty or missing MAC) is detected after the start of NAS integrity protection, the concerned message shall be discarded except for some NAS messages specified in TS 24.301 [9]. For those exceptions the MME shall take the actions specified in TS 24.301 [9] when receiving a NAS message with faulty or missing MAC. Discarding NAS messages can happen on the MME side or on the ME side.

*** NEXT CHANGE ***
Annex B (normative):
Algorithms for ciphering and integrity protection

B.0
EEA0 Null ciphering algorithm

The EEA0 algorithm shall be implemented such that it has the same effect as if it generates a KEYSTREAM of all zeroes (see subclause B.1.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this annex.
NOTE: that EEA0 provides no security.
*** END OF CHANGES ***
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