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4
Trace activation and deactivation

4.1
Trace session activation / deactivation

4.1.1
Management activation

4.1.1.1
General
In Management activation, the Trace Control and Configuration parameters are sent directly to the concerned NE (by its EM). This NE shall not propagate the received data to any other NE's - whether or not it is involved in the actual recording of the call. 

Once the parameters have been provided, the NE looks for the IMSI or IMEI (IMEISV) passing through it. If it does not have them, these shall be provided to the NE (that performs the trace recording) as part of traffic signalling by the CN. 

The following figure represents the management based trace functionality within a PLMN. The figure represents a typical PLMN network. A dotted arrow with "Trace Parameter Configuration" represents the availability of the management based trace functionality at the EM for that domain. 

NOTE:
There is no propagation of trace parameters in management based trace activation.
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Figure 4.1.1.1.1: Overview of management activation for an UMTS system
If the NE failed to activate the Trace Session, a Trace failure notification shall be sent to the TCE, and the Trace failure notification has the the same parameters as the notification notifyTraceRecordingSessionFailure defined in 3GPP TS 32.442[24], the Trace failure notification file XML schema is defined in Annex X.
4.1.1.2
UTRAN activation mechanisms
When an RNC receives Trace Session activation from the EM it shall start a Trace Session. The trace control and configuration parameters of the Trace Session are received in Trace Session activation from the EM. The RNC shall not forward these trace control and configuration parameters to other nodes. The received trace control and configuration parameters shall be saved and used to determine when and how to start a Trace Recording Session. (Starting a Trace Recording Session is described in subclause 4.2.2.1). A Trace Session may be requested for a limited geographical area.

Since a RNC has visibility of an IMSI, it can start an IMSI Trace all by itself when a Trace session is requested for an IMSI or a list of IMSI’s. However, a RNC does not have visibility of the IMEI(SV). Hence, when a Trace session is requested for an IMEI(SV) or a list of IMEI(SV), the RNC shall send the requested IMEI(SV) / list of IMEI(SV)s in an 'Uplink Information Exchange Request'  message to the interacting MSC Server(s) and SGSN(s). The MSC Servers and SGSNs shall store the requested IMEI(SV)s per RNC. For each subscriber/UE activity the MSC Servers and SGSNs shall request IMEI(SV), if it is not already provided. For each subscriber/UE activity the MSC server/SGSN shall check whether a trace request is active in an RNC for the IMEI(SV). If a match is found, the MSC Server/SGSN shall inform the RNC about the IMEI(SV) in CN Invoke Trace, so that the RNC can trace the control signalling according to the trace control and configuration parameters that are received from its EM.

If an Inter-MSC SRNS Relocation or an Inter-SGSN SRNS relocation occurs, the anchor MSC Server or source SGSN shall transfer the IMSI and IMEI(SV) for the subscriber/UE activity to the non anchor MSC Server or target SGSN. The non anchor MSC Server/target SGSN shall check whether it has received a trace request from the target RNC for the transferred IMEI(SV). If a match is found on the IMEI(SV) in the non anchor MSC Server/target SGSN, the MSC Server/SGSN shall inform the RNC about the IMEI(SV) in the CN Invoke Trace. The IMSI shall be transferred from the non anchor MSC Server/target SGSN to the target RNC in Relocation Request. The RNC can then trace the subscriber/UE activity according to the trace control and configuration parameters that are received from its EM.

4.1.1.3
PS Domain activation mechanisms

When a SGSN, GGSN or BM-SC receives Trace Session activation from the EM it shall start a Trace Session. The trace control and configuration parameters of the Trace Session are received in the Trace Session activation from the EM. The SGSN/GGSN/BM-SC shall not forward these trace control and configuration parameters to other nodes. The received trace control and configuration parameters shall be saved and used to determine when and how to start a Trace Recording Session. (Starting a Trace Recording Session is described in subclause 4.2.2.2)

4.1.1.4
CS Domain activation mechanisms

When a MSC Server receives Trace Session activation from the EM it shall start a Trace Session. The trace control and configuration parameters of the Trace Session are received in the Trace Session activation from the EM. The MSC Server shall not forward these trace control and configuration parameters to other nodes. The received trace control and configuration parameters shall be saved and used to determine when and how to start a Trace Recording Session. (Starting a Trace Recording Session is described in subclause 4.2.2.3)

4.1.1.5
IP Multimedia Subsystem activation mechanisms

When a S-CSCF/P-CSCF receives Trace Session activation from EM, the S-CSCF/P-CSCF shall start a Trace Session. The Trace control and configuration parameters of the Trace Session, received from EM in the Trace Session activation, shall be saved. The Trace control and configuration parameters define when the S-CSCF and P-CSCF shall start and stop a Trace Recording Session. For detailed information on starting and stopping Trace Recording Session in IMS see sub clauses 4.2.2.4 and 4.2.4.4.

The following figure illustrates the Trace Session activation in S-CSCF and in P-CSCF in case of Management based activation.
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Figure 4.1.1.5.1: Trace Session activation in IMS

4.1.1.6
E-UTRAN activation mechanisms

In E-UTRAN the Management Based Trace Activation can be fulfilled with the E-UTRAN Cell Traffic trace functionality. In this case the Trace Session Activation is done to one or a list E-UTRAN cells within one eNodeB, where Trace Session is activated.

When eNodeB receives the Trace Session Activation message from the EM for a given or a list of E-UTRAN cell(s) the eNodeB shall start a Trace Session for the given or list of E-UTRAN cell(s).

4.1.1.7
EPC Domain activation mechanisms

When a MME or SGW receives Trace Session activation from the EM it shall start a Trace Session. The trace control and configuration parameters of the Trace Session are received in the Trace Session activation from the EM. The MME/SGW shall not forward these trace control and configuration parameters to other nodes. The received trace control and configuration parameters shall be saved and used to determine when and how to start a Trace Recording Session. (Starting a Trace Recording Session is described in subclause 4.2.2.6)

4.1.2
Signalling activation

4.1.2.1
General

In Signalling activation, the Trace Activation shall be carried out from the Core Network EM only [EM (PS), EM (CS), EM (HSS), EM (UE) and EM(EPC) are generally considered to be in the Core Network. A Core Network EM can be any of these or their combinations].

In case of home subscriber trace (i.e. in the HPLMN) the Trace Session activation shall go to the HSS / MSC Server / SGSN / MME. Instances where the home subscriber is roaming in a VPLMN, the HSS may initiate a trace in that VPLMN. The VPLMN may reject such requests.

In case of foreign subscriber trace (i.e. the HPLMN operator wishes to trace foreign subscribers roaming in his PLMN) the Trace Session activation shall go the MSC Server/VLR, SGSN / MME. Depending on the Trace Control and Configuration parameters received, the Core Network shall propagate the activation to selected NE's in the entire network – RAN and Core Network.
If the NE failed to activate the Trace Session, a Trace failure notification shall be sent to the TCE, and the Trace failure notification has the the same parameters as the notification notifyTraceRecordingSessionFailure defined in 3GPP TS 32.442[24], the Trace failure notification file XML schema is defined in Annex X.
4.1.2.2
Intra PLMN signalling activation

The following figure represents the signalling based trace functionality within a PLMN. The figure represents a typical PLMN network. A dotted arrow with "Trace Parameter Configuration" represents the availability of the trace functionality at the EM for that domain. E.g. you cannot invoke a Signalling Trace at the EM (UTRAN) because there is no such arrow shown in the figure. You can however do it from the EM (CS Domain). Similarly "Trace Parameter Propagation" is allowed only for the interfaces indicated in the figure. E.g. there is no parameter propagation over Iu-B.

NOTE:
For tracing on the basis of IMEI(SV), the signalling based activation can be only initiated from the MSC/VLR or SGSN.
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Figure 4.1.2.2.1: Overview of Intra-PLMN Signalling Activation 

4.1.2.3
Inter PLMN Signalling Activation
The following figure represents the signalling based trace functionality between PLMNs. This is particularly useful when a roaming subscriber needs to be traced in a network. The figure represents a typical PLMN network and its connections with another PLMN’s HSS. A dotted arrow with "Trace Parameter Configuration" represents the availability of the trace functionality at the EM for that domain. E.g. you cannot invoke a Signalling Trace at the EM (UTRAN) because there is no such arrow shown in the figure. You can however do it from the EM (CS Domain). Similarly "Trace Parameter Propagation" is allowed only for the interfaces indicated in the figure. E.g. there is no parameter propagation over Iu-B.

NOTE:
There is no intention to allow tracing of a home subscriber roaming in a foreign network i.e. the trace function is limited to a single PLMN.
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Figure 4.1.2.3.1: Overview of Inter-PLMN Signalling Activation 

4.1.2.4
UTRAN activation mechanisms

See subclause 4.2.3.1.

4.1.2.5
PS Domain activation mechanisms

The following figure shows the Trace Session activation in the PS domain. The figure is an example of tracing PDP context.
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Figure 4.1.2.5.1: Trace session activation in PS domain for PDP Context

When a UE registers with the network by sending an ATTACH_REQUEST message to the SGSN, it updates the location information in the HSS by sending the UPDATE_GPRS_LOCATION message to the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration parameters to the SGSN by sending a MAP-ACTIVATE_TRACE_MODE - see 3GPP TS 29.002 [11] message to the SGSN. When an inter-SGSN routing area update occurs, HSS shall send the MAP-ACTIVATE_TRACE_MODE message to the new SGSN.

When SGSN receives the MAP-ACTIVATE_TRACE_MODE message it shall store the trace control and configuration parameters and shall start a Trace Session.

When any of the triggering events defined in the trace control and configuration parameters occur, (e.g. PS session is started (i.e. a ACTIVATE PDP CONTEXT REQUEST message is received from the UE)) the SGSN shall propagate the trace control and configuration parameters to the GGSN (by sending a GTP-CREATE_PDP_CONTEXT_REQUEST message) and to the radio network (by sending a RANAP-CN_INVOKE_TRACE message), if it is defined in the trace control and configuration parameters (NE types to trace). The Trace Session activation to UTRAN is described in clauses 4.1.2.4.

When HSS sends the MAP-ACTIVATE_TRACE_MODE  message to SGSN it shall include the following parameters to the message:

· IMSI (M).

· Trace reference (M).

· Triggering events for SGSN (M) and GGSN (M).

· Trace Depth for SGSN (M), GGSN (M) and RNC (M).

· List of NE types to trace (M).

· List of interfaces  for SGSN (O), GGSN (O) and/or RNC (O).

When the SGSN sends the GTP-CREATE_PDP_CONTEXT_REQUEST  message to GGSN it shall include the following parameters to the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for GGSN (M).

· Trace Depth for GGSN (M).

· List of interfaces for GGSN (O).

The following figure is an example of tracing for MBMS Context.
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Figure 4.1.2.5.2: Trace session activation in PS domain for MBMSContext

When HSS receives a Trace Session activation from its EMS, it shall store the received trace control and configuration parameters. At this point a Trace Session shall be started in the HSS.

When a UE registers with the network by sending an ATTACH_REQUEST message to the SGSN, it updates the location information in the HSS by sending the UPDATE_GPRS_LOCATION message to the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration parameters to the SGSN by sending a MAP-ACTIVATE_TRACE_MODE message to the SGSN. When an inter-SGSN routing area update occurs, HSS shall send the MAP-ACTIVATE_TRACE_MODE message to the new SGSN.

When SGSN receives the MAP-ACTIVATE_TRACE_MODE message it shall store the trace control and configuration parameters and shall start a Trace Session.

When any of the triggering events defined in the trace control and configuration parameters occur, (i.e. an ACTIVATE MBMS CONTEXT REQUEST message is sent to the UE)) the SGSN shall propagate the trace control and configuration parameters to the GGSN (by sending a GTP-CREATE_MBMS_CONTEXT_REQUEST message) and to the radio network (by sending a RANAP-CN_INVOKE_TRACE message), if it is defined in the trace control and configuration parameters (NE types to trace). The Trace Session activation to UTRAN is described in clauses 4.1.2.4.

The GGSN shall propagate the trace control and configuration parameters to the BM-SC (by sending a Diameter Gmb AAR message) if the BM-SC is defined in the trace control and configuration parameters (NE types to trace).

When HSS sends the MAP-ACTIVATE_TRACE_MODE message to SGSN it shall include the following parameters in the message:

· IMSI (M).

· Trace reference (M).

· Triggering events for SGSN (M), GGSN (M) and BM-SC (M).

· Trace Depth for SGSN (M), GGSN (M), BM-SC (M) and RNC (M).

· List of NE types to trace (M).

· List of interfaces for SGSN (O), GGSN (O), BM-SC (O) and/or RNC (O).

When the SGSN sends the GTP-CREATE_MBMS_CONTEXT_REQUEST message to GGSN it shall include the following parameters in the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for GGSN (M) and BM-SC (M).

· Trace Depth for GGSN (M) and BM-SC (M).

· List of interfaces for GGSN (O) and BM-SC (O).
When the GGSN sends the Diameter Gmb AAR message to the BM-SC it shall include the following parameters in the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for BM-SC (M).

· Trace Depth for BM-SC (M).

· List of interfaces for BM-SC (O).
4.1.2.6
CS Domain activation mechanisms

The following figure shows the Trace Session activation in the CS domain. The figure is an example of tracing Mobile Originating Call.
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Figure 4.1.2.6.1: Trace Session Activation in CS domain

When HSS receives Trace Session activation from the EMS it should store the trace control and configuration parameters associated to the Trace Session.

If the UE registers to the network, by sending a LOCATION UPDATING REQUEST message to the MSC/VLR, the MSC Server/VLR updates the location information in the HSS by sending the MAP-UPDATE_LOCATION message to the HSS. After receiving the UPDATE_LOCATION message HSS shall propagate the trace control and configuration parameters by sending a MAP-ACTIVATE_TRACE_MODE  message to the MSC Server/VLR.

When the MSC Server/VLR receives the MAP-ACTIVATE_TRACE_MODE message from the HSS, it shall store the trace control and configuration parameters.

When any of the triggering event, defined in the trace control and configuration parameters, occurs (e.g. in case of Mobile Originating Call is started (i.e. the MSC Server receives the CM_SERVICE_REQUEST message with service type set to originating call establishment)) the MSC Server should propagate the trace control and configuration parameters to the MGW (by sending an ADD command with  a trace package - see 3GPP TS 29.232 [10]) and to the radio network if it is defined in the trace control and configuration parameters (NE types to trace). Trace Session activation for UTRAN is described in clauses 4.1.2.4. In case of inter-MSC Server handover the MSC Server-A should propagate the trace control and configuration parameters to the MSC Server-B.

When HSS sends the MAP-ACTIVATE_TRACE_MODE message to MSC Server it shall include the following parameters to the message:

· IMSI (M).

· Trace reference (M).

· Triggering events  for MSC Server (M) and MGW (M) .

· Trace Depth for MSC Server (M), MGW (M) and RNC (M)..

· List of NE types to trace (M).

· List of interfaces for MSC Server (O), MGW (O) and/or RNC (O).

When the MSC Server sends the ADD command with trace package to MGW it shall include the following parameters to the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for MGW (M).

· Trace Depth for MGW (M).

· List of interfaces for MGW (O).

4.1.2.7
Void

4.1.2.8
Tracing roaming subscribers

If a HPLMN operator activates a Trace Session for a home subscriber, while it (MS) is roaming in a VPLMN, it (HSS) may restrict the propagation of the Trace Session activation message to a MSC Server/VLR or to a SGSN located in the VPLMN.

Also, a MSC Server/VLR or a SGSN located in a VPLMN may accept any Trace Session activation message(s) coming from an HSS located in another PLMN. However, there shall be a capability to reject activations from another PLMN. 

4.1.2.9
Service Level Tracing for IMS activation mechanisms

4.1.2.9.1
General

Figure 4.1.2.9.1.1 illustrates signalling based activation for service level tracing within a home IM CN SS and a visited IM CN SS. An arrow with "Trace Parameter Configuration" represents the availability of the trace functionality at the EM for that domain. Similarly, An arrow with "Trace Parameter Propagation" represents the ability to propagate trace parameters only for the interfaces indicated.
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Figure 4.1.2.9.1.1: Overview of Signalling Activation for service level tracing for IMS

Trace Activation shall be initiated from the Core Network EM only [EM (UE), and EM (HSS)].

The EM (UE) and the interactions between the EM (UE) and the UE shall be achieved using OMA Device Management [18].

When service level tracing for IMS is required for a registered home subscriber in the home IM CN SS Trace Session activation shall go to the UE and the HSS. The HSS shall propagate the Trace Session activation to the S-CSCF, I-CSCF and the AS. 

The S-CSCF and I-CSCF shall propagate the Trace Session activation to the P-CSCF. The Trace Session activation shall be propagated to the MRF, MGCF and BGCF via the S-CSCF. When an IMS NE (i.e. S/I/P-CSCF, AS, HSS, MRF, MGCF, BGCF) receives Trace Session activation it shall save the received Trace control and configuration parameters and shall start a Trace Session.

When service level tracing for IMS is required for a registered home subscriber in a visited IM CN SS Trace Session activation shall go to the UE and the HSS. The HSS shall propagate the Trace Session activation to the S-CSCF, I-CSCF and the AS. The I-CSCF may prohibit the propagation of the Trace Session activation from the home IM CN SS to the P-CSCF in the visited IM CN SS. 

Editor’s Note: The ability to send Trace session activation to the S/I-CSCF in the home IM CN SS in the situation where it is not possible to send Trace Session activation to a UE is FFS.

4.1.2.9.2
Trace session activation for non-registered UE

Figure 4.1.2.9.2.1 illustrates the sending of Trace Session activation towards the HSS, S-CSCF, I-CSCF, AS and 
P-CSCF during the registration of a UE with the IM CN SS. 

As described in 3GPP TS 23.228 [15] for the purposes of signalling flows the user is considered always to be roaming. For a user roaming in their home network, the home network shall perform the role of the visited network elements and the home network elements.

NOTE:
For detailed information of application level registration procedures for IMS see 3GPP TS 23.228 [15].


[image: image9.wmf]UE

I-CSCF

HSS

EM

P-CSCF

S-CSCF

4. REGISTER

5. REGISTER

6. Cx-Query/

Cx-Select-Pull

7. Cx-Query/

Cx-Select-Pull Resp.

8. REGISTER

9. Cx-Put/ Cx-Pull

10. Cx-Put/

Cx-Pull Resp.

18. 200 OK

(incl. Trace Session activation)

20. 200 OK

(incl. Trace Session activation)

22. 200 OK

3.Storing Trace Control &

Configuration parameters

12. Storing Trace Control &

Configuration parameters

19. Storing Trace Control &

Configuration parameters

21. Storing Trace Control &

Configuration parameters

AS

11. Service Control

(incl. Trace session activation)

2. Update of user’s

profile information

1. Trace Session Activation

17. Storing Trace

Control & Configuration

parameters

13. Third Party REGISTER

14. 200 OK

15. Sh-Pull

16. Sh-Pull Resp.

(incl. Trace Session Activation)


Figure 4.1.2.9.2.1: Trace Session activation for non-registered user

When HSS receives Trace Session activation from its EM (Step 1), it shall update the user information associated with the user for whom the trace is to be applied (Step 2). The HSS shall store the received trace control and configuration parameters (Step 3). At this point a Trace Session shall be started in the HSS.

When the EM sends the Trace Session activation to the HSS it shall include the following trace and configuration parameters in the message:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M)

· Service identification (M)

· Trace reference (M)

· Triggering events for HSS (M)

· Trace depth for HSS (M)

· List of NE types (M)

· Triggering events for S-CSCF (M), I-CSCF (M), P-CSCF (M), AS (M), BGCF (M), MRF (M), MGCF (M)

· Trace depth for S-CSCF (M), I-CSCF (M), P-CSCF (M), AS (M), BGCF (M), MRF (M), MGCF (M)

When the EM sends the Trace Session activation to the HSS it may include the following trace and configuration parameters in the message if required:

· List of interfaces for HSS (O)

· List of interfaces for S-CSCF (O), I-CSCF (O), P-CSCF (O), AS (O), BGCF (O), MRF (O), MGCF (O).

As described in 3GPP TS 23.228 [15] when a UE registers with the network by sending a REGISTER message (Steps 4 to 10), the HSS sends Service Control (user and filter information) to the S-CSCF (Steps 11). It shall also propagate trace control and configuration parameters to the S-CSCF. At this point a Trace Session shall be started in the S-CSCF (Step 12).

When the HSS sends the Cx-Put-Response operation to the S-CSCF (see 3GPP TS 29.228 [16]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M)

· Service identification (M)

· Trace reference (M)

· Triggering events for S-CSCF (M)

· Trace depth for S-CSCF (M)

· List of NE types (M)

· Triggering events for I-CSCF (M), P-CSCF (M), BGCF (M), MGCF (M)

· Trace depth for I-CSCF (M), P-CSCF (M), BGCF (M), MGCF (M).

When the HSS sends the Cx-Put-Response operation to the S-CSCF it may include the following trace and configuration parameters if required:

· List of interfaces for S-CSCF (O)

· List of interfaces for I-CSCF (O), P-CSCF (O), BGCF (O), MGCF (O)

Editor’s Note: The sending of trace and configuration parameters as part of the Cx-Put-Response operation is for FFS by CT4.

As described in 3GPP TS 23.218 [14] on reception of a REGISTER request, the S-CSCF shall send a third-party REGISTER request to the Application Server if the registration request from the user matches a contained trigger as downloaded from the HSS (Step 13 and 14).

As described in 3GPP TS 29.328 [17] the Application Server shall request from the HSS information such as service and user related information. In this case, the HSS shall determine that a trace request for the user is active and shall return to the Application Server trace control and configuration parameters (Step 16). At this point a Trace Session shall be started in the AS (Step 17).

When the HSS sends the Sh-Pull-Response operation to the AS (see 3GPP TS 29.328 [17]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M).

· Service identification (M)

· Trace reference (M)

· Triggering events for AS (M)

· Trace depth for AS (M)

· List of NE types (M)

· Triggering events for MRF (M)

· Trace depth for MRF (M).

When the HSS sends the Sh-Pull-Response operation to the AS it may include the following trace and configuration parameters if required:

· List of interfaces for AS (O)

· List of interfaces for MRF (O)

Editor’s Note: The sending of trace and configuration parameters as part of the Sh-Pull-Response operation is for FFS by CT4.

Upon successful registration the S-CSCF shall return a SIP 200 OK and shall propagate the received trace control and configuration parameters to the I-CSCF (Step 18). At this point a Trace Session shall be started in the I-CSCF (Step 19).

When the S-CSCF sends the 200 OK (Register) message to the I-CSCF (see 3GPP TS 24.228 [15]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M).

· Service identification (M)

· Trace reference (M)

· Trace depth for I-CSCF (M)

· Triggering events for I-CSCF (M)

· List of NE types (M)

· Triggering events for P-CSCF (M)

· Trace depth for P-CSCF (M)

When the S-CSCF sends the 200 OK (Register) message to the I-CSCF it may include the following trace and configuration parameters if required:

· List of interfaces for I-CSCF (O)

· List of interfaces for P-CSCF (O)

If the P-CSCF resides in the same (i.e. home IM CN SS) network as the I-CSCF, the I-CSCF forwards the SIP 200 OK and shall propagate the retrieved trace control and configuration parameters to the P-CSCF (Step 20). At this point a Trace Session shall be started in the P-CSCF (Step 21). 

When the I-CSCF sends the 200 OK (Register) message to the P-CSCF (see 3GPP TS 24.228 [15]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the traced service) (M)

· Service identification (M)

· Trace reference (M)

· Trace depth for P-CSCF (M)

· Triggering events for P-CSCF (M)

· List of NE types (M)

When the I-CSCF sends the 200 OK (Register) message to the P-CSCF it may include the following trace and configuration parameters if required:

· List of interfaces for P-CSCF (O).

If the P-CSCF resides in a different (i.e. visited IM CN SS) network as the I-CSCF, the I-CSCF forwards the SIP 200 OK and may propagate the retrieved trace control and configuration parameters to the P-CSCF. If the P-CSCF is in a different network than the I-CSCF and the sending of trace control and configuration parameters from the home IM CN SS to the visited IM CN SS is prohibited then the I-CSCF shall restrict the sending of the trace control and configuration parameters. 

The P-CSCF shall forward the SIP 200 OK to the UE. The P-CSCF shall not send the retrieved trace control and configuration parameters.

4.1.2.9.3
Trace session activation for a registered UE

Figure 4.1.2.9.3.1 illustrates the sending of Trace Session activation towards the HSS, S-CSCF, I-CSCF, AS and P-CSCF during the re-registration of a UE with the IM CN SS. 

As described in 3GPP TS 23.228 [15] periodic application level re-registration is initiated by the UE either to refresh an existing registration or in response to a change in the registration status of the UE. Re-registration follows the same process as that defined for registration of a non-registered user.
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Figure 4.1.2.9.3.1: Trace Session activation for registered UE

When HSS receives Trace Session activation from its EM (Step 1), it shall update the user information associated with the user for whom the trace is to be applied (Step 2). The HSS shall store the received trace control and configuration parameters (Step 3). At this point a Trace Session shall be started in the HSS.

When the EM sends the Trace Session activation to the HSS it shall include the trace and configuration parameters as described in clause 4.1.2.9.2.

Prior to expiry of the agreed registration timer, the UE initiates a re-registration by sending a REGISTER message. 
The subsequent steps of re-registration of the UE as described in 3GPP TS 23.228 [15] and the signalling flow steps as described in subclause 4.1.2.9.2 apply.

The IM CN SS shall request a re-authentication of a registered UE when Trace Session activation is required before the UE performs a periodic re-registration, and when the subscription status of the registered UE is not to be affected. 

Following a network initiated re-authentication, the UE shall re-register with the IM CN SS and the procedures described for Trace Session activation for a registered UE shall apply.

4.1.2.9.4
Trace session activation at the UE

Figure 4.1.2.9.4.1 illustrates the sending of Trace Session activation from the Device Management Server (DMS) to a UE and the subsequent propagation of a SIP message including a start trigger event from the UE and the P-CSCF.

Editor’s note: The exact OMA Device Management enabler is FFS.
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Figure 4.1.2.9.4.1: Trace Session activation at a UE

A management session shall be established (Step 1) in accordance with OMA Device Management [18]. When a UE receives Trace Session Activation (Step 2) as part of the received management operation it shall store the Trace Control and configuration parameters, and may (e.g. depending on Operator conditions) start a trace session (Step 3).

When any of the triggering events occur at the UE (e.g. the service to be traced from the traced UE is initiated), and when the condition(s) as defined by the trace control and configuration parameters within the received management operation occur,  the UE shall start a trace recording (Step 4). As described in subclause 4.2.3.5 the UE shall include in the outgoing SIP (service) signalling message (e.g. INVITE) a Start Trigger Event (Step 5).

4.1.2.10
EPC activation mechanism

Figure 4.1.2.10.1 summarizes the Trace Session activation procedure in EPC:
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Figure 4.1.2.10.1: Trace Session activation procedure in EPC:

The Trace Session activation in MME can come for a home subscriber trace from HSS via the S6a interface or for a foreign subscriber from the EM of MME. 

When the UE makes an attach request to the MME, it updates the location information in the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration data to the MME by either sending a standalone Trace Session Activation message or include the trace control and configuration parameters into the Insert subscriber data message. When MME receives the trace control and configuration data from the HSS it shall store the information and shall start a Trace Session. 

When a triggering events, defined in the trace control and configuration data occur (i.e. a session is started) a Trace Recording Session shall be started and the trace control and configuration data shall be propagated to the radio network to the eNB and to the serving GW. (in the above example the trace control and configuration data shall be sent to eNB in Bearer Setup Request message to the eNB and in the request bearer resource allocation message to the serving GW.)

When HSS activates the trace to the MME the following trace control and configuration parameters shall be included in the message:

· IMSI

· Trace Reference

· Triggering events for MME, Serving GW, PDN GW

· Trace Depth for MME, Serving GW, PDN GW, eNB

· List of NE types to trace

· List of Interfaces for MME, Serving GW, PDN GW, eNB

· IP address of Trace Collection Entity

When MME sends the trace control and configuration parameters to the eNB the following information shall be included in the Trace Session Activation message:

· Trace Reference

· Trace Recording Session Reference

· Trace Depth for eNB
· IP Address of Trace Collection Entity

and the following information may be included in the Trace Session Activation message:

· List of Interfaces for eNB

4.1.2.11
E-UTRAN activation mechanisms

The Trace Session should be activated in in an eNB when the eNB receives the TRACE START, INITIAL CONTEXT SETUP REQUEST or HANDOVER REQUEST message with the IE Trace Activation from the MME and if some activities have been started on the interfaces that have been requested to be traced.

If the subscriber or equipment which is traced makes a handover to a target eNB using the X2 interface, the source eNB should propagate the trace control and configuration parameters further to the target eNB by using the HANDOVER REQUEST message. When the target eNB receives the HANDOVER REQUEST message it should immediately start a Trace Session according to the trace control and configuration parameters received in the HANDOVER REQUEST message. 
If the subscriber or equipment which is traced makes a handover to a target eNB using the S1 interface, it is the MME's responsibility to propagate the trace control and configuration parameters to the target eNB.
Interaction with Relocation

If the tracing shall continue also after the relocation has been performed, the CN Invoke Trace procedure shall be re-initiated from the CN towards the future eNB after the Relocation Resource Allocation procedure has been executed successfully.
The TRACE START, INITIAL CONTEXT SETUP REQUEST or HANDOVER REQUEST message that is received from the MME contains the following information:

· Trace Reference (including Trace Recording Session Reference)
· Trace Depth for eNB
· List of interfaces for eNB
· IP address of Trace Collection Entity

4.1.3
Management deactivation

4.1.3.1
UTRAN deactivation mechanisms

When last Trace session is requested to be ended for an IMEI(SV) or a list of IMEI(SV), the RNC shall send the requested IMEI(SV)/list of IMEI(SV)s in 'Uplink Information Exchange Request' to the interacting MSC Server(s) and SGSN(s). The MSC Servers and SGSNs shall remove the requested IMEI(SV)s for the RNC in question.
4.1.3.2
PS Domain deactivation mechanisms

When a SGSN, GGSN or BM-SC receives a Trace Session Deactivation from its EM, the Trace Session identified by the Trace Reference, shall be deactivated in SGSN/GGSN/BM-SC.

If a Trace Recording Session is active at the time of receiving a Trace Session deactivation from the EM, the SGSN/GGSN/BM-SC may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the SGSN/GGSN/BM-SC shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session.
4.1.3.3
CS Domain deactivation mechanisms

When a MSC Server receives a Trace Session Deactivation from its EM, the Trace Session identified by the Trace Reference, shall be deactivated in MSC Server.

If a Trace Recording Session is active at the time of receiving a Trace Session deactivation from the EM, the MSC Server may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the MSC Server shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session.

4.1.3.4
IP Multimedia Subsystem deactivation mechanisms

When a S-CSCF/P-CSCF receives a Trace Session deactivation from the EM, the Trace Session identified by the Trace Reference, shall be deactivated. 

If a Trace Recording Session is active at the time of receiving a Trace Session deactivation from the EM, the S-CSCF/P-CSCF may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the S-CSCF/P-CSCF shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session.

The following figure illustrates how the Trace Session is deactivated when a Trace Recording Session is going on (e.g. a SIP INVITE method is being traced in S-CSCF).
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Figure 4.1.3.4.1: Trace session deactivation in IMS

4.1.3.5
E-UTRAN deactivation mechanisms

In E-UTRAN the Cell Traffic trace functionality can be deactivated when the eNodeB receives the Trace Session Deactivation message from the EM. At this time the eNodeB shall deactivate the Trace Session for those E-UTRAN Cells that have been indicated in the Trace Session Deactivation message received from the EM.

4.1.3.6
EPC Domain deactivation mechanisms

When a MME or a SGW receives a Trace Session Deactivation from its EM, the Trace Session identified by the Trace Reference, shall be deactivated in the MME or the SGW.

If a Trace Recording Session is active at the time of receiving a Trace Session deactivation from the EM, the MME may choose to continue the Trace Session and the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the MME shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session.
4.1.4
Signalling deactivation

4.1.4.1
General

In Signalling deactivation, the Trace Deactivation shall always be carried out from the Core Network EM only [EM (PS), EM (CS), EM(EPC) and EM (HSS) are generally considered to be in the Core Network. A Core Network EM can be any of these or their combinations]. In case of home subscriber trace (i.e. in the HPLMN) the Trace Session deactivation shall go to the HSS, MSC Server/VLR, SGSN or MME. In case of foreign subscriber trace (i.e. the HPLMN operator wishes to deactivate tracing on foreign subscribers roaming in his PLMN) the Trace Session deactivation shall go the MSC Server/VLR SGSN or MME. The Management System shall deactivate the Trace Session in the same NE where it activated the Trace Session.

When an HSS receives a Trace Session deactivation from its Management system, it shall deactivate the active Trace Session corresponding to the Trace Reference received in the deactivation message. The HSS shall delete all trace control and configuration parameters associated with this Trace Session. If a Trace Recording Session is active at the time of receiving a Trace Session deactivation message from the EM, the HSS may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the HSS shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session.

4.1.4.2
UTRAN deactivation mechanisms

When RNC receives the CN_DEACTIVATE_TRACE message it shall deactivate the Trace Session for the indicated Trace Reference in the CN_DEACTIVATE_TRACE message. In case of simultaneous CS/PS connections, the trace session for the indicated trace reference shall be closed upon reception of the CN DEACTIVATE TRACE message from any of the CN domain, whether it was the one which initiated trace session activation or not.

The Trace Session is also deactivated in the RNC when the Iu connection to the Core Network is released. 

If CN_INVOKE_TRACE message is received for only one Iu connection (either CS or PS) the Trace Session shall be deactivated in the RNC when the IU_RELEASE_COMMAND message is received from the Core Network for that Iu connection where the CN_INVOKE_TRACE message is sent. 

The following figure shows this behaviour:
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Figure 4.1.4.2.1: Trace session deactivation (Signalling) in UTRAN 1
If CN_INVOKE_TRACE message is received by the RNC for both Iu-CS and Iu-PS connection with the same Trace Reference number than the Trace Session shall not be deactivated in the RNC when any of the Iu connection is released (when the first IU_RELEASE_COMMAND message is received). The Trace Session shall be deactivated when the second Iu connection is released (the second IU_RELEASE_COMMAND message is received). The following figure shows the situation.
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Figure 4.1.4.2.2: Trace session deactivation (Signalling) in UTRAN 2

Interaction with Soft-handover

The Trace Session should be deactivated in a Drift RNC when the DRNC receives the IUR_DEACTIVATE_TRACE message or the Iur connection is released. 

When an RNC deactivates a Trace Session the Trace Recording Session shall also be stopped at the same time. 

NOTE:
In RNC the Trace Session and the Trace Recording Session always the same.

4.1.4.3
PS Domain deactivation mechanisms

When an HSS receives a Trace Session deactivation from the Management System it shall send a MAP_DEACTIVATE_TRACE_MODE message to the SGSN.

When the SGSN receives a MAP_DEACTIVATE_TRACE_MODE message it shall deactivate the Trace Session identified by the Trace reference received in the MAP_DEACTIVATE_TRACE_MODE message. 

If a Trace Recording Session is active at the time of receiving a deactivation message (in SGSN it is the MAP-DEACTIVATE_TRACE_MODE, in GGSN it is the GTP Update PDP Context Request or the Update MBMS Context Request, in BM-SC it is the Diameter Gmb STR message), the SGSN and/or the GGSN  and/or the BM-SC  may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the SGSN/GGSN/BM-SC shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session. When the SGSN deactivates the Trace Session, it shall delete all trace control and configuration parameters associated with the corresponding Trace Session. 

If SGSN deactivates the Trace Session during the Trace Recording Session, the SGSN should deactivate the trace to the RNC by using the CN_DEACTIVATE_TRACE RANAP message and should deactivate the trace to the GGSN by sending  the GTP Update PDP Context Request or the Update MBMS Context Request message with Trace Activity Control set to Trace Deactivation.

If the GGSN deactivates the Trace Session during the Trace Recording Session, the GGSN should deactivate the trace to the BM-SC (by sending a Diameter Gmb STR message).

4.1.4.4
CS Domain deactivation mechanisms

When an HSS receives Trace Session deactivation from the Management System it shall send a MAP_DEACTIVATE_TRACE_MODE message to the MSC Server.

When the MSC Server receives a MAP_DEACTIVATE_TRACE_MODE message it shall deactivate the Trace Session identified by the Trace reference received in the MAP_DEACTIVATE_TRACE_MODE message. 

If a Trace Recording Session is active at the time of receiving a MAP_DEACTIVATE_TRACE_MODE message from the HSS, the MSC Server may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the MSC Server shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session. When the MSC Server deactivates the Trace Session it shall delete all trace control and configuration parameters associated with the corresponding Trace Session. .

If MSC Server deactivates the Trace Session during a Trace Recording Session, it should deactivate the trace to the RNC by sending the CN_DEACTIVATE_TRACE RANAP message and should deactivate the trace to the MGW.

4.1.4.5
Void

4.1.4.6
Service Level Trace in IMS deactivation mechanisms

4.1.4.6.1
General

When an IMS NE (i.e. S/I/P-CSCF, AS, HSS, MRF, MGCF, BGCF) receives Trace Session deactivation the Trace Session, as identified by the Trace Reference, shall be deactivated.

If a Trace Recording Session(s) within the Trace session is active at the time of receiving a Trace Session deactivation, the IMS NE may stop the trace recording session(s) immediately or it may choose to continue the Trace Recording Session(s) till the session(s) ends gracefully (e.g. the SIP session ends after a specific period of time, or upon completion of a SIP session and the reception of a SIP BYE). 

In all cases, the IMS NE shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session(s). When the IMS NE deactivates the Trace Session, it shall delete all associated trace control and configuration parameters associated with that Trace Session.

4.1.4.6.2
Trace session deactivation at an IMS NE

4.1.4.6.2.1
Trace session deactivation propagated by EM

Trace Session deactivation may be initiated from the Core Network EM only [EM (UE), and EM (HSS)]. The same EM that initiated Trace Session activation shall initiate a Trace Session deactivation in the same Network Element (NE).

When Trace Session deactivation is required for a registered home subscriber in the home IM CN SS, Trace Session deactivation shall go to the UE and the HSS. The HSS shall propagate the Trace Session deactivation to the S-CSCF, I-CSCF, and the AS. The S-CSCF and I-CSCF shall propagate the Trace Session deactivation to the P-CSCF. The Trace Session deactivation shall be propagated to the MRF, MGCF and BGCF via the S-CSCF. 

When Trace deactivation is required for a registered home subscriber in a visited IM CN SS, Trace Session deactivation shall go to the UE and the HSS. The HSS shall propagate the Trace Session deactivation to the S-CSCF, I-CSCF and the AS. 

Depending on whether the I-CSCF had previously propagated a Trace Session Activation to the P-CSCF serving the UE (see subclause 4.1.2.9.2) where Trace is to be initiated the I-CSCF may propagate the Trace Session deactivation to the P-CSCF.

4.1.4.6.2.2
Trace session deactivation following a Triggering event

An Active Trace Session may be deactivated at an IMS NE following the detection of a Stop Triggering Event, e.g. Trace Session expiry time. 

In the case where there is one or more active Trace Recording Sessions, the IMS NE shall deactivate the Trace Session immediately following the detection of a Stop Triggering Event associated for each of the Trace Recording Session(s), e.g. following the detection of SIP final response or a SIP Request Failure

When the IMS NE deactivates the Trace Session Stop Triggering Event, it shall delete all associated trace control and configuration parameters associated with that Trace Session.

4.1.4.6.2.3

Trace session deactivation initiated directly by an EM

When required, an active Trace Session at an IMS NE may be deactivated directly by its EM. The Management based Trace Session deactivation mechanism (see clause 4.1.1) shall be used for this purpose.  

4.1.4.6.3
Trace session deactivation at the UE

The EM (UE) and the interactions between the EM (UE) and the UE shall be achieved using OMA Device Management [18]. 

Figure 4.1.4.6.3.1 illustrates the sending of Trace Session Deactivation from the Device Management Server (DMS) to a UE.

Editor’s note: The exact OMA Device Management enabler is FFS.
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Figure 4.1.4.6.3.1: Trace session deactivation at a UE

Trace Session deactivation shall be initiated from the Device Management Server (DMS). The same DMS that initiated Trace Session activation shall initiate a Trace Session deactivation in the same UE (Step 1).

When a UE receives Trace Session Deactivation as part of the received management operation from its DMS (Step 2) it may deactivate the Trace Session (Step 3).

If a Trace Recording Session(s) within the Trace session is active at the time of receiving a Trace Session deactivation, the UE may stop the trace recording session(s) immediately (see note), or it may choose to continue the Trace Recording Session(s) until the session(s) end gracefully (e.g. the SIP session ends after a specific period of time, or upon completion of a SIP session and the reception of a SIP BYE). 

NOTE:
When the Trace session is stopped the UE may deactivate or delete its management operation.

4.1.4.7
EPC deactivation mechanisms

When an HSS receives a Trace Session Deactivation from the Management System it shall send a Trace Session Deactivation message to the MME via the S6a interface.

When the MME receives the S6a Trace Session Deactivation message or the Trace Session is deactivated directly from the EM it shall deactivate the Trace Session identified by the Trace reference.

If a Trace Recording Session is active at the time of receiving a deactivation message, the MME and/or the SGW may choose to continue the Trace Recording Session till it ends gracefully or may stop it immediately. In all cases, the MME/SGW shall deactivate the requested Trace Session immediately at the end of the Trace Recording Session. When the MME deactivates the Trace Session, it shall delete all trace control and configuration parameters associated with the corresponding Trace Session. 

If MME deactivates the Trace Session during the Trace Recording Session, the MME should deactivate the trace to the eNB by using the Trace Session Deactivation message via S1 interface and should deactivate the trace to the SGW by sending a Trace Session deactivation message via the S11 interface.

When MME sends the Trace Session Deactivation message either to SGW or to eNB, it shall include the Trace Reference to the message to identify the Trace Session that needs to be deactivated. 

4.1.4.8
E-UTRAN deactivation mechanisms

When eNB receives the S1-Trace Session Deactivation message it shall deactivate the Trace Session for the indicated Trace Reference.

If the S1 connection is released that is related to the traced subscriber or equipment, eNB shall also deactivate the Trace Session.

4.2
Trace recording session Start / Stop triggering

4.2.1
General

Editor's Note: For further study.

The Trace Session activation contains the triggering events parameter.  The actual start/stop triggering events corresponding to the values of the triggering events parameter are defined in triggering events tables in sub-clause 5.1 in the present document. 
If the NE failed to start the Trace Recording Session, a Trace failure notification shall be sent to the TCE, and the Trace failure notification has the the same parameters as the notification notifyTraceRecordingSessionFailure defined in 3GPP TS 32.442[24], the Trace failure notification file XML schema is defined in Annex X.
4.2.2
Starting a trace recording session - management based

4.2.2.1
UTRAN starting mechanisms

In an RNC, a Trace Recording Session should start after the reception of the CN_INVOKE_TRACE message from the CN and if some activities have been started on the interfaces that have been requested to be traced. The RNC shall record those signalling messages in the interfaces that are defined in the list of interfaces parameter. Trace depth defines whether entire signalling messages or just some IEs needs to be recorded. 

The RNC may not start a Trace Recording Session if there are insufficient resources available for the recording. 

When RNC starts a Trace Recording Session it shall assign a Trace Recording Session Reference for the Trace Recording Session.

4.2.2.2
PS Domain starting mechanisms

In a SGSN/GGSN/BM-SC, a Trace Recording Session should start after the reception of a Trace Session Activation from EM and if any of the defined start triggering events occur. During the Trace Recording Session, the SGSN/GGSN/BM-SC shall record those signalling messages in the interfaces that are defined in the list of interfaces parameter. The Trace Depth parameter defines whether entire signalling messages or just some IEs need to be recorded. 

The IMSI and IMEISV shall be available in the SGSN, in the GGSN and in the BM-SC for at least those connections which shall be traced.

The SGSN/GGSN/BM-SC may not start a Trace Recording Session if there are insufficient resources available for the recording.

If the SGSN/GGSN/BM-SC receives the Trace Session Activation during an established session (e.g. during an active PDP context or an active MBMS context), it may start the Trace Recording Session immediately. However, if any of the start triggering events occur in the SGSN/GGSN/BM-SC after receiving the Trace Session Activation, it shall start the Trace Recording Session.

When a Trace Recording Session is started, the SGSN/GGSN/BM-SC shall assign a Trace Recording Session Reference for the Trace Recording Session.

4.2.2.3
CS Domain starting mechanisms

In a MSC Server, a Trace Recording Session shall start after the reception of a Trace Session Activation from EM and if any of the defined start triggering events occur. During the Trace Recording Session, the MSC Server shall record those signalling messages in the interfaces that are defined in the list of interfaces parameter. The Trace Depth parameter defines whether entire signalling messages or just some IEs needs to be recorded.

The IMSI and the IMEISV shall be available in the MSC Server for at least those connections which shall be traced.

The MSC Server may not start a Trace Recording Session if there are insufficient resources available for the recording.

If the MSC Server receives the Trace Session Activation during an established call, it may start the Trace Recording Session immediately. However, if any of the start triggering events occurs in MSC Server after receiving the Trace Session Activation, it shall start the Trace Recording Session.

When a Trace Recording Session is started, the MSC Server shall assign a Trace Recording Session Reference for the Trace Recording Session.

4.2.2.4
IP Multimedia Subsystem starting mechanisms

Editor's Note: For further study.

4.2.2.5
E-UTRAN starting mechanism

In E-UTRAN for Cell Traffic Trace the eNodeB shall start a Trace Recording Session whenever a call or session is started in the monitored cell(s). When the eNodeB starts a Trace Recording Session it shall allocate a Trace Recording Session Reference for the given call or session. The eNodeB shall send the allocated Trace Recording Session Reference, and the Trace Reference and the Trace Collection Entity address to the MME via the S1 connection. 

Editor’s note; the name of the S1 signalling message is FFS.

When MME receives this new S1 signalling message containing the Trace Recording Session Reference and Trace Reference, the MME shall look up the IMSI and IMEI(SV) of the given call from its database and shall send the IMSI, IMEI(SV) numbers together with the Trace Recording Session Reference and Trace Reference to the Trace Collection Entity.

The figure 4.2.2.5.1 illustrates the procedure
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Figure 4.2.2.5.1

4.2.2.6
EPC Domain starting mechanisms

In a MME or a SGW, a Trace Recording Session should start after the reception of a Trace Session Activation from EM and if any of the defined start triggering events occur. During the Trace Recording Session, the MME or the SGW shall record those signalling messages in the interfaces that are defined in the list of interfaces parameter. The Trace Depth parameter defines whether entire signalling messages or just some IEs need to be recorded. 

The IMSI and IMEISV shall be available in the MME and in the SGW for at least those connections which shall be traced.

The MME or the SGW may not start a Trace Recording Session if there are insufficient resources available for the recording.

If the MME or the SGW receives the Trace Session Activation during an established session (e.g. during an active PDP context), it may start the Trace Recording Session immediately. However, if any of the start triggering events occur in the MME or the SGW after receiving the Trace Session Activation, it shall start the Trace Recording Session.

When a Trace Recording Session is started, the MME or the SGW shall assign a Trace Recording Session Reference for the Trace Recording Session.

4.2.3
Starting a trace recording session - signalling based

4.2.3.1
UTRAN starting mechanisms

In an RNC the Trace Recording Session will always be the same as the Trace Session as no triggering events are defined in UTRAN. Therefore a Trace Recording Session should be started in an SRNC when the SRNC receives the CN_INVOKE_TRACE message from the Core Network and if some activities have been started on the interfaces that have been requested to be traced. If the SRNC receives a second CN_INVOKE_TRACE message from the CN with the same Trace Reference that have been received in the first CN_INVOKE_TRACE message, a new Trace Recording Session should not be started as it is already started.

The CN_INVOKE_TRACE message that is received from the Core Network (MSC Server or SGSN) contains the following information:

· Trace Reference 

· UE identity (IMSI or IMEI(SV)

· Trace Recording Session Reference

· Trace Depth for RNC

· List of interfaces for RNC

If the SRNC does not have enough resources it may not start a Trace Recording Session.

The Trace Recording Session Reference shall be the same as received in the CN_INVOKE_TRACE message.

In a DRNC the Trace Recording Session should be started when the DRNC receives the IUR_INVOKE_TRACE message. If the DRNC does not have enough resources it may not start a Trace Recording Session.

The Trace Session is activated to the RNC by sending a CN_INVOKE_TRACE message from the CN (MSC Server or SGSN). When RNC receives the CN_INVOKE_TRACE message it should immediately start a Trace Session and a Trace Recording Session according to the trace control and configuration parameters received in the CN_INVOKE_TRACE message. 

If there are not enough resources in RNC to start a Trace Recording Session, the RNC may reject to start a Trace Recording Session. However the RNC shall start the Trace Session.

In the case RNC receives multiple CN INVOKE TRACE messages for the same subscriber or equipment (e.g. simultaneous CS/PS connections):

· If the Trace Reference is equal to an existing one, a new trace session and trace recording session shall not be started;

· If the Trace Reference is not equal to an existing one, a new trace session and trace recording session may be started.

The following figure shows an example for a CS call how the Trace Session is activated to RNC. In the example it is assumed that there is no PS connection at all during the CS call.
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Figure 4.2.3.1.1: Starting a Trace Recording Session (Signalling) in UTRAN

Interaction with soft-handovers

If the subscriber or equipment, which is traced, makes a soft handover the SRNC should propagate the trace control and configuration parameters further to the DRNC by using the IUR_INVOKE_TRACE message. When the DRNC receives the IUR_INVOKE_TRACE message it should immediately start a Trace Session and a Trace Recording Session according to the trace control and configuration parameters received in the IUR_INVOKE_TRACE message. 

If there are insufficient resources in the DRNC, the DRNC may not start a Trace Recording Session.

The Trace Recording Session Reference sent by the SRNC to the DRNC shall be the same what SRNC has received in the CN_INVOKE_TRACE message from the CN. 

Interaction with Relocation

If the tracing shall continue also after the relocation has been performed, the CN Invoke Trace procedure shall be re-initiated from the CN towards the future SRNC after the Relocation Resource Allocation procedure has been executed successfully.

4.2.3.2
PS Domain starting mechanisms

In SGSN/GGSN/BM-SC a Trace Recording Session should start after the reception of a Trace Session Activation message (in SGSN it is the MAP-ACTIVATE_TRACE_MODE, in GGSN it is the GTP-Create PDP Context request or Update PDP Context request, in BM-SC it is the Diameter Gmb AAR message) and if any of the defined start triggering events occur. During the Trace Recording Session, the SGSN/GGSN/BM-SC shall record the signalling messages in the interfaces that are defined in the list of interfaces parameter. The Trace Depth parameter defines whether entire signalling messages or just some IEs need to be recorded.

The SGSN/GGSN/BM-SC may not start a Trace Recording Session if there are insufficient resources available for the recording. 

In case of an established session, the SGSN may start the Trace Recording Session immediately after the reception of the Trace Session Activation message. However, if any of the start triggering events occurs in SGSN after receiving the Trace Session activation message, it shall start the Trace Recording.

When a Trace Recording Session is started in SGSN, it shall assign a Trace Recording Session Reference for the Trace Recording Session. When the SGSN propagates the Trace control and configuration parameters to GGSN or to UTRAN (I.e. activates a Trace Session in GGSN/UTRAN), it shall include the assigned Trace Recording Session Reference in the Trace Session Activation message. When an SGSN starts a Trace Recording Session and the list of NE types parameter requires GGSN tracing, it shall send the GTP- Update PDP Context Request or Create PDP Context Request  message for activating the Trace Session to GGSN. When a GGSN starts a Trace Recording Session and the list of NE types parameter requires BM-SC tracing, it shall send a Diameter Gmb AAR message to the BM-SC in order to activate a Trace Session in the BM-SC. Also, when an SGSN starts a Trace Recording Session and the list of NE types parameter requires RNC tracing, it shall send the CN_INVOKE_TRACE message to the RNC in order to activate a Trace Session in RNC. In both cases the Trace Session and the Trace Recording Session in the receiving NE should start at the same time. 

In case of SRNS relocation the SGSN shall send the CN_INVOKE_TRACE message to the new SRNC after the successful Relocation Resource Allocation procedure. 

SGSN has to find the identity of the mobile before it activates a Trace Session towards other NE. The IMEI(SV) can be got from the Mobile by using the Identification procedure on the Iu interface.

When the SGSN sends the Trace Session activation (CN_INVOKE_TRACE) message to RNC it shall include the following parameters to the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Trace Depth (M).

· List of interfaces (O).

4.2.3.3
CS Domain starting mechanisms

In MSC Server/MGW a Trace Recording Session should start after the reception of a Trace Session Activation message (MAP-ACTIVATE TRACE MODE in MSC Server and ADD/MOD command with Trace package in MGW) and if any of the defined start triggering events occur. During the Trace Recording Session the MSC Server/MGW shall record the signalling messages in the interfaces that are defined in the list of interfaces parameter. The Trace Depth parameter defines whether entire signalling messages or just some IEs need to be recorded. 

The MSC Server may not start a Trace Recording Session if there are insufficient resources available for the recording. 

In case of an established call, the MSC Server may start the Trace Recording Session immediately after the reception of the MAP-ACTIVATE_TRACE_MODE message. However, if any of the start triggering events occur in the MSC Server after receiving the Trace Session activation message, it shall start the Trace Recording Session.

When a Trace Recording Session is started in MSC Server, it shall assign a Trace Recording Session Reference for the Trace Recording Session. When the MSC Server propagates the Trace control and configuration parameters to MGW or to UTRAN (I.e. activates a Trace Session in MGW/UTRAN) it shall include the assigned Trace Recording Session Reference in the Trace Session Activation message. 

When an MSC Server starts a Trace Recording Session and the list of NE types parameter requires MGW tracing, it shall send the ADD/MOD command with trace package to MGW in order to activate the trace in MGW. Also, when an MSC Server starts a Trace Recording Session and the list of NE types parameter requires RNC tracing, it shall send the CN_INVOKE_TRACE message to the RNC. In both cases the Trace Session and the Trace Recording Session in the receiving NE should start at the same time.

MSC Server has to find the identity of the mobile before it activates a Trace Session towards other NE. The IMEI(SV) can be got from the Mobile by using the Identification procedure on the Iu interface.

In case of SRNS relocation the MSC Server shall send the CN_INVOKE_TRACE message to the new SRNC after the successful Relocation Resource Allocation procedure. The following figure shows an example how the Trace Session is activated with CN_INVOKE_TRACE message in case of relocation.
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Figure 4.2.3.3.1: Starting a Trace Recording Session (Signalling) in CS Domain

When the new SRNC receives the CN_INVOKE_TRACE message it should start immediately a Trace Session and a Trace Recording session according to the trace control and configuration parameters received in the CN_INVOKE_TRACE message. The Trace Session shall automatically be deactivated in the old RNC when the Iu connection is released. 

When the MSC Server sends the Trace Session activation (CN_INVOKE_TRACE) message to RNC it shall include the following parameters to the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Trace Depth (M).

· List of interfaces to trace (O).

4.2.3.4
Void

4.2.3.5
Service level tracing for IMS starting mechanism

4.2.3.5.1
General

A trace recording session should start when there is an active trace session and when an appropriate start triggering event occurs. Figure 4.2.3.5.1.1 illustrates the initiation of a trace recording session at the UE, P-CSCF and S-CSCF within an originating network when any of the defined triggering events as defined in Trace Session Activation occur. When a triggering event occurs in the UE (Step 1) it includes in the outgoing SIP (service) signalling message a service level tracing Start Triggering Event (Step 2) and starts a trace recording session (Step 3). When the P-CSCF receives the SIP (service) signalling message containing the Start Triggering Event it authenticates the received Start Triggering Event (step 4) and starts its trace recording session (Step 5). The P-CSCF forwards the SIP (service) signalling message containing the Start Triggering Event to the S-CSCF (Step 7) and starts its trace recording session (Step 8).
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Figure 4.2.3.5.1.1a: Starting a Trace Recording Session within originating network

Figure 4.2.3.5.1.2 illustrates the initiation of a trace recording session at the AS, I-CSCF, HSS, S-CSCF, P-CSCF and UE within the terminating network when any of the defined triggering events as defined in Trace Session Activation occur. 

NOTE: All origination, termination and S-CSCF to CSCF procedures as described in 3GPP TS 23.228 [15] apply.
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Figure 4.2.3.5.1.1b: Starting a Trace Recording Session within terminating network

When S-CSCF#1 receives the SIP (service) signalling message containing the Service Level Tracing Start Trigger Event (step 7) it shall start a trace recording session (Step 8). Based on the service control information (step 10) S-CSCF#1 forwards the SIP (service) signalling message containing the Start Trigger Event to the Application Server (Step 11).

On reception of the SIP INVITE the Application Server adds, removes, or modifies the header contents contained in the SIP INVITE (see 3GPP TS 23.218) and proxies the SIP INVITE together with the Start Trigger Event back to S-CSCF#1 (Step 14). The Application Server also starts a trace recording session (Step 12). 

S-CSCF#1 forwards the SIP INVITE containing the service level tracing Start Trigger Event request to I-CSCF#2 (Step 15). At this point the I-CSCF starts a trace recording session Step 16).

I-CSCF#2 initiates a query to the HSS for the current location of the terminating user (UE#2) and includes in the Cx-User Location procedure the service level tracing Start Trigger Event (Step 20).

When the HSS receives the query for the current location and an associated Start Trigger Event it shall start a trace recording session (Step 19) and returns to the I-CSCF#2 the address of the current S-CSCF (S-CSCF#2) for the terminating user and the service level tracing Start Trigger Event (20).

I-CSCF#2 forwards the SIP INVITE containing the Start Trigger Event to the S-CSCF (S-CSCF#2) that will handle the session termination. When the S-CSCF receives the SIP INVITE containing the Start Trigger Event it starts a trace recording session (Step 21). 

The S-CSCF forwards the SIP INVITE containing the Start Trigger Event to the P-CSCF (P-CSCF#2). When the P-CSCF receives the SIP INVITE containing the Start Trigger Event it starts a trace recording session (Steps 24 and 25). 

The P-CSCF forwards the SIP INVITE containing the Start Trigger Event to the terminating UE (UE#2). When the terminating UE receives the SIP INVITE containing the Start Trigger Event it starts a trace recording session (Step 28).

The continuation of the termination procedures is as defined in 3GPP TS 23.228 [15].

4.2.3.5.2
Starting mechanism at the UE

For a UE that has an active trace session (see subclause 4.1.2.9.4) one or more trace recording session(s) (e.g. to allow the tracing for several different simultaneous services) shall be started when any of the defined triggering events occur at the UE, and when the condition(s) as defined by the trace control and configuration parameters within the received management operation occur.

Editor’s note: The exact OMA Device Management enabler is FFS.

A Trace recording session(s) may be initiated at an originating UE when:

1) The UE detects the initiation of the specified service to be traced. The service may be initiated either by the end user or by an application. 

The triggering events at a terminating UE include:

1) The UE detects the initiation of the specified service to be traced. The service may be initiated either by the end user or by an application. 

2) The UE detects the reception of an incoming SIP message containg the service level tracing Start Triggering Event.

A Trace recording session(s) may be initiated at a UE (both originating and terminating) when it detects a start trigger event initiated directly by the Device Management server for the purpose of allowing not only SIP information related to the service to be traced, but also information relating to the processes performed by the UE to support the initialization of the service.
Upon the detection of a triggering event the UE shall include in the appropriate outgoing SIP (service) signalling message (i.e. the outgoing signalling messages associated with the service to be traced) a service level tracing Start Triggering Event.

4.2.3.5.3
Starting mechanism at the IMS NE

For an IMS NE (i.e. S/I/P-CSCF, AS, HSS, MRF, MGCF, BGCF) that has an active trace session (see subclause 4.1.2.9) a trace recording session should be started when it receives in an incoming SIP (service) signalling message containing a service level tracing Start Triggering Event and when the information contained within the service level tracing Start Triggering Event matches the information received by the IMS NE during trace session activation. The IMS NE shall also start the recording of signalling messages in the interfaces that are defined in the list of received interfaces parameter.

An IMS NE (i.e. S/I/P-CSCF, AS, HSS, MRF, MGCF, BGCF) that receives an incoming SIP (service) signalling message containing a service level tracing Start Triggering Event should forward in an appropriate outgoing SIP (service) signalling message (i.e. outgoing signalling messages associated with the service being traced) the same service level tracing Start Triggering Event (i.e. service level tracing Start Triggering Event with the same trace reference).

When an IMS NE has an active trace session and trace recording session, and when an incoming SIP (service) signalling message is part of an existing dialog or standalone transaction and contains a service level tracing Start Trigger Event the IMS NE shall determine that an active Trace Recording Session exists and shall not start a new Trace Recording Session.

Depending on operator policy, a HSS may forward the service level tracing Start Triggering Event to an external AS (see 3GPP TS 23.218 [14]). In the case of a terminating session a S-CSCF or I-CSCF may forward the service level tracing Start Triggering Event to a P-CSCF in a visited IM CN SS. A P-CSCF shall send a service level tracing Start Triggering Event to a terminating UE.

When a P-CSCF receives a SIP (service) signalling message containing a service level tracing Start Triggering Event from a UE it shall authenticate the Start Triggering Event by comparing the information contained within the received service level tracing Start Triggering Event (see subclause 5.2) either against the information it received within the Start Trace activation message or by requesting information from the I-CSCF or S-CSCF. If the received service level tracing Start Triggering Event is authenticated by the P-CSCF it should start a trace recording session and shall forward the service level tracing Start Triggering Event in the appropriate outgoing SIP (service) signalling message.

If the authentication of the incoming service level tracing Start Triggering Event fails the P-CSCF shall not start a trace recording session and shall not forward the service level tracing Start Triggering Event in any outgoing SIP (service) signalling message. The P-CSCF should provide an indication to the Management System following the unsuccessful authentication of the service level tracing Start Triggering Event.

When an IMS NE does not have an active trace session when it receives an incoming SIP (service) signalling message that contains a service level tracing Start Trigger Event, the IMS NE shall not initiate a Trace Recording Session and should forward in an appropriate outgoing SIP (service) signalling message the same service level tracing Start Trigger Event.

4.2.3.5.4
Charging concepts for Service Level Tracing for IMS

Charging for Service Level Tracing for IMS shall be fulfilled using IMS charging mechanism as specified in TS 32.240 [19] and TS 32.260 [20]. 

It shall be possible to apply specific tariffs (e.g. zero rating) to the bearer and/or signalling traffic associated with services subjected to Service Level Tracing for IMS.

As described in subclause 4.2.3.5 an IMS NE that has an active trace session should start a trace recording session when it detects a service level tracing Start Triggering Event. An IMS NE shall also provide an indication in the generated charging information that service level tracing has been applied. 

4.2.3.6
E-UTRAN starting mechanism

In an eNB the Trace Recording Session will always be the same as the Trace Session as no triggering events are defined in eNB. The Trace Recording Session shall be started in the eNB when it receives the Trace Session activation message from MME. The trace session activation message can be included in the Bearer Setup Request message or can be a standalone Trace Session Activation message.

4.2.3.7
EPC starting mechanisms

In MME / SGW  a Trace Recording Session should start after the reception of a Trace Session Activation message and if any of the defined start triggering events occur. During the Trace Recording Session, the MME/ SGW shall record the signalling messages in the interfaces that are defined in the list of interfaces parameter. The Trace Depth parameter defines whether entire signalling messages or just some IEs need to be recorded.

The MME/SGW may not start a Trace Recording Session if there are insufficient resources available for the recording. 

In case of an established session, the MME may start the Trace Recording Session immediately after the reception of the Trace Session Activation message. However, if any of the start triggering events occurs in MME after receiving the Trace Session activation message, it shall start the Trace Recording Session.

When a Trace Recording Session is started in MME, it shall assign a Trace Recording Session Reference for the Trace Recording Session. When the MME propagates the Trace control and configuration parameters to SGW or to E-UTRAN (I.e. activates a Trace Session in SGW/eNB), it shall include the assigned Trace Recording Session Reference in the Trace Session Activation message. When an MME starts a Trace Recording Session and the list of NE types parameter requires SGW tracing, it shall send a Trace Session Activation message to SGW via S11 interface. 

Also, when an MME starts a Trace Recording Session and the list of NE types parameter requires eNB tracing, it shall send theTrace Session Activation message via the S1 interface to the eNB in order to activate a Trace Session in eNB. In both cases the Trace Session and the Trace Recording Session in the receiving NE should start at the same time. 

4.2.4
Stopping a trace recording session - management based

4.2.4.1
UTRAN stopping mechanisms

Editor's Note: The Trace Recording Session in the RNC shall be stopped when the last connection, which belongs to the traced subscriber/mobile, is released.

4.2.4.2
PS Domain stopping mechanisms

In SGSN, GGSN and BM-SC a Trace Recording Session shall be stopped when any of the defined stop triggering events occur. If Trace Session deactivation is received during the Trace Recording Session, the SGSN is allowed to finish tracing of the on-going procedures (e.g. session). In this case the Trace Recording Session shall be stopped between the reception of the Trace Session deactivation and the appropriate stop-triggering event.

The following figure illustrates the successful case in tracing a PDP context when a Trace Recording Session is stopped.
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Figure 4.2.4.2.1: Stopping a Trace Recording Session for a PDP Context (Management Based) - PS domain

The following figure illustrates the successful case in tracing a MBMS context when a Trace Recording Session is stopped.
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Figure 4.2.4.2.2: Stopping a Trace Recording Session for a MBMS Context (Management Based) - PS domain

4.2.4.3
CS Domain stopping mechanisms

In MSC Server a Trace Recording Session shall be stopped when any of the defined stop triggering events occur. If Trace Session deactivation is received during the Trace Recording Session, the MSC Server is allowed to finish tracing of the on-going procedures (e.g. calls). In this case the Trace Recording Session shall be stopped in MSC Server between the reception of the Trace Session deactivation and the appropriate stop-triggering event.

The following figure illustrates the successful case in tracing a call and the time of stopping a Trace Recording Session.
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Figure 4.2.4.3.1: Stopping a Trace Recording Session (Management Based) - CS domain

4.2.4.4
IP Multimedia Subsystem stopping mechanisms

Editor's Note: For further study.

4.2.4.5
E-UTRAN stopping mechanisms

The Trace Recording Session in the eNodeB shall be stopped when the call/session is ended in the cell under trace or the call/session is haneded over to another cell. If the Trace Session is deactivated at a time when there are ongoing sessions the trace recording session may be stopped immediately or gracefully when the session ends.
4.2.4.6
EPC Domain stopping mechanisms

In MME and SGW a Trace Recording Session shall be stopped when any of the defined stop triggering events occur. If Trace Session deactivation is received from its EM during the Trace Recording Session, the MME and the SGW are allowed to finish tracing of the on-going procedures (e.g. session). In this case the Trace Recording Session shall be stopped between the reception of the Trace Session deactivation and the appropriate stop-triggering event.

4.2.5
Stopping a trace recording session - signalling based

4.2.5.1
UTRAN stopping mechanisms

In an RNC the Trace Recording Session will always be the same as the Trace Session as no triggering events are defined in UTRAN. Therefore a Trace Recording Session shall always be stopped in an RNC when the RNC deactivates the Trace Session. For more information on Trace Session deactivation in UTRAN see subclause 4.1.4.2.

4.2.5.2
PS Domain stopping mechanisms

A Trace Recording Session shall be stopped when the SGSN/GGSN/BM-SC detect any of the stop triggering events. 

However, if a SGSN receives a Trace Session deactivation either from its EM (in case of tracing roaming subscribers) or from HSS (in case of tracing home subscribers) during an ongoing Trace Recording Session, it may stop it immediately or at any time until the occurrence of an appropriate stop-triggering event.

A GGSN shall stop a Trace Recording Session when it receives a Trace Session deactivation message (GTP- Update PDP Context Request and Trace Activity Control is set to Trace Deactivation )from the SGSN or at any time until the occurrence of an appropriate stop-triggering event.

A BM-SC shall stop a Trace Recording Session when it receives a Diameter Gmb STR message from the GGSN or at any time until the occurrence of an appropriate stop-triggering event.

When a Trace Recording Session is stopped in a SGSN, the SGSN shall send a Trace Session deactivation message to the NEs where tracing was required, as defined in the "List of NE types" configuration parameter, received in the Trace Session activation message. The Trace Reference, used for the deactivation procedure, shall be the same as used in the SGSN for the activation of the Trace Session.

The following figure illustrates a successful case in tracing a PDP context, when a Trace Recording Session is stopped. (Reference 3GPP TS 23.060 [6].)
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NOTE:
The activation to SGSN can come from EM-SGSN (in the figure just EM) or from the HSS.

Figure 4.2.5.2.1: Stopping a Trace Recording Session for a PDP Context (Signalling based) - PS domain

The following figure illustrates a successful case in tracing a MBMS context, when a Trace Recording Session is stopped. (Reference 3GPP TS 23.246 [9].)
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Figure 4.2.5.2.2: Stopping a Trace Recording Session for a MBMS Context (Signalling based) - PS domain

4.2.5.3
CS Domain stopping mechanisms

A Trace Recording Session shall be stopped when the MSC Server and MGW detect any of the stop triggering events. 

However, if a MSC Server receives a Trace Session deactivation either from its EM (in case of tracing roaming subscribers) or from HSS (in case of tracing home subscribers) during an ongoing Trace Recording Session, it may stop it immediately or at any time until the occurrence of an appropriate stop-triggering event.

A MGW shall stop a Trace Recording Session when it receives a MOD command with trace package (indicating Trace Deactivation) from the MSC Server or at any time until the occurrence of an appropriate stop-triggering event.

When a Trace Recording Session is stopped in a MSC Server, the MSC Server shall send a Trace Session deactivation message to the NEs where tracing was required, as defined in the "List of NE types" configuration parameter, received in the Trace Session activation message. The Trace Reference, used for the deactivation procedure, shall be the same as used in the MSC Server for the activation of the Trace Session.

The following figure illustrates a successful case in tracing a call, when a Trace Recording Session is stopped. (Reference 3GPP TS 23.205 [7] and 3GPP TS 23.108 [8].)
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Figure 4.2.5.3.1: Stopping a Trace Recording Session (Signalling based) - CS domain

4.2.5.4
Void

4.2.5.5
Service level tracing for IMS stopping mechanism

4.2.5.5.1
General

The following figure illustrates the stopping of a trace recording session at the UE, P-CSCF, S-CSCF, I-CSCF and HSS (Steps 13 to 22) following the unsuccessful attempt of an IP multimedia subsystem procedure. For clarity purposes the starting of trace recording sessions are also illustrated (steps 1 to 12). In the case where the HSS is unable to fulfil a Diameter User location query from the I-CSCF (see 3GPP TS 29.228 [16]), the HSS shall return to the I-CSCF a permanent failure in the Diameter location query response (Steps 13 and 15). At this point the HSS and the I-CSCF shall stop their trace recording sessions (Steps 14 and 16). On reception of the SIP Final Response containing the permanent failure status code the S-CSCF, P-CSCF and UE stop their trace recording sessions (Steps 17 to 22). 
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Figure 4.2.5.5.1.1: Stopping a Trace Recording Session following the unsuccessful attempt of an IP multimedia subsystem procedure
4.2.5.5.2
Stopping mechanism at the UE

A UE (both originating and terminating) shall stop a trace recording session immediately following:

1) The termination of an IP multimedia subsystem procedure (as defined in 3GPP TS 23.228 [15]). For example, when a successfully established IP multimedia subsystem session ends, or upon a SIP Final Response message (2xx, 3xx, 4xx, 5xx and 6xx response codes).
2) The detection of a stop-triggering event (e.g. time expiry period) as defined by the trace control and configuration parameters within the received management operation.

3) The detection of a stop-triggering event originating directly from the Device Management server for a specific Trace Recording Session(s).

Depending on Operator conditions, when a UE receives from the Device Management server a request to deactivate the management operation it shall either:

1) Continue the Trace Recording Session (s) until it ends gracefully; or

2) Stop the Trace Recording session (s) immediately.
In all cases, the UE shall deactivate the Trace Session (s) immediately at the end of the Trace Recording Session(s).
When a UE receives a request to deactivate the management operation no new Trace Recording sessions shall be initiated.
4.2.5.5.3
Stopping mechanism at the IMS NE

An IMS NE (i.e. S/I/P-CSCF, AS, HSS, MRF, MGCF, BGCF) shall stop a trace recording session immediately following:

1)
The termination of an IP multimedia subsystem procedure (as defined in 3GPP TS 23.228 [15]). For example, when a successfully established IP multimedia subsystem session ends.
2)
The detection of a stop-triggering event (e.g. time expiry period) as defined in the Trace Session Activation message.
When an IMS NE receives a Trace Session deactivation during an ongoing Trace Recording Session, it may stop the Trace Recording Session immediately or at any time until the occurrence of an appropriate stop-triggering event.

4.2.5.6
Service level tracing Trace session deletion and trace retrieval

As described in clause 4.1.4.6.3, Trace Session deactivation shall be initiated from the Device Management Server. Following the completion of any trace recording sessions at the UE and during the subsequent deactivation of the Trace Session, the UE shall indicate to the Device Management server that Trace Records are available for retrieval. 

Once the Trace records have been retrieved the management object may be deleted from the UE.

Editor’s note: Detailed description of the processes involved with the removal of the management operation from the UE is FFS.
4.2.5.7
E-UTRAN stopping mechanisms

In an eNB the Trace Recording Session will always be the same as the Trace Session as no triggering events are defined in E-UTRAN. Therefore a Trace Recording Session shall always be stopped in an eNB when the eNB deactivates the Trace Session. For more information on Trace Session deactivation in E-UTRAN, see subclause 4.1.4.8.

4.2.5.8
EPC Domain stopping mechanisms

A Trace Recording Session shall be stopped when the MME/SGW detect any of the stop triggering events. 

However, if an MME receives a Trace Session deactivation either from its EM (in case of tracing roaming subscribers) or from HSS (in case of tracing home subscribers) during an ongoing Trace Recording Session, it may stop it immediately or at any time until the occurrence of an appropriate stop-triggering event.

When a Trace Recording Session is stopped in an MME, the MME shall send a Trace Session deactivation message to the NEs where tracing was required, as defined in the "List of NE types" configuration parameter, received in the Trace Session activation message. The Trace Reference, used for the deactivation procedure, shall be the same as used in the MME for the activation of the Trace Session.
	Next Modified Section


Annex X (normative):
Trace failure notification file XML schema
<?xml version="1.0" encoding="UTF-8"?>

<!--

  3GPP TS 32.422 Trace

  Trace failure notification file XML schema

  traceFailureNotification.xsd

-->

<schema

  targetNamespace=

"http://www.3gpp.org/ftp/specs/archive/32_series/32.422#trace"

  elementFormDefault="qualified"

  xmlns="http://www.w3.org/2001/XMLSchema"

 xmlns:tr=

"http://www.3gpp.org/ftp/specs/archive/32_series/32.422#trace"

  xmlns:xe=

"http://www.3gpp.org/ftp/specs/archive/32_series/32.305#notification" 

>
  <import 

    namespace=

"http://www.3gpp.org/ftp/specs/archive/32_series/32.305#notification"

  />

  <!-- XML types specific for trace failure notifications -->

<complexType name="TraceReference">
  <choice>
    <element name="MCC" type="string" />

    <element name="MNC" type="string" />

    <element name="TRACE_ID" type="integer" />

  </choice>

</complexType>
<complexType name="NotifyTraceRecordingSessionFailure">

  <complexContent>

    <extension base="xe:Notification">

    <sequence>

      <element name="body">

        <complexType>

          <sequence>

            <element name="TraceRecordingSessionReference" type="integer" minOccurs="0"/>

            <element name="TraceReference" type="integer"/>

            <element name="Reason" type="string" minOccurs="0"/>

          </sequence>

        </complexType>

      </element>


    </sequence>

    </extension>

  </complexContent>

</complexType>

<element name="NotifyTraceRecordingSessionFailure" type="tr:NotifyTraceRecordingSessionFailure"/>

</schema>
	End of modifications
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