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================= START OF CHANGE ==================
Annex A (normative):
Key Derivation Function definition

A.1
Platform specific key (Ks_local_device): Ks_local_device key derivation in key establishment

The description of this key derivation function KDF and input parameter encoding can be found in TS 33.220 [3]. The key derivation function KDF in this document shall be implemented as defined in TS 33.220 [3].

A.2

Input parameters for Ks_local_device key derivation

In the key establishment between a UICC Hosting Device and a Remote Device, the input parameters for the key derivation function shall be the following:

-
FC = 0x01,

-
P0 = Device_ID,

-
L0 = length of Device ID is variable (not greater than 10 octets),

-
P1 = B-TID,

-
L1 = length of B-TID is variable (not greater than 65535),

-
P2 = NAF_ID,

-
L2 = length of NAF_ID is variable (not greater than 65535).

The input parameter Key to the key derivation function defined in TS 33.220 [3] shall be the Ks_ext_NAF or the Ks_NAF key.


================= END OF CHANGE ==================
================= END OF CHANGE ==================
================= START OF CHANGE ==================
G.2
GBA_U NAF Derivation procedure

This procedure is part of the Procedures using bootstrapped Security Association as described in clause 5.3.3

The ME sends NAF_ID and IMPI to the UICC. The UICC then performs Ks_ext_NAF and Ks_int_NAF derivation as described in clause 5.3.2. The UICC uses the RAND and Ks values stored from the previous bootstrapping procedure. The UICC returns Ks_ext_NAF to the ME and stores Ks_int_NAF and associated B-TID together with NAF_Id.

In case that the UICC does not have enough storage available for the generated Ks_int_NAF and associated parameters, the UICC shall overwrite an existing Ks_int_NAF entry (Ks_int_NAF and associated parameters). To determine the Ks_int_NAF to overwrite, the UICC shall construct a list of Ks_int_NAF entry numbers by storing in the list first position the entry number of the last used or derived Ks_int_NAF and by shifting down the remaining list elements. The last Ks_int_NAF entry number in this list corresponds to the Ks_int_NAF to overwrite when the UICC runs out of free records.

 If an existing Ks_int_NAF entry in use is overwritten, the application Ks_int_NAF shall not be affected (e.g. in case a Ks_int_NAF was put into use as an MBMS MUK key, the MUK key shall continue to be available for the MBMS application).

NOTE:
A previous GBA_U Bootstrap needs to be undertaken before. If Ks is not available in the UICC, the command will answer with the appropriate error message. 

The input parameters IMPI and the FQDN part of NAF_ID shall be encoded as specified in Annex B.2.1 of TS 33.220 [3] .
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Figure G.2: GBA_U NAF derivation procedure
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