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	In order to avoid security risks due to misconfigured (or too-wide configured) network settings it is important to make it possible to add additional control on the UE for authorization of GBA push messages.  

The additional risk for the UE is due to the fact that the UE is unable to check the validity of the NAF-name inserted in the GBA push message (Upa) and has to trust that the pNAF has been properly authenticated and authorized by the BSF. All Zpn- request parameters shall be checked properly before a Zpn-request shall be accepted by that BSF.

One of the situations where the Push-NAF could insert a false FQDN of the Push-NAF in the Zpn-request is a situation whereby the authorization checking in the BSF for the push NAFs FQDN is performed on the basis of a part of the NAF FQDN name behind a Zn-proxy, e.g., "*. thirdPartyoperator.com" or "*.Munich.operator.com", and the Zn-proxy does not sufficiently check the Push-NAF's FQDN fully. In the Zn-proxy case a trust chaining takes place i.e. the BSF in the home network trusts the Zn-proxy of a Serving Network to perform accurate FQDN checking. 

Note that this risk does not exist for the UE-initiated GBA as the NAF FQDN is implicitly checked during the key derivation at the UE as the UE uses the NAF FQDN as seen on Ua. For push messages this is not necessarily true as the message routing (Upa) may solely be based on the target address, and the UE would not necessarily initiate uplink communication to verify the initiating pNAF-name before accepting finally the Upa-message.
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================= START OF CHANGE ==================
4.3.4
Requirements on UE

In addition to the UE requirements in clause 4.2.4 of TS 33.220 [1] the following requirements apply: 

-
The UE shall be able to store and handle NAF SAs.

-
A GBA aware ME, TS 33.220 [1], shall support GBA-Push as well as GBA_U and GBA-ME. 
-
The UE may implement an authorization mechanism to authorize incoming GBA Push messages.
NOTE:
The GBA Push message authorization mechanism can be based on white or black lists of FQDN names of the Push-NAFs.
================= END OF CHANGE ==================
================= START OF CHANGE ==================
4.3.7
Requirements on Reference Point Zpn and Zpn'

The requirements for reference point Zpn are:

-
Mutual authentication, confidentiality and integrity shall be provided.

-
If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zpn reference point shall be secured according to NDS/IP, TS 33.210 [3].

-
If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zpn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [4].

NOTE 1:
Annex E of TS 33.220 [1] specifies the TLS profile that shall be applied.

-
A Web Services based Zpn/Zpn' reference point shall be secured using TLS as specified in RFC 2246 [4];

NOTE 2:

Annex E of TS 33.220 [1] specifies the TLS profile that shall be applied.

-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS.

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname corresponding to the use over Upa reference point. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN seen by UE on Upa reference point. 

NOTE 3:
This requirement is a modified requirement from [1] that has been adapted for the GBA Push purpose.
NOTE x:
Due to the fact that the UE may be unable to verify the pNAF FQDN, it is important to strictly check the pNAF FQDN-name in the network in the Zpn-proxy. A too loose checking of the pNAF FQDN name e.g. by verification of only part of the FQDN, may give rise to misuse by pNAFs.
-
The BSF shall be able to send the requested key material to the NAF.

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zpn.

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for.

NOTE 4:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis. 

-
Whether private subscriber identity, i.e. IMPI, may be sent to the NAF.

-
Whether a particular USS may be sent to a NAF.

-
If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF.

-
It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber's GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zpn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible to configure the BSF in such a way that no USS is required for the requesting NAF.

NOTE 5:
For more information on the local policy usage, see Annex J of TS 33.220 [1].

-
The NAF shall be able to request the life-time that a NAF SA should have. The key lifetime sent by the BSF over Zpn shall indicate the expiry time of the key.

NOTE 6:
This does not preclude a NAF to refresh the NAF SA before the expiry time according to the NAF's local policy.

NOTE 7:
If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zpn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).

-
NAF shall be able to indicate to BSF the protocol identifier of Ua security protocol for which it requires the key material (cf. Annex H of TS 33.220 [1]).
-
The NAF shall be able to indicate the user identity to the BSF. Both public and private identities shall be allowed.

Editor's NOTE: It is ffs where/how the mapping from public to private identities shall take place.

NOTE 8:
The requirements for reference point Zpn are based on the Zn-reference point requirements as described in TS 33.220 [1].

-
The NAF shall be able to indicate whether GBA_ME or GBA_U shall be used.
================= END OF CHANGE ==================
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