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Abstract of document:

The TR identifies special security threats of H(e)NB and study the countermeasures to these threats. 
The study includes, but is not limited to, threat analysis of H(e)NB, mutual authentication and security protection between H(e)NB and rest of network, maintenance of the security context between H(e)NB and rest of network, security requirements on the H(e)NB, provisioning of security credentials on the H(e)NB, security solution for verifying the location of the H(e)NB etc. 
Changes since last presentation to TSG SA:
This is the first time the TR is presented to TSG SA.
Outstanding Issues:

It is ffs whether there is a substantial amount of either specific HNB or HeNB issues and whether significantly different security solutions would be needed for these two cases. 
It is ffs what would be the correct level of abstraction for the contents of "Track of decisions"-section.

Some definitions and some security requirements may have to be reviewed by SA1.
In the system architecture clause (Clause 4), related work on other working groups should be taken into account, e.g. RAN3 (see LS S3-080147).

In clauses 4.2 and 4.3 on system architecture, ciphering termination (in H(e)NB and not in H(e)NB) and security implications of collapsing certain Core networks (e.g. SGSN or GGSN) in the HNB are under study. It is also ffs where a firewall could be placed and who controls these entities. 

In clause 5 on Threat analysis it has to be checked whether there is any bias in the threat formulation with respect to the implementation in the future.

In clause 5.1 on Common Threats it has to be decided whether a combination of a removable and onboard token is needed. In the case of UICC, mutual authentication between H(e)NB and Security Gateway is ffs. User privacy solutions should not interfere with the identity confidentiality mechanisms provided by the core network.

In clause 7 on Authentication:
Binding of authentication is ffs. The term AKA credential used may undergo revision by SA3 if necessary. It is ffs whether a description of how to implement the storage of the credentials in the device is needed. It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated. It is FFS if variants with the initial enrolment based on vendor certificates and the further authentications based on operator certificates might be possible. It is ffs to define how a list of trusted root certificates or cross-certification by the vendor CA is used to authenticate the SGW. It is ffs how to handle certificate management for authorized changes. It is ffs if certificate revocation is needed. It is ffs how long the expiry times of certificates may be and how to handle expired certificates. It is ffs how to cryptographically bind the two authentications. It is ffs how an available trusted environment can cause synergy effects.

Contentious Issues:

Usage of UICC.
