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This document specifies the security architecture, i.e., the security features and the security mechanisms for the evolved packet system (EPS) and the security procedures performed within the evolved packet system including the evolved packet core (EPC) and the evolved UTRAN (E-UTRAN).
Changes since last presentation (SA#39):

The following issues have been completed or progressed:

· Most of the necessary parameters lengths have been decided in order for ETSI SAGE to define the input and output parameters for the EPS confidentiality and integrity algorithms.

· Key derivation functions were specified.

· AS and NAS algorithm negotiation has been defined.

· The exception list of non integrity protected AS and NAS messages would be maintained by CT1 and RAN2. Related requirements were sent to them.

· Network domain security for EPS was further progressed.

· A mechanism for providing forward security between eNBs has been defined.

· Recommendations when to run AKA in inter-RAT handover to E-UTRAN was added.

· Requirements on the exchange of authentication data were added.

· Key handling in various EMM states was progressed.

· Security context selection on intersystem mobility between E-UTRAN and GERAN/UTRAN has been clarified

Outstanding Issues:

The following issues are outstanding:

· Further impacts of the mechanism for providing forward security between eNBs may need to be taken into account (RAN groups)

· Further changes may be needed depending on how CT4/SA1 decide to handle interworking with pre-R8 HSS

· Key freshness of the different EPS keys in various mobility scenarios needs further work.

· SA3 needs to review exception lists of non protected NAS and AS Messages in cooperation with RAN2 and CT1.

· Further work on eNB security requirements and, possible implementation guidelines is needed.

Contentious Issues:

None.
