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1
Opening of the meeting

The SA WG3 Chairman, Valtteri Niemi (Nokia) opened the meeting which was hosted by DoCoMo Euro Labs in Munich, Germany. Anad Prasad welcomed delegates and provided the domestic arrangements for the meeting.
2
Agreement of the agenda and meeting objectives

S3‑070719 Draft Agenda of SA WG3#49 meeting. This was introduced by the SA WG3 Chairman.

Meeting objectives:

· Allow enough time for the high priority Rel-8 items. In both of the high priority areas there are also requests from other WGs for early handling of some areas (RAN2 for SAE/LTE and CT4 for common IMS). Another request for early handling is from RAN3 on Rel-7 CR’s on Iub multicast and MBMS. Common IMS and spam should be dealt with on Wednesday. The goal is to begin again with SAE/LTE security in technical work areas. Then IMS security items that do not benefit from being handled in the joint session will be handled. MBMS should also be handled before Wednesday.

There were no comments and the draft agenda was approved.

2.1
IPR Call Reminder


The chairman made the following call for IPRs, and asked ETSI members to check the latest version of ETSI's policy available on the web server:

	The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:.

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).


3
Assignment of input documents

The allocation of documents to their respective agenda items was reviewed and the document list updated accordingly.
4
Meeting reports

4.1
Approval of the report of SA3#48 meeting

S3‑070741 Draft Meeting Report of SA WG3 meeting #48
In 6.14 it was pointed out that 256-bit key algorithms will not be used from day one. This was amended and the report was uploaded as in S3-070828. The report was approved with this modification.
Actions from the meeting:

· AP-48-01:
Dionisio Zumerle and Alex Leadbeater clear out the issue of the correction CR to TS 33.107.
The action was done, the AP is closed.
· AP-48-02:
Natasha to arrange for the agenda item 4.1 (SA3 WI) to be presented during the joint meeting with in Munich.
Eric will present something as Natasha is absent. AP is closed.
· AP-48-03:
Rolf Blom to chair email discussion on Ks operational model
The action is done although there was no conclusion on the email exploder.
· AP-48-04:
Monica Wifvesson to initiate process of registration with IANA the XML schema definition proposed in S3-070544
3GPP has been allocated a number space so the action is proceeding.
· AP-48-05:
Charles Brookson ensure there is answer to S3-70649 for SA September Plenary
This was done, AP is closed.
4.2
Report from SA#37
S3‑070720 Chairman's report from SA#37 to SA3
All SA3 submitted documents were treated positively at the SA#37 plenary meeting in Riga, Latvia, 17-20 September 2007. The main points with impact to SA3 are:

1. All SA3 CR’s were approved and only one set had to be modified. The modification was done in the triple CR (Releases 99, 4 and 5) about A5/2 removal. The difficulty was found with the last sentence of the changed text: “No other A5 algorithms shall be supported in mobile stations.” This was interpreted to exclude support of A5/3 from terminals that comply with these earlier releases. Therefore, the CR’s were approved with this last sentence removed (SP-070671). As a related activity, the MCC was tasked to create “dummy” specifications of A5/3 (containing only references to later releases) in releases 99, 4 and 5. 
2. Triple CR (Releases 5, 6 and 7) to 33.203 about “Authentication failure handling in IMS” (SP-070595) was also agreed because CT4 (and CT plenary) had acknowledged the need for these changes. It should be studied whether these changes also apply to the new text added in Release 8 by the CR “Update to procedures to allow SIP Digest and TLS in IMS” (SP-070602 = S3-070635).
3. The CR on “Miscellaneous corrections to the specification of the A5 algorithm in the 8-PSK case” (S3-070534) was approved “as is” but it was noticed that the CR modified several references to other specifications without modifying the “References” section of the TS 43.020 that SA3 has to fix.

There was some discussion on how to treat this action for SA3: it was decided that as there is no Rapporteur, a volunteer should try and understand the length of the job. This will be discussed in 6.6.
4. The study item on “Remote management of USIM application on M2M Equipment” was approved essentially in the improved form submitted to the meeting by seven companies (SP-070635). There was a lively discussion, though, and some advice was given to us: we should remember that SAE/LTE security work has much higher priority than this study and we should also study ISIM effects. It was commented that there is an activity going on in GSMA about a new UICC format which may be relevant for our study. Motorola was added as a supporting company in the final version of the SID (SP-070702).

5. In the SAE/LTE area, the main worry seemed to be in making sure that the SAE/LTE schedules are not slipping because of e.g. other release 8 features or very large scope of SAE. The end result of these discussions was captured in SP-070685 which includes also a list of the top priority functionality in SAE/LTE. 
6. There has been quite a lot of progress in the area of Common IMS. Recommendations for specification transfer from TISPAN to 3GPP (based on the experience from SA1 and TISPAN WG1) can be found in SP-070650. There is also an LS sent to many groups, including SA3 (SP-070696). 3GPP is going to have a joint meeting with 3GPP2 in January 2008 (SP-070666);

7. Issues of interest in SA1 area:

 - TR 22.948 on "Study of Requirements of IMS Convergent Multimedia Conferencing" was approved (SP-070575). It contains a specific “PIN security feature”;
 - TR 22.937 “Requirements for service continuity between mobile and WLAN networks” was submitted for information with lots of references to security (SP-070577). TR 22.812 on “Study into Network Selection Requirements for non-3GPP Access” was also submitted for information with some security-related text included (SP-070647);

 - Many new WID’s were approved containing at least hints to some security aspects (see SP-070691, SP-070570, SP-070572, SP-070692, SP-070574, SP-070651)
8. Issues of interest in SA2 area:

 - The two SAE architecture specs were submitted for information. These are 23.401 “GPRS enhancements for E-UTRAN access” (SP-070551) and 23.402 “Architecture Enhancements for non-3GPP accesses” (SP-070552). Both of these contain extensive referencing to various security features.

9. Issues of interest in SA4 area:

 - SA4 have done what we wanted for MBMS service capabilities (see SP-070626 for their Rel-6 CR 105 and SP-070630 for a Rel-7 CR).

10. Issues of interest in SA5 area:

 - TR 32.820 “Study on Charging Aspects of 3GPP System Evolution” was submitted for information (SP-070622). It may be relevant from security point of view. 
11. Issues of interest in RAN area:

 - CR’s on support of IP Multicast over the Iub interface were submitted to RAN and the conclusion was that a potential threat could exist with the security on the transport. As a way forward RAN agreed to approve the CRs in principle and wait for review by SA3. The related documents are RP-070683 (discussion paper) and RP-070721 (proposed CR’s).

 - RAN4 is still in the study phase for the concepts of Home NodeB / eNodeB (from radio point of view). They have also sent an LS to several WG’s, including SA3.
12. Issues of interest in CT area: 

 - CT has approved a CR that removes explicitly the possibility to indicate support of A5/2 in Rel-7 version of 24.008 (CP-070582).

13. Issues of interest in GERAN area:

 - GERAN has decided not to approve start of a study on the GSM Direct Mode Operation, one reason being lack of sufficiently detailed background information on security aspects. There is also on related reply LS Cc to SA3 (SP-070554).

14. The target completeness date for the SAE/LTE (including all of stage 3) is December 2008. The target completeness date of Release 8 is identical to the SAE/LTE date. The target dates for Stage 1 and stage 2 are, respectively, December 2007 and June 2008.

15. The MCC specification manager proposed to abandon a few “hanging” documents, currently in draft status, that seem not have progressed at all during the work in latest releases (see SP-070525). Several of these documents are under SA3 responsibility (33.201, 33.900, 33.903 and 33.941) and there has not been any progress with these documents in the past few years. Therefore, SA#37 decided to stop those documents as proposed by the MCC spec manager.
This was discussed and 33.201 will be proposed to be abandoned.

The report was approved.
4.3
Report from SA3-LI

Alex Leadbeater gave a verbal report of Lawful Interception issues. There are no major issues.
S3-070787 Reply LS on Lawful Intercept Interworking with Bearer Redirection

Alex Leadbeater presented the LS. SA3-LI has discussed the LS from SA3 and would provide the following feedback:

· In general there is no objection that CT4, as all other 3GPP groups, continue to optimise architectural configurations. LI can, and will, not interfere with basic network architectures.

· The responsibility for the functional LI requirement will be on the whole provider’s domain. However, the provider can only be required to deliver information that is available within its domain.

· SA3-LI asks CT4 to provide, if seen needed, clarifications on the association between network nodes and operators for the figures given in the LS in C4-070747.

There were no objections and the LS was noted.
5
Reports and Liaisons from other groups

5.1
3GPP working groups
S3-070781 LS on New WI and TR for Diameter-based protocols usage and recommendations in 3GPP

Yang Mei presented the LS. CT give the following recommendations to CT3 on the New WI and TR for Diameter-based protocols usage in 3GPP:

· Final recommendations for the usage of Diameter should represent common and harmonized views within 3GPP and thus agreeable and applicable for all.

· The general communication path with IETF is based on contributions by individual member directly to the related IETF group. In addition Hannu Hietalahti (3GPP – IETF Liaison Officer) kindly proposed to inform IETF and IETF DIME group of the start of this activity within 3GPP.

The LS was noted.

S3-070791 LS on New WI and TR for Diameter-based protocols usage and recommendations in 3GPP

Yang Mei presented the LS.

CT3 has agreed and CT4 has endorsed a new Work Item to create a common set of principles, rules and recommendations across 3GPP WGs to ensure Diameter-based interfaces have the same treatment for release control and generating new applications-id, also to address in a unified manner the use/re-use of AVPs, and other Diameter BASE related recommendations. 

This will be documented in a new TR in CT3.

To achieve a maximum benefit from this work it is strongly recommended that all 3GPP Diameter-based protocols follow these resultant recommendations.

The LS was noted.

5.2
IETF

No input.
5.3
ETSI SAGE

No major issues.
5.4
GSMA

Charles Brookson gave a report on the GSMA Security Group activities.

In January 2007 a group of self styled “security enthusiasts” established the “A5 Cracking Project”, with the goal of designing and building affordable equipment that can crack A5/1. The project seeks to build on previously announced theoretical attacks against A5/1, and also aims to exploit the academic attack against A5/2 that was published in 2003 and that led to the industry decision to withdraw the algorithm. 

The backers of the project have publicly called for volunteers to contribute to the work by contributing expertise, information and money. The project is described in more detail at http://wiki.thc.org/cracking_a5, and consists of a number of phases. The first is to understand the status of various A5 hacking initiatives, the second is to crack A5/2 on a practical level, the third is to launch a practical attack against A5/1 using previously published academic papers, and the final phase will seek to identify new ways of attacking A5/1. 

A second, related initiative called the GSM Software Project has also been launched.  The goal of this project is to develop a GSM scanner for under US$1,000.  The introduction and use of femtocells has made this a more likely possibility.

Both projects are supported by The Hackers Choice, which in its own words is “a non-commercial group of computer experts focusing on practical and theoretical computer security … the group fosters independent research not driven by commercial interests and paradigms”.

GSMA has carried out an analysis of the claims, and will be producing internal briefing documents. We have received favourable replies on upgrading to A5/3 both in the infrastructure and mobiles, and are following up the details

Other issues that have been discussed are Regional Theft Guard, outsourced IMEI security, Mobile Malware (SG has a special task force looking at these issues), and regional theft guard.

The next meeting will be 26-7/11/07 in London. Meetings in 2008 will be January 08 (Possible Dubai), 27-8/05, 16-7/09 and 18-9/11.
5.5
3GPP2

No news of impact to SA3.
5.6
OMA

No input.
5.7
TR-45 AHAG
No input. 
· AP-49-01: Valtteri Niemi to check with Frank Quick on status of specifications under joint control of SA3 and TR-45 AHAG.
5.8
TCG

Silke Holtmanns gave an update. TCG published the spec during the June and the official launch was in iX-Conference (as a part of Communic Asia) in Singapore in July. It has been indicated that some companies already are studying the specification very closely and seriously. The initial feedback has been very positive.

The next intended steps are to get the improvement ideas and feedback for the specification, continue its communication (next session in RSA Europe, London) and making the conclusion and spec work done for compliance testing guidelines and conformance specification. https://www.trustedcomputinggroup.org/specs/mobilephone
5.9
Other groups

There is some activity of interest on the subject of interworking with non-3GPP networks from IEEE. An LS will be discussed during the meeting (S3-070699). 
6
Work areas
The group went through the documents submitted, allocated as per work areas.
6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

Issues discussed during joint meeting with TISPAN WG7 (see item 7).
6.1.2
Security for early IMS

Issues discussed during joint meeting with TISPAN WG7 (see item 7).
6.1.3
Security Requirements in Support of Cable Deployments
Issues discussed during joint meeting with TISPAN WG7 (see item 7).
6.1.4
Security enhancements for IMS

Issues discussed during joint meeting with TISPAN WG7 (see item 7).
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

No input in this meeting.
6.3
Network domain security: IP layer (NDS/IP)

S3-070761
Specifications including TLS and IPsec/IKE in 3GPP Rel-7

Marc Blommaert presented the contribution, which provides an overview of 3GPP specifications (section 2) that include support for profile IPsec, TLS and certificate handling.
It was agreed to accept to align with the OMA TLS profile, while it is for ffs if this should be checked against the WiMAX Forum or other.
It was decided that the contribution is agreed on the principle, while the summary is not an exhaustive list of the harmonisation that should be done and this will be further specified through CR's.
6.4
Network domain security: Authentication Framework (NDS/AF)

No input.
6.5
UTRAN network access security

S3-070727
UTRAN key management enhancements

Rolf Blom presented the contribution. The WID proposes to start a study on UTRAN key management enhancements. The schedule was deemed to be a bit aggressive so it was decided to delay it of a meeting (3 months later).
There was some discussion on the justification of the work item, and it was questioned whether it would be beneficial to impact legacy systems, especially for terminals.
It was also pointed out that the UICC box should be "don't know" rather than "no" as the key derivation might have possible impact.

The Objective was also discussed. It was agreed that it will be added "to increase the security level of E-UTRAN" before "to ensure that [...]". It was also agreed that the Objective should be rephrased to mention that it should be studied rather than developed.
With these comments the WID will be revised in S3-070886.

S3-070886
UTRAN key management enhancements
Rolf Blom presented the contribution. Agreed to be sent to Plenary for approval.
S3-070728
On the use of the EPS key hierarchy in UMTS

Rolf Blom presented the contribution. The contribution discusses requirements and basic ideas for technical solutions on how the EPS key hierarchy can be introduced in UMTS.

Comments and input from delegates are invited.
6.6
GERAN network access security

S3-070777
PTCRB Response LS on clarification regarding terminal certification and A5/2 removal

Valtteri Niemi presented the LS. Concerning A5/2, it is PTCRB's understanding that the SA3 assumptions for the removal are correct. Noted.
S3-070779
Response to 3GPP SA3 on Clarification regarding terminal certification and A5/2 removal

Valtteri Niemi presented the incoming LS. GCF confirms that Sa3's understanding concerning A5/2 and its removal are correct. Noted.

S3-070783
Response LS to TC-RT DMO Group clarification regarding radio aspect of DMO

Valtteri Niemi presented the LS.

TSG GERAN thanks ETSI TC RT – DMO for their reply LS (GP-071137) on GSM Direct Mode Operation.

TSG GERAN also received a LS from ETSI ERM (Liaison Statement on GSM DMO, GP-071092) asking ETSI TC RT for any information about TC RTs intention about an SRDoc process and proper coordination inside ETSI. A clarification on how the GSM DMO subject is in line with the TC RT terms of reference would also be appreciated. TSG GERAN discussed the topic at length, and considers the currently available information as insufficient to allow correct scoping of a 3GPP GERAN study item.

TSG GERAN would welcome further information describing GSM DMO. The main areas highlighted in the discussion are regulatory aspects, spectrum, interference assumption, system description. TSG GERAN furthermore sees a need to analyse security aspects, including need for legal interception, and the risk of misuse (e.g. hackers, allowing free calls).
The LS was noted.
S3-070887
Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS

Presented by Peter Howard and agreed.

S3-070888
Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS

Presented by Peter Howard and agreed.

S3-070889
Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS

Presented by Peter Howard and agreed.

S3-070890
Allowing new A5 algorithms to be introduced in future releases

Presented by Peter Howard and agreed.

S3-070891
Allowing new A5 algorithms to be introduced in future releases
Presented by Peter Howard and agreed.

The issue of the dummy specifications on A5/3 still remains. This action is on MCC .
· AP-49-08
Rajavelsamy Rajadurai to check references on 43.020 and report back to SA3
6.7
GAA and support for subscriber certificates

6.7.1
TR 33.919 GAA

S3-070691
UE split for GAA optimization and extension
Lydia Xu presented the contribution. In this document the discussion of S3-070520 in the last meeting for UE split scenario for GAA optimization and extension is continued. The aim to analyze the use cases and compare the potential solutions for this new scenario.
S3-070692
New Work Item for Key establishment for remote device for application
Lydia Xu presented the contribution. The main objective of this work item is to define how to establish a shared key between remote device and NAF. Authorisation (e.g. determining which terminal can securely connect to operator network) is to be studied as part of the work.
There was some discussion on the new features offered by this WI. It was suggested that there might be some redundancy comparing it with TS 33.220. It was suggested that if this is an optimisation of the current system then the work could be inserted within TS 33.220.
There was some support for this work, however it was decided for the time being not to open a study item and try to understand what existing specifications can be used by opening an email discussion on the subject.
· AP-49-04
Lydia Xu to chair an email discussion on the subject of Key establishment for remote device for application

6.7.2
TS 33.220 GBA

S3-070847
B-TID Uniqueness
Silke Holtmanns presented the CR on an addition of a note that points out the possibility of B-TID collision, in case of bad RAND generator. There was some discussion, among issues it was pointed out that this is not editorial and that at that point of the specification the B-TID is not mentioned yet so some rewording is needed. The issue was taken offline and a revision will be provided in S3-070892.
S3-070892
B-TID Uniqueness
Presented and agreed.

S3-070702
BSF Address Discovery

Silke Holtmanns presented the discussion paper. Large networks may have subnetworks with their own BSF servers, these can currently not be found, if the BSF address is derived from the B-TID is the only possibility to obtain the BSF address.
S3-070848
BSF Address Discovery

Silke Holtmanns presented the discussion paper. The CR accompanying the BSF Address Discovery Discussion Paper There was some discussion on the CR and it was decided to take the matter offline. A revision will be provided in S3-070893, which will be discussed via email (Dajiang Zhang chairing).
S3-070893
BSF Address Discovery

Noted, to be used as a basis for email discussion.

S3-070695
2G GBA certificate handling weakness mitigation
Silke Holtmanns presented the discussion paper to correct certificate verification for 2G GBA.

S3-070849
2G GBA Certificate Management

Silke Holtmanns presented the CR adding missing information on certificate provisioning. The CR was agreed. 
S3-070850
2G GBA Certificate Management

Mirror CR on the same subject as above. Agreed.
S3-070851
Usage of OMA References – Update of References

Silke Holtmanns presented the contribution. OMA have finalized their work on revising the CRL profiles and are updating their TLS profile which replaces the current reference to WAP-219. Agreed.

S3-070852
Usage of OMA References – Update of References

Silke Holtmanns presented the contribution. Agreed.
S3-070853
Integration of approved CR to TS 33.220 on HLR integration

Annex I of 33.220 has changed last meeting, this is the corresponding mirror-CR for TR 33.920. Agreed.
· AP-47-05
Chairman to ask clarification to SA Plenary whether TR 33.920 has to be kept alive for pure Release 8 changes
S3-070789
LS on Multiple Interfaces for GBA
Marc Blommaert presented the LS. 
CT4 points out that, in the same network, different HSS entities may be deployed and some of them may support the Zh interface (Diameter-based) while others may support only the Zh' interface (MAP-based). Such a scenario may occur e.g. during a migration path between two consecutive network releases.

In such a network configuration, during a boostrapping procedure, the BSF will have to first perform an IMPI (or IMSI) to HSS resolution before being able to use the correct interface for the retrieval of an authentication vector (and possibly GBA User Security Settings) from the HSS.

This kind of functionality seems not to be available and, without this function, it seems that it would be difficult to deploy the BSF with multiple interfaces for GBA. If this issue may exist, CT4 believes that this is outside the scope of the TS 29.109 and it is up to SA3 to decide how to resolve this issue.
It was decided not to reply as it was unclear how the question related to SA3 work but try to solve the issue offline contacting the CT4 delegates.
· AP-47-06
Marc Blommaert to report on the status of Multiple Interfaces for GBA in CT4 
6.7.3
TS 33.221 Subscriber certificates

S3-070708
Usage of OMA References – Update of References

Silke Holtmanns presented the LS. OMA has finalized their work on several specifications. TS 33.221 does not refer to a specific version. Agreed.

6.7.4
TS 33.222 HTTPS-based services

S3-070734
Certificate based mutual authentication: TLS profile
Vesa Lehtovirta presented the CR. The contribution proposes an alternative architecture for remote management of USIM in M2M equipment. It was pointed out that the reference to WAP-219-TLS should be changed as there is a CR changing the reference later on during the meeting. Also the hanging paragraphs must be corrected. The field on affected specifications must be filled in. A revision will be submitted in S3-070894.
S3-070894
Certificate based mutual authentication: TLS profile
Agreed.
S3-070734
Certificate based mutual authentication: TLS profile
Agreed.
S3-070709
Update OMA Reference
Silke Holtmanns presented the CR. Alignment of references with OMA, who are updating their TLS profile which replaces the current reference to WAP-219. Agreed.
6.7.5
TS on GBA push

S3-070759
GBA push for Rel-6/7 GBA capable UICCs
Marc Blommaert presented the contribution. This contribution analyses GBA Push for Pre-Rel-8 UEs.
S3-070773
Pseudo-CR: GBA Push for Rel-6/7 GBA capable UICC

Marc Blommaert presented the pCR on the same subject. Agreed with the addition of an note that this is applicable only to pre-Release 8 cards.
S3-070758
GBA push Ks model comparison
Marc Blommaert presented the contribution. The discussion focused on the AV consumption. It was agreed to accept the disposable key model working assumptions.
S3-070774
GBA Push: impacts of Ks models on the UICC

Mireille Paulliac presented the contribution. Noted.
S3-070711
pCR: Content of GPI
Silke Holtmanns presented the contribution. There were some comments collected and the pCR was approved with these modifications.
S3-070710
NAF ID and privacy

Silke Holtmanns presented the contribution. There were no comments and the pCR was agreed.
S3-070712
Integration of approved CR to TS 33.220 on HLR integration

Annex I of 33.220 has changed last meeting, this is the corresponding mirror-CR for TR 33.920

S3-070689
Generic secure push layer for GBA push
Lydia Xu presented the contribution. In SA3#47 meeting, it defines a generic secure push layer in TS 33.223. However, it just specifies the rationale, session concept and requirements. There is no suitable protection protocol for the push layer. This contribution analyses potential protocols which can be used for GBA push layer.
There was some discussion on the fact that this paper does not fully match the requirements on the previous paper. It was agreed that further analysis on this is needed and more contributions from other delegates.
It was agreed to put an Editor's Note in the current version of GBA push (S3-070644) stating that the potential implementation of the GBA push layer is ffs and that S3-070690 has been discussed on this purpose. This will be contained in S3-070895. It was also agreed that the Editor's Note in the beginning of Annex B will be dealt with in the next meeting.
S3-070690
P-CR: Generic secure push layer for GBA push
Discussed in conjunction with S3-070689. Noted with the addition of the editor's not in S3-070895.
S3-070895 (new version of GBA push TS) will be provided by 19 October and comments will be provided by 26 October; a version with a disposition of the comments will be provided by 31 October.
6.8
WLAN interworking
S3-070863
Support of IMS emergency call over I-WLAN

Dajiang Zhang presented the contribution to discuss the issues that should be addressed when the authentication is skipped or failed in the IMS emergency call over I-WLAN with UICC presented.
S3-070864
Support of IMS emergency call over I-WLAN

Dajiang Zhang presented the CR that adds the security mechanism for IMS Emergency calls when the authentication is skipped or failed. There was some discussion on the fact that it is not clear how the AP recognizes and discerns the IMS emergency call from the IMS call. This question should be part of the relevant LS to be drafted.
The LS is going to be provided in S3-070897, the CR in S3-070896 and the new version of TR 33.921 in S3-070898.
S3-070896
Support of IMS emergency call over I-WLAN

New CR version presented and agreed.

S3-070897
LS to SA2 on WLA N interworking

LS presented and agreed to be sent.
S3-070898
New version of 33.821

Dajiang Zhang presented the new version of the TR. The pCR has been incorporated. Agreed.
6.9
Multimedia broadcast/multicast service (MBMS)
S3-070694 NodeB Security Requirements for IP RAN scenario

Yang Mei presented the contribution. This paper presents consideration and proposals on security issue of supporting IP multicast over Iub.
S3-070757 Using IP multicast on Iub for MBMS

Marc Blommaert presented the contribution. This contribution analyses the security implications of using IP multicast on the Iub interface as proposed by RP-070721: CRs on improvement of Iub Efficiency for MBMS in IP RAN for Rel-7. This set of CR's was postponed for approval at the last RAN-plenary due to a missing security analysis by SA3.
S3-070854
SA3 LS on IP Multicast to RAN3 and RAN2

The LS was presented and approved to be sent.

S3-070819
Reply LS on Authorization over Mz in MBMS
Liu Fei presented the LS.

It was agreed not to send a reply LS for the moment, but there might be a potential issue on this; delegates are invited to contact their SA2 colleagues to identify if there actually is a contradiction between this LS and a previous one on the same subject.
S3-070700
Content Storage Security for MBMS

Silke Holtmanns presented the contribution on a discussion of possibility to securely store the received MBMS Content for Rel-8.

It was suggested that as the issue is very much related to DRM the entire issue could be managed in OMA. This was agreed, although the 3GPP specification is very much tied to this issue.
There was some more discussion on the issue of OMA BCAST specifications and it was decided that the issue should primarily be solved in BCAST or an LS from OMA should arrive on this issue, asking SA3 to solve this issue.

Concerning the requirement on the fact that the solution must not require changes to the smart card functionality, it was specified that the solution does not require change to the smart card technology. It was decided that SA3 is not going to endorse this particular requirement.
More in general, it was decided to further analyze the matter to find out if there are some restrictions 

S3-070878 Usage of TEK and TGK in MBMS

Vesa Lehtovirta presented the CR, which clarifies the use of TEK and TGK in MIKEY messages.

The CR was agreed without comments. 
6.10
Key Management of group keys for Voice Group Call Services

No input.
6.11
Selective disabling of UE capabilities

No input.
6.12
Trust requirements for open platforms

No input.
6.13
Liberty-3GPP security interworking

S3-070818
SSO Logout and key revocation

Silke Holtmanns presented the contribution. The contribution proposes to study the issue of key revocation in GBA and to provide feedback, especially on the items that are already marked “for discussion”. Key revocation for GBA is seen in general useful, but it may also be restricted to pure Single Sign Logout scenario. But since the needed functionality would be very similar we think it beneficial to cover both aspects. It is also proposed as a baseline the following level of functionality (with potential extensions as indicated for discussion above) for the next meeting:

- BSF should be able to revoke Ks_(int/ext)_NAF keys at NAF 

- NAF can request that the BSF deletes “his” Ks_(int/ext)_NAF keys "

It was pointed out that the Liberty-related specification should be closed as soon as possible; this feature could then be added to the GBA specifications, although a new WI should be created. Some payment and fraud risks related to the proposal where mentioned, but it was pointed out that there is no such risk if there is a trusted relationship between the visited and the home network.
It was pointed out that there is not any part on single sign-on in GBA covered. It was agreed that this matter should be studied and decide subsequently if this work should be inserted, not in the Liberty specification, but possibly in a new work item.
6.14
SAE/LTE security
Incoming/Outgoing LSs
S3-070795: LS on Home NodeB/eNodeB regarding localisation/authorisation

The Chairman presented the LS.

RAN4 asks SA3 if techniques are available to provide HNB localisation.

There were some comments on the possible ways to get the HNB location information and also on the charging issues involved. As a possible solution to be proposed it was decided to propose not to include the location of HNB as a mandatory information to be provided, but this would not be very helpful. Information on the overall communication link would be helpful to come up with a solution.

It was pointed out that the possible ways to retrieve the information of HNB are not very secure. This should be specified in the reply LS.

S3-070693 was discussed in conjunction as it could be attached to the reply (see discussion below). It was decided to attach the WID to the reply. The LS was noted.
S3-070693: WID of H(e)NB security

Yang Mei presented the contribution. The study of H(e)NB has already started in RAN and SA5. It is proposed to start study of H(e)NB security in SA3. This paper presents a WID of H(e)NB security. H(e)NB is able to provide new services with higher data rate in a low cost. Operators have already indicated their interest in this area. The study of H(e)NB has already started in 3GPP in order to investigate the feasibility of developing a standard solution for H(e)NB. RAN and SA5 have established two study items on H(e)NB. The SI in RAN is “Home NodeB/eNodeB” (RP-070257), and the SI in SA5 is “Study of Self-Organising Networks (SON) related OAM interfaces for Home NodeB” (SP-070308). Security is a critical aspect of H(e)NB, but it is not sufficiently covered by the existing work items: the objective of this study item is to identify special security threats of H(e)NB and study the countermeasures to these threats.
There was some discussion on the fact that the solution could be secure for some issues, but maybe not for some other.

It was decided to treat the WID during the SA3 December ad-hoc meeting. It was also decided that the study should contain in the scope the issue of the LS S3-070795 on a solution to securely provide information on location of HNB. Also, Alcatel-Lucent will be added to the supporting companies

A revision of the WID will be therefore provided in S3-070833.
S3-070833
WID of H(e)NB security

The schedule was judged rather aggressive and it was proposed to postpone the finalization of one meeting. With this modification the WID was approved as in S3-070903.
S3-070834
Reply LS to LS on Home NodeB/eNodeB regarding localisation/authorisation
Yang Mei presented the LS. The LS was approved to be sent. 
S3-070796 LS on Closed Subscriber Groups for LTE Home cells

Peter Howard presented the LS.
RAN2 asks CT1 to analyse the TA-based CSG mechanism, and provide RAN2 with information if such a solution is seen as acceptable from their point of view, in which case the definition of the air interface aspects can be finalised in RAN2. The relevant delegates are invited to go through the LS in more detail.

The LS was noted.

S3-070786
LS Response on “SAE Interworking with Pre-REL8 system”
Yang Mei presented the LS, which is a reply from SA2 to CT4 on the LS on SAE Interworking with Pre-REL8 system.

Based on the information provided by CT4, SA2 discusses the interworking between a pre-Rel-8 HSS and a Rel-8 network from an architectural point of view. SA2 assumes that if this scenario is valid, then an interworking function between S6a and Gr should be enabled. Also, an interworking function should be enabled not only for the interworking between a pre-Rel-8 HSS and a Rel-8 network but also for the interworking between a Rel8 HSS and a pre-Rel-8 network.

Based on the discussion and the conclusions, SA2 answers to CT4 that it is a valid scenario that a USIM of a pre-REL8 operator is allowed to attach to an E-UTRAN network without impacting his home network but this requirement needs further confirmation by SA1 and the related security issue needs to be consulted by SA3. Also, it is possible to have a Pre Rel-8 HSS without DIAMETER based interfaces.
S3-070812 contains a proposed reply LS to this LS (see discussion below). The LS was noted.
S3-070812 Comments on S3-070786

Marc Blommaert presented the proposed reply LS on SAE Interworking with Pre-REL8 system” from SA2.
There were some comments and it was decided to enhance the LS reply with 812 as a basis, adding some text on the fact that SA3 would prefer not to relax the requirement. It was also agreed not to mention the work on UTRAN security. The revised LS reply will be contained in S3-070835.
S3-070835
Comments on S3-070786
Marc Blommaert presented the contribution. The LS was approved to be sent.
S3-070899
LS from SA2 on P-TMSI signature

Liu Fei presented the LS.

An email discussion (chaired by Liu Fei) is necessary on this issue to draft a reply. The agreed timeline is:

· 20 October: Discussion kicks off
· 2 November: Discussion is summarized and sent to the list
· 7 November: Comments
· 9 November: Final version handling comments

Key refresh on idle-to-active state transition

S3-070782 LS on availability of IMSI and IMEI(SV) in eNB

Marc Blommaert presented the LS.

SA5 has discussed the attached CR against SA5 TS 32.421 to include the high level requirements for Subscriber and Equipment Trace function related to eNBs. 

During the discussion, SA5 has not come to a conclusion on the availability of IMSI and IMEI(SV) in eNBs. However, as this information has an important role on the decision SA5 has to make regarding the OAM architecture for Subscriber and Equipment Trace function, a clear guidance is required from RAN3 whether for any reason the IMSI and IMEI(SV) are available in eNBs. SA5 requests RAN3 to take action in the LS.

It was pointed that the two identifiers mentioned in the LS (IMSI and IMEI(SV)) are not available as they are not exchanged at the NAS layer. S3-070765 also contains a contribution that is relevant to this.

It was decided to reply that there is a preference from the security point of view not to make available on the eNB these two parameters and that this could be done only if there is a compelling argument.

A reply will be drafted in S3-070836.

S3-070836
Reply to SA5 on LS on availability of IMSI and IMEI(SV) in eNB
Marc Blommaert presented the contribution. The LS was approved to be sent.

S3-070794 LS on Security Mode Command procedure for SAE/LTE

Ulrike Meyer presented the contribution. RAN3 would appreciate feedback on the timing of Security Mode Command (SMC) procedures for AS and NAS and on whether there exists a requirement for key and/or security algorithm change in LTE_ACTIVE. It was suggested that the NAS level SMC would be done only after the encrypted connection is on. It was decided to note the LS and draft an LS along these lines in S3-070837.
S3-070837
Reply LS to RAN3 Security Mode Command procedure for SAE/LTE
Ulrike Meyer presented the LS. The LS was approved to be sent.
S3-070788 LS on LTE MBMS progress

Marc Blommaert presented the contribution. SA3 requested to be informed on the future progress of RAN3 LTE MBMS architecture to help to conclude the security issues. RAN3 informs on the following agreements: 

Between MBMS GW and E-UTRAN, there is a single control plane interface (M3) for MBMS session control signalling by means of MBMS Session Start/Stop messages, which does not convey radio interface configuration data and is terminated in MCE.
The interface M2 between eNB and an upper RAN node (MCE) allows MCE to provide radio configuration data for MBSFN transmission, MCE to take decision on whether single or multicell transmission is applied.

In single cell transmission mode case: eNB takes local decisions on the respective radio configuration SCTP/IP is selected as signalling transport for M2 and M3.

RAN3 also would like to inform that LTE Home Node B aspects are not covered and will be discussed later. RAN3 kindly asks SA2 and SA3 to take the above information into account in their further work.

There were no major comments and the LS was noted.

S3-070784 Response to LS on Service Request for SAE/LTE

Ulrike Meyer presented the LS. SA2 discussed the information flow on the aim of speeding up the Idle to Active transition and propose that ideally a NAS Service Request message or its equivalent should also be carried by the RRC connection request. The overall amount of information is limited to 72 bits.

SA3was asked to evaluate whether the RRC integrity protection that applies for the radio bearer establishment can protect the overall Service Request procedure when this procedure implies the user plane setup.

A draft reply was presented in S3-070745 (see below). The LS was noted.

S3-070745 Draft Rely to LS S2-73899 on “Service Request”

Ulrike Meyer presented the contribution, proposing an answer to LS S2-073899 on Service Request. Currently from the specs of SA2 it is not clear that the NAS Service Requests leads to cancellation of current bearers. If this is the case then the NAS Service Request should be protected with a 16-bit NAS MAC, otherwise it should in any case be provided some sort of protection, though it is not so critical. It is proposed that the answer should be that  NAS protection is needed.

There was some discussion on whether a MAC is necessary or not. It was specified that the NSN proposal is not to protect the integrity of the Service Request itself, but of the subsequent message flow.

There was some discussion on the fact that the it is difficult to find the bits for the MAC, and it might be the only solution to rely on the RRC.

A long discussion followed on the bit size for the NAS MAC (16 or 32). It was decided that SA3 should study further the matter and come up with a proposal.

A reply LS will be drafted along these lines in S3-070838.
S3-070838
Reply LS to SA2 Service Request for SAE/LTE
Ulrike Meyer presented the contribution. There was some offline discussion and the LS was modified. The LS was agreed to be sent.
S3-070675 Nonce-based key refresh on idle to active and detached to active transitions

Ulrike Meyer presented the contribution. This contribution shows that the nonce-based approach can be used in the same way to refresh NAS keys during attach, service request (if required), idle mode mobility and inter-MME handover, and RRC and UP keys during service request. 

All three proposals for key refresh in service request (idle-to-active) seem technically viable, and the differences are subtle. Nevertheless, it appears that the nonce-based approach has a slight advantage. It was clarified that the MAC is always 32 bits, but the portion sent over the air varies.

S3-070750 Key refresh in idle-to-active transitions

Ulrike Meyer presented the contribution, narrowing down alternatives for idle to active transition.
S3-070698 AS security context establishment at Idle-to-Active Transitions
Adrian Escott presented the contribution. This contribution proposes an efficient method of re-keying during Idle-to-Active transitions.
S3-070803 Comparison of Idle-to-Active re-keying methods 

Adrian Escott presented the contribution. This paper considers the advantages and disadvantages of the various methods for providing new keys at Idle-to-Active transitions.

S3-070764 How to update NAS keys(idle-to-active transition)
Liang Jiang presented the contribution. In this contribution, three optional methods to update NAS keys at idle-to-active transition are given. 
Conclusion on Key refresh on idle-to-active state transition contributions:

An extensive discussion was held on the contributions presented. It was mentioned that not always is necessary to re-run the AKA to refresh the NAS Key as the nonce can keep running instead. It was also suggested as an idea not to have the MME nonce.
It was decided to take the matter offline and come up with an agreed document (break out session on Wednesday).
S3-070905
Idle-Active 

Karl Normann presented the results of the break out session discussions which was discussed and uploaded as agreed in S3-070905.
Concerning Idle to Active: one possible solution is, if there can only be one unique NAS SERVICE REQUEST message in flight at any point in time, to use uplink NAS SQN of the NAS SERVICE REQUEST message can be used as the input to the K_eNB derivation, or, if it cannot be assured that there is only one unique NAS SERVICE REQUEST message in flight at any point in time, to use a confirmation of a NAS SQN to the UE so that the uplink NAS SQN of the NAS SERVICE REQUEST message can be used as the input to the K_eNB derivation.

The other possible cases where also discussed in the contribution (idle to idle, active to active, ...).

Key refresh on active mode mobility

S3-070686 key refresh on handover

Yang Mei presented the contribution, to discuss the security threat on target eNB in case of handover and propose to update key KeNB on the fly key (i.e. key change in LTE_ACTIVE) after handover complete. 

It was clarified that mandating key change on the fly after each handover is not the intention of the contribution. Also, the contribution focuses only on changing KeNB. There were some comments in the sense that the current specifications allow to carry out the key refresh even in the present state. It was concluded that the contribution is requesting the addition of a requirement to conduct a refresh after every handover. In this sense it was suggested that it should be the MME to decide when a change of the KeNB is necessary.

There was support for this contribution and it was agreed to keep the issue open and investigate on the added complexity that this could bring.
S3-070800 Discussion on alternatives for Key Handling during Active mode mobility

Rajavelsamy Rajadurai presented the contribution. TR 33.821 contains three different alternatives for key handling on active mode mobility, but there is no decision arrived in SA3. This contribution analysis the alternatives and propose working assumption It was pointed out that the current working assumption (S3-070625 clause 7.4.12.2) is that the second alternative of this contribution should be used.  It was agreed that this is not clear from the document. It was proposed to check offline the minutes of the March meeting; nevertheless it was agreed that the agreed working assumptions could change if this is necessary.
Subsequently it was decided that during the discussion some issues were raised and these will have to be addressed in the next meeting: a clarification in clause 3 concerning CRNTI, intracell handover handling for CRNTI, backwards security with S3-070800.
S3-070806 Simplification of eNode B handover re-keying
Adrian Escott presented the contribution. This contribution proposes a method of simplifying the eNB handover keying. 
S3-070814 Comments to the "Simplification of eNode B handover re-keying” by Qualcomm (S3-070806)

Ulrike Meyer presented the contribution. There were some comments on the fact that there are some threats to the solution in S3-070806. There was some discussion and it was decided to take the discussion offline as the working assumptions must be checked.
After some discussion it was decided that in the next meeting there will be further contributions on the subject.

Key handling on idle mode mobility

S3-070684 Update of section 7.4.11 Key handling on idle mode mobility

Dony He presented the contribution. This contribution proposes some updates for TAU procedure in TR 33.821 section 7.4.11.3. There was some discussion on how to handle a case of handover. It was decided that there is need for more rationale on why this procedure is necessary, and the contribution must re-submitted revised.

S3-070685 Key handling on idle mode mobility from UTRAN to E-UTRAN

Dony He presented the contribution. In 3GPP TS 23.401 v1.1.1 section 5.3.3.2.1, TAU procedure from UTRAN to E-UTRAN is introduced. But there is no such a corresponding security part in TR 33.821. This contribution will propose to add a new section to reflect this in TR 33.821. As above, it was decided that there is need for more rationale on why this procedure is necessary, and the contribution must re-submitted revised.
General

S3-070731 S6a Reference Point Security

Benght Salin presented the contribution on alternatives for S6a security. It was pointed out there is not reference to the NDS specifications. It was replied that observing the work conducted in IETF, the tendency is to use TLS for Diameter. It was suggested that the protection mechanism for this scenarios is already present in the 3GPP specifications, this was agreed. The group agreed to the proposal to endorse the Security Requirements listed in chapter 2 as the basis security requirements for the S6a reference point and that SA3 communicates the security analysis provided above to SA2 and CT4. 
S3-070842
LS to CT4 and SA2 on Security Requirements

Benght Salin presented the LS. Agreed to be sent.
S3-070809 AV protection in EPS (update of S3-070763)

Rolf Blom presented the contribution. The purpose of this contribution is to highlight the potential difficulty involved in specifying a solution for security context transfer between 3GPP and non-3GPP accesses for SAE/Rel-8. It was suggested that the proposal is addressing issues that are not exclusively EPS ones, but much older than that. It was also suggested that the some of the threats in the contribution are already addressed. It was replied that this is a complementary mechanism.
There was an extended discussion on these issues and it was deemed necessary to analyze the contribution and pros and cons more into detail, so a new contribution will be expected for the next meeting.
S3-070682 User Identity protection in SAE/LTE

Yang Mei presented the contribution.

It was pointed out that in some countries the new pseudonym will be sent without encryption, so the proposed mechanism could be under attack. It was deemed necessary to further studied the synchronization issues and the proposal was noted.
S3-070765 IMEI(SV) protection over the air

Marc Blommaert presented the contribution proposing to protect IMEI sending to the network within NAS layer, except for emergency calls. There was some discussion on the contribution and it was suggested that there might be some legacy problems with older terminals. It was also pointed out that S3-070469 LS to SA2 should be followed up on this issue with information coming from this contribution. CT1 should also be informed of this. The LS will be drafted in S3-070843.
S3-070766 IMEI(SV) protection over the air pCR
The pCR for IMEI protection was presented in conjunction with S3-070765.

The pCR was agreed.

S3-070843
LS on Handling of IMEI(SV) on E-UTRAN

Marc Blommaert presented the outgoing LS. Agreed.
S3-070683 Serving Network Authentication
Yang Mei presented the contribution.

In SA3#45 and SA3#46 meetings, the requirement for Serving Network authentication are discussed in contribution TD S3-060716and S3-070096. And the current SA3 working assumption that Kasme binding to PLMN_ID can make sure that Serving Network can be authenticated by UE at PLMN level. This document is to discuss whether serving network need to be authenticated on UTRAN level.
S3-070699 Liaison to 3GPP SA1 regarding Access Point secure identity
Colin Blanchard presented the LS, which was discussed in conjunction with the previous contribution. This document contains a liaison to 3GPP SA1 regarding Access Point secure identity, in response to their liaison S1-0701123 (11-07-2303r0). It was discussed that there will most likely be a unique identifier.
It was pointed out that it might be a bit premature to accept this contribution. It was agreed that the item needs further study and the contribution was noted.

S3-070760 Network Domain Security Evolution for EPS
Marc Blommaert presented the contribution. This contribution describes some general NDS evolutions issues triggered by the EPS Rel-8 work. There was some discussion and the proposal 5 is ffs; the reasoning for R7 will be re-examined and a decision will be made.
Concerning proposals 1-4 they were agreed to be taken as working assumptions for further work. There will not be direct CR's, but there will be some further contributions with explanation on the complete picture, before submitting CR's on 33.210.
33.abc

S3-070801 Editorial Changes to TS33.abc

Rajavelsamy Rajadurai presented the contribution with Editorial Corrections in TS 33.abc (S3-070624). There were no comments and the CR was agreed.
S3-070769 Decision proposals (TS 33.abc, TR 33.821)

Marc Blommaert presented the contribution.
S3-070770 Decision proposals (TS 33.abc, TR 33.821)
Marc Blommaert presented the contribution which was discussed in conjunction with the previous contribution, on various TS 33.abc updates from TR 33.821 and TS 33.102 adapted to LTE. It was pointed out that the pCR is somewhat contradicting S3-070800 as per clause 7.2.8. It was decided to agree the pCR.

S3-070771 TS 33.abc updates from TR 33.821 and TS 33.102 adapted to LTE terminology and security architecture
Marc Blommaert presented the contribution.
S3-070776 TS 33.abc updates from TR 33.821 and TS 33.102 adapted to LTE terminology and security architecture
Marc Blommaert presented the contribution which was discussed in conjunction with the previous contribution. It was clarified that S-TMSI stands for SAE TMSI. The dash is missing in clause 7.2.1. This will be corrected by the editor. With this correction the pCR was agreed, except for clause 6.2, where this must be handled with the decision S3-070800.
Agreed subsequently to the discussion on 800.

S3-070877
new version of 33.abc
A new version of the document will be provided. The timeline will be as follows:

· 15.10: new version including pCRs

· 19.10: comments

· 22.10: version with handling of comments

Mobile IP
S3-070817 Reply LS on DSMIPv6 security over the S2c reference point

Mauro Castagno presented the contribution. SA2 notes SA3 ongoing work in TR 33.922 and acknowledges that the final decision on the establishment of a security context between the UE and the Home Agent is under SA3 responsibility. In particular, SA2 would like to encourage SA3 to take a decision on the security model to be used with DSMIPv6 over the S2c reference point, as a number of procedures in TS 23.402 are depending on that and further delays might negatively impact the scheduling of SA2 work on the Evolved Packet System (EPS).
The LS was discussed in conjunction with the contribution below.

S3-070839 Alternatives for bootstrapping of DSMIPv6 security in EPS (EPS-non-3gpp interworking)

Guenther Horn presented the contribution, where there is an analysis of the alternatives and concludes that MIP options is preferable.
S3-070748 Mobile IP extensions for bootstrapping of DS MIPv6 security

Guenther Horn presented the pCR, on an alternative for bootstrapping of DS MIPv6 security is added, which is based on RFC4285, draft-devarapalli-mip6-authprotocol-bootstrap, and draft-ietf-dime-mip6-split.
S3-070822 Comments on S3-070747 Alternatives for bootstrapping of DSMIPv6 security in EPS

Adrian Escott presented the contribution.
S3-070841 Reply to S3-070822
Guenther Horn presented the contribution. There was some discussion in conjunction to S3-070742 Security analysis of RFC 4285, S3-070815 Comments on S3-070742 Security analysis of RFC 4285, S3-070821 Comments on S3-070742 Security analysis of RFC 4285 S3-070822 and S3-070747.

S3-070804 DSMIPv6 security model

Adrian Escott presented the contribution. This contribution compares the two solutions available for protecting DSMIPv6 signalling exchanged between UE and PDN GW over the S2c reference point.
S3-070840 Reply to S3-070821
Ulrike Meyer presented the contribution, discussed in conjunction with the previous contribution.

S3-070820 DSMIPv6 security association establishment via IKEv2

Adrian Escott presented the contribution. This contribution describes how DS-MIPV6 parameters can be bootstrapped based on IKEv2.
Conclusion on DSMIPv6

There was some discussion and it was pointed out that there should be taken a decision in SA3 concerning DS-MIPv6, but the group seemed to need some more information than what provided in the LS concerning this issue from SA2. It was suggested that as SA2 seems to have adopted already a solution, a further discussion on this could be avoided and SA3 could adopt this solution. 
It was pointed that the preferred solution should allow for flexibility. It was also pointed out that the preferred solution should allow for a secure solution. The pCR and S3-070748 were agreed.
An LS will be drafted along these lines (S3-070845). The two agreed pCRs (or the new TR version) will be attached to this and the new version of the TR will be in S3-070846.
S3-070846 
New version of TR 33.922
Dajiang Zhang presented the TR and it was approved to be sent with the LS.

S3-070845
LS to SA2 on DS-MIPv6

Rolf Blom presented the LS.
S3-070808 Access authentication and key derivation during mobility between 3GPP and non-3GPP systems

Adrian Escott presented the contribution, addressing handover between non-3GPP systems running EAP-AKA for access authentication and the EPS running LTE AKA. In the past it was suggested that the simplest solution is to run the authentication procedure at every handover between 3GPP and non-3GPP systems.  However, it may be desirable to optimize these handovers by avoiding too many round-trips to the home network say by running EAP-AKA, or running LTE AKA.  The contribution discusses the goals and trade-offs in such optimizations and proposes a path forward.

It was commented that the change in this document is a rather big change and there should be a more detailed analysis to why this could be a better solution than 506. It was suggested that EAP should have been chosen from the beginning as a solution and not now. The proposal will be evaluated along with 506 and other proposals in the future, and more rationale should be provided.
S3-070732 On Security Context Transfer for non-3GPP Accesses
Karl Normann presented the contribution. The purpose of this contribution is to highlight the potential difficulty involved in specifying a solution for security context transfer between 3GPP and non-3GPP accesses for SAE/Rel-8.
It was suggested that derivation is an internal network matter, so as the contribution is dealing with handover may seem a bit out of scope. It was pointed out that the key derivation affects the handover aspects.

It was pointed out  that long term identifiers are problematic from the user privacy point of view.

It was agreed that this proposal, expressing preference for the pre-authentication approach, will be adopted as a working assumption on which to base further work. 
S3-070756 PMIP security analysis
Marc Blommaert presented the contribution. This document looks at how PMIP messages need to be protected within the Evolved Packet Core and how PMIP protection need to be handled if the PMIP messages originate from a trusted non-3GPP network node. 
It was agreed that the preference between IKEv2 and IKEv1 should be for further study.
In 3.b it was suggested to reformulate a sentence to say that there will be a trusted relationship between MAG and LMA. It was replied that this requirement is already present in the 3GPP specifications and is not necessary. It was agreed to reformulate (b) to remove the need of DSMIPv6 but just that additional security measures are necessary.
In 3 (a) it was clarified that it was agreed to delete the clarifying sentence .
With these modifications the contribution will be agreed and it was accepted to integrate the contribution (with agreed modifications on the conclusions) into TR 33.821.

S3-070749 MIP bootstrapping alternatives(EPS-non-3gpp interworking)
This contribution was not presented as it was the introduction to some of the issues presented above.

There was some discussion on the two contributions above and it was decided to draft a LS to RAN2 and RAN3 on this issue.
Key length

S3-070775 EPS: availability of 256-bit keys in EPS

Mireille Paulliac presented the contribution.
S3-070733 On the Support for 256-bit Keys
Karl Normann presented the contribution, discussed in conjunction with the previous contribution. The Editor should add an Editor's note about the working assumptions in the TS (see 767).
S3-070813 Comments on S3-070733 "On the support for 256-bit keys"
Peter Howard presented the contribution, discussed in conjunction with the previous contributions on key length.
S3-070767 Key Length
Guenther Horn presented the contribution, discussed in conjunction with the previous contributions on key length. 
Some discussion followed on the use of the key length. The group discussed on whether 128 bits would be acceptable; some USIMs have already been distributed, but in the future there could be longer keys used.
It was proposed to focus on the entropy and not on the number of bits of the key. The possible behaviour of legacy terminals with 256-bit keys was discussed.

It was clarified that the scope is for all keys, including session keys. It is not proposed to mandate use of 256-bit keys from the beginning, but it would be useful to take into account the possibility from the start, as a redesign in the future would be problematic.
It was proposed that the only key length for EPS is 128 and potentially 256, but 256 is excluded from R8. There was some support to this proposal but also some different view on keeping only 128. Also, some views supported the use for 256 bits right from the start, with all the architecture supporting 256 bits except from the initial algorithms, that would discard the additional padding.
It was agreed that the selected solution is to proceed with 128 bit keys, ensuring that migration to 256 keys is feasible in the future. It was pointed out that MILENAGE supports inputs of 256 bits and output 128 bit so that AKA could be using this as an example algorithm. This last point remains to be confirmed though.
In this perspective it was proposed to investigate with SAGE the possibility to develop an algorithm with 256 bit keys. The possibility of an early warning to SAGE that this work might be commissioned was discussed.
S3-070768 Key Length 

Noted.
NAS security
S3-070785 LS on Security Parameters (S2-073909)

Marc Blommaert presented the LS. SA2 specify mechanisms that reduce signalling caused by UEs that reselect between 2G/3G and E-UTRAN cells. This may have some dependencies on security parameters and mechanisms that SA2 ask SA3 to evaluate.

It is asked, when two different security contexts are in a CN node due to handover, which of the two contexts would be preferred by SA3 . From a procedural point of view the mapped context might be preferred as this does not change the more general handover procedure.
S3-070876
reply to SA2 on Security Parameters
Guenther Horn presented the LS. Agreed.

· AP-49-07
Dionisio Zumerle to define syntax for documents in draft folder

S3-070797 Security Parameters for Idle mode signalling reduction

Rajavelsamy Rajadurai presented the LS.
In this contribution, the scenario described by SA2 is evaluated and the preferred mechanism is proposed.

S3-070798 Security Parameters for Idle mode signalling reduction

Rajavelsamy Rajadurai presented the contribution, in which a security mechanism to support ISR is proposed.
S3-070799 LS-Draft SA2 Security Parameters for Idle mode signalling reduction

Rajavelsamy Rajadurai presented the proposed draft LS. SA3 evaluated the security parameters and mechanisms for the scenario descried in the SA2 LS (S2-073909) and SA3 like to provide the guidance.
S3-070746 Draft Reply LS on “Security Parameters”

Guenther Horn presented the alternative draft proposed LS, which proposes answer to LS S2-073909 on Security Parameters.
There was some discussion on the reply to send. It was pointed out that a using a sequence number cannot be imposed to the other WG's. It was replied that having a sequence management scheme would be necessary.
It was suggested that in any case there must be a solution to this problem, perhaps adding on the LS an alternative proposed solution without sending a sequence number. There was an extended discussion on the process of transition idle to active combined with a mobility event.
It was agreed that SA3 drafts an LS proposing as a solution to SA2 specifying that the scenario foreseen is only idle (thus basing the answer on proposal in S3-070746), adding that further dialog on the issue is necessary.
S3-070807 An observation on the storage of NAS security context

Withdrawn. A revision will be submitted for the ad hoc meeting in December.
S3-070744 PCR to TR 33.821 on security interworking with UTRAN/GERAN (33.821) 

Marc Blommaert presented the contribution proposing to add editor’s note to the sections related to Security Interworkig between EUTRAN and UTRAN/GERAN.
S3-070743 Pseudo-CR on TS 33.abc on Security Interworking between EUTRAN and UTRAN/GERAN

Marc Blommaert presented the contribution proposing text for section 9 and 10 of TS 33.abc on Security Interworking between EUTRAN and UTRAN/GERAN.
It was pointed out that integrity protection in EUTRAN is mandatory so the proposal in the contribution to maintain it should be reformulated. It was also clarified that 10.2.2 is about active mode.
It was agreed that the two pCRs are agreed to be added in the specification, adding an Editor's Note in S3-070744 on the potential insertion of text to align with User Plane Encryption, should this be added.
User Plane security

S3-070679 Methods not to Perform User Plane Encryption

Lu Gan presented the contribution proposing methods that enable not to perform User Plane encryption, as an option.
S3-070676 Methods not to Perform User Plane Encryption
Lu Gan presented the pCR proposing methods that enable not to perform User Plane encryption, as an option.
It was clarified that the option changes only the HSS. It was pointed out that differentiating the service in encrypted and non encrypted makes the operator subject to legal liability if encryption gets broken.
It was reminded the conclusion on this issue in SA3#48 was to further analyze network impact before contacting SA1, who are in a better position to decided as the issue concerns a service differentiation possibility. It was on the other hand pointed out that this proposition might increase the number of encrypted communications. Active attacks as packet injection was also mentioned as a threat.
It was agreed that the number of issues to be evaluated makes it necessary to take the proposal to the next meeting with some further analysis. It was agreed that there will be an email discussion to identify the issues on complexity and security (not the business issues). Also, an Editor's note will be added in S3-070744 to remind of this possibility (see above).
· AP-49-03: Liu Fei to initiate email discussion on User Plane security encryption complexity and cost
E-UTRAN ciphering and integrity input parameters

S3-070729 E-UTRAN cryptographic algorithm input and output
Karl Normann presented the contribution. The input parameters from UTRAN are taken as a starting point, and a first rough mapping of these to E-UTRAN is made.
S3-070687 Input parameters to integrity and ciphering algorithm
Yang Mei presented a similar contribution. This contribution is to discuss the input parameters to integrity and ciphering algorithm for RRC and NAS signalling and input parameters to ciphering algorithm for User Data, propose to add the corresponding description to TR33.821.
There are some differences between S3-070729 especially for the bearer parameters and some other details. These issues should be verified with RAN. It was agreed to create a combined pCR to propose.
S3-070879
E-UTRAN Input parameters to integrity and ciphering algorithm

Discussed in conjunction with the previous contribution.
S3-070880
LS to RAN on algorithm input
Karl Normann presented the LS. Agreed to be sent.

Late documents

S3-070730 ACTIVE mode key change
Karl Normann presented the contribution, which discusses the alternatives to do Active mode key change. It was clarified that the proposal is to key refresh happens on the level of K_eNB and K_ASME without re-running the AKA. This was agreed. Also, an LS to RAN2 was proposed to be sent to inform of this. It was pointed out that in S3-070794 the LS from RAN3 that is somewhat in conflict; some parts of the paper that have not been agreed will have to be pinpointed in the LS. The issue was taken offline to draft an acceptable LS to be presented (S3-070881).
S3-070881
The LS was presented by Karl Normann and agreed.
eMBMS Security
6.15
Key establishment

6.15.1
Between UICC and other devices
S3-070855
Clarification of palyload in “service request” message

Yang Mei presented the CR, making mandatory some parameters in the payload in “service request” message. There was some discussion and it was decided to agree to the change but also change the order of Note 2 in the same page, and put it at the end of the contribution, changing the text. Also, the CR must be presented against the 7.3.0 baseline.
A revision will be presented with S3-070883.

S3-070883

Presented, there were some revisions and it was agreed as S3-070906.

S3-070882
CR to 33.110: Correction of XML schema

Vesa Lehtovirta presented the CR, which provides a correction for the XML schema. The UICC tick box should be checked. The CR will be revised in S3-070882.
S3-070884
CR to 33.110: Correction of XML schema

Agreed.
6.15.2
Between UICC hosting device and other devices
S3-070714
Study on NAF Key Centre in Visited Network

Silke Holtmanns presented the contribution. This contribution studies the discovery of NAF key center in visited network and the security requirements for this feature
S3-070715
Visited NAF Key Centre Requirements
Silke Holtmanns presented the contribution. Addition of requirements for the feature to use a NAF Key Centre in a visited network to ensure home network control.
Further study on this is invited.

It was proposed that SA1 should be asked as this is primarily a business requirement. There was some further discussion on the NAF Key Centre certificate; it was clarified that this certificate is not involved in the TLS authentication, it is used for cross-certification.
It was decided that some rewording to clarify this should be done. The Editor's Note was agreed but there will be a revised version in S3-070885.
S3-070885

Presented and agreed.

S3-070875
CR to 33.259: Correction of XML schema

Vesa Lehtovirta presented a CR correcting the XML schema. The CR was agreed.
6.16
Protection against SMS and MMS spam

Input discussed during joint session with TISPAN WG7 (see item 7).
6.17
Remote management of USIM application for M2M equipment

S3-070723
Draft TR 33.812 v 0.0.1 "Remote management of USIM application in M2M equipment"

Vesa Lehtovirta presented the skeleton for the TR. It was discussed the inclusion of ISIM or not. In the SA Plenary has asked to put ISIM into the scope. It was proposed that before defining such aspects there should be a threat analysis.
A proposal was put forward to insert two subclause on general security analysis in the clause of general assumptions. Also, the Editor's note in the Functionality clause will be edited to point out that there might be several subclause. A new version of the TR will be provided in S3-070900.
S3-070724
Adding introduction and scope for TR 33.812
Vesa Lehtovirta presented the contribution. The contribution was agreed to be inserted.
S3-070725 Use Cases and Assumptions
Vesa Lehtovirta presented the contribution, which proposes use cases and assumptions for TR 33.812. It was suggested that more use cases should be collected as from the security point of view they do not cover all the aspects.
It was agreed that use cases will be illustrated in the document.

Concerning issue 1, there was some concern with the threat list in the contribution, in the sense that it is not precise enough. It was agreed to insert an Editor's note to further specify the fact that this threat list does not address the use case where the UICC is removed.
It was agreed to insert another Editor's note to that the definition of M2M equipment has to be further specified.

It was decided that the term "secure" concerning the execution environment will not be used in the TR for the moment not to create confusion.
With these changes the pCR was agreed.

S3-070726
Concept of initial USIM application installation in the M2M equipment

Vesa Lehtovirta presented the contribution, which proposes an alternative architecture for remote management of USIM in M2M equipment.

There was some discussion of the proposed architecture; it was commented that there could some provisioning complexities with this solution.
The centralized initial registration entity was discussed as it is not clear who would assume this role.

There was some further discussion and it was decided to agree this pCR with an Editor's note to explain that in SA3'49 concerns were raised, that the open issues have not been exhaustively addressed, and that there will be an email discussion on this. By the end of the year the issues raised will be listed into the document replacing in the Editor's note.
The timeline is the following (the discussion is to be chaired by the Editor):

· 4 January: comments in email discussion
· 11 January: new version including comments from email discussion will be provided by Editor

· 16 January: comments to the new version

· 18 January: draft including the handling of the comments (S3-070901)

S3-070900
Draft TR 33.812 v 0.0.2

Vesa Lehtovirta presented the new version of the TR. Agreed as new baseline.
6.18
Other areas
S3-070717
Control key length increase in OTA de-personalisation message

Long and maximum length control keys do not fit in reserved space on OTA de-personalisation message. As specified in subclause 14 of 3GPP TS 22.022, the control key can take up to 16 digits at the maximum. The control key is coded using GSM 7-bit default character set, which won’t fit in the defined 8 character field.

Rejected as addressing Release 6.
S3-070718
Control key length increase in OTA de-personalisation message

Mirror-CR, some revisions were applied to the CR in the consequences if not approved section, the Cat to F and it was replaced with S3-070902.

S3-070902
Control key length increase in OTA de-personalisation message

Agreed.
7
Joint session 3GPP SA WG3 - TISPAN WG7
Valtteri Niemi, the 3GPP SA WG3 Chairman, and Judith Rossebo the TISPAN WG7 Chairman opened the joint session.

The order of the documents for the day was presented.

7.1
Liaison Statements

S3-070792
Passing the private user identity to the PNM AS
Peter Howard presented the LS. 

Personal Network Management (PNM) is a home network-based application which means that the HSS, the S-CSCF and the PNM AS are located within a single operator’s network invariably. PNM user’s private user identity and public user identity/identities are preconfigured as part of the PNM user data in the PNM AS after performing the PNM AS provisioning by the operators.

Within CT1 concerns was expressed about the overload of the semantic and the functionality of the private user identity.

The LS text was discussed and it was agreed that it is not very clear if the LS addresses only the PNM Application Server. It was decided to assume that the LS is only addressing PNM AS, and that the HSS can make the distinction of the PNM AS.
It was clarified that the SA3 view is that private identity will not be sent to third party applications as the PNM would reside in the home network, which is different than scenarios in GBA for example.
It was agreed that SA3 will give the green light in a reply LS to conduct this in the specific case, but specifying that in general there should be some mechanism providing some form of assurance.
A reply along these lines will be drafted in S3-070858.

S3-070858
LS reply on PNM

Peter Howard presented the LS. Agreed.
S3-070790
LS on reply to on Authentication Failure and Authentication Timeout
Benght Salin presented the LS, a CT4 response to SA3 on Authentication Failure and Authentication Timeout (C4-071141).

According to the responses and the CRs agreed in SA3, CT4 agreed in the CT4#36 meeting on the CRs that are attached for reference (C4-071233, C4-071234 and C4-071235).

The issue on whether the S-CSCF name could be kept in the HSS for the authentication failure and authentication timeout cases was discussed and there was no conclusion on the topic. This is however something that might need to be considered for newer releases, and not for a change that goes back to Release 5.

On the question about the purpose of the authentication pending flag, CT4 would like to inform SA3 that this is the way in which the state of the identity is reflected in the HSS for those identities that are undergoing an initial registration process between the initial MAR request and the subsequent SAR request from the S-CSCF. It is also CT4 understanding that the use of this flag does not have any security implications, and that the discussions on this issue may be kept within CT4.

It was pointed out that during the SA Plenary it was mentioned that the CRs are conditionally approved and that the LS's were checked by CT4 to ensure there is no clash with their work.
S3-070778
LS on Codecs and Common IMS
At 3GPP TSG-SA there has been some debate on the relationship between codec selection and common IMS.  After some discussion, 3GPP TSG-SA has reached the following conclusions (applicable to all codecs):

1. Codecs are NOT part of Common IMS.  In particular this means that 3GPP is not responsible for listing, limiting, or selecting the set of codecs that may be used with a particular IMS application.  For each IMS application, codec selection is more appropriately done by SDOs more familiar with the commercial, technical, and regulatory considerations associated with a particular access environment.  3GPP is of course responsible for deciding the set of codecs appropriate for 3GPP accesses.

2. In the case of new IMS applications, it may in some cases be possible to recommend a default codec to simplify interworking.  The decision that a default codec is needed shall be determined on a case by case basis.  3GPP SA1 has the responsibility for determining when a default codec is appropriate.  This determination must be based on the service requirements (e.g., legacy interworking, terminal complexity, access restrictions, etc.) of all industry segments and not just 3GPP accesses.  If it is determined that a default codec recommendation is appropriate, 3GPP SA4 shall be tasked with making the selection complying with 3GPP SA1 service requirements.

3. SA1 shall ensure that service requirements are in place such that IMS applications can interwork even when no common end to end codec can be negotiated.

The LS was noted.
S3-070780
LS on Transfer of work under "common IMS

Colin Blanchard presented the LS, illustrating the process for the transfer of the work under common IMS. While it is not expected that all aspects of the process will be applicable to other SDOs, it does provide useful guidance on the transfer process. The document also contains some useful references to documents defining the common IMS and also the location of the documents transferred to 3GPP by ETSI TISPAN.
The overall process in slide 7 of SP-070650 (contained in S3-70780) was discussed.
It was pointed out that TISPAN WG7 and SA3 share some interests in specifications, that out of the IMS scope (e.g. GBA related specs) and there should be a process to handle those. It was decided that this can be handled with some future joint meetings.
Slide 11 was discussed and it was agreed that a day of joint meeting during the SA3 ad hoc meeting in December could accommodate the requirements on this slide.
It was also agreed that there should be ensured to have more joint meetings in the future to ensure that the Common IMS work proceeds.
S3-070844
ITU-T SG13 LS on media security
Martin Euchner presented the LS.
ITU-T Study Group 13 Question 15 “NGN Security” informs SA3 on its studies of the media security in the context of the Next Generation Network. Studies are focussing on the media security protection mechanisms for RTP and the corresponding key management mechanisms within draft Recommendation “Y.SecMechanisms”. Question 15/13 is interested in comments, especially for clause 7.1.2 on cipher suite negotiation and key generation.

It was agreed for both sides to send related drafts to ITU-T on the issues involved, perhaps with a joint answer.
· AP-49-02: All to review S3-070844 and prepare for drafting an answer to ITU-T SG13 Q15 (jointly SA3 and TISPAN WG7)
7.2
IP multimedia subsystem

S3-070716
Trustworthy SIP Session Initiation on behalf of a user
Silke Holtmanns presented the contribution, a discussion paper on how an application server initiates request on behalf of a user.
It was asked if this is expected to be a new WI or this work is intended to be included in an existing specification. It was replied that this remains ffs. 
It was decided to allow some for the group to study the proposal.
7.3
TS 33.203 issues 

S3-070736
Correction of Handling unprotected error messages
Benght Salin presented the CR on correction of the use of unprotected error messages.
It was pointed out that Release 5 and 6 should not be addressed as it is a frozen Release and implementers are following stage 3. It was decided to propose this only for Release 7 and 8.
A revision to change the Category will be provided in S3-070859.
S3-070737
Correction of Handling unprotected error messages
A revision to change the Category will be provided in S3-070860.

S3-070859
Correction of Handling unprotected error messages

Agreed.

S3-070860
Correction of Handling unprotected error messages

Agreed.
S3-070802
Correction of Handling unprotected error messages
Rejected as addresses Release 6.
7.4
Media Security 

S3-070735
Clarifications on requirements in Media security
Vesa Lehtovirta presented the contribution. The contribution proposes clarifications to requirements on Media security.
It was pointed out that there is a typo on the contribution (Relay and not Replay protocol).
It was suggested that there is not a requirement for end-to-end media security in a communication.

It was clarified that the exclusion of LI requirements in the contribution is due to the fact that the network is not involved in this scenario in providing keys.

It was pointed out that the change that is proposed to be reverted was proposed and agreed in the last SA3 meeting. It was agreed that the study should not be presented as the only viable solution for RTP and non RTP. It was also agreed to rephrase that it is for ffs whether this solution applies to both RTP and non-RTP; also "the solution" should be rephrased to "a solution".
Concerning the comment that this contribution proposed to be deleted, only the part of the requirement not being applicable will be deleted.

Concerning the proposal on the architectural issues of the TR, it was agreed that only the first two sentences will be kept and the second sentence becomes a note. Also, in the first sentence media security will be added.
A revision of the TR with these changes will be submitted with these changes in S3-070862.
7.5
SIP digest

S3-070793
LS Reply to LS on Digest and TLS Procedures
Benght Salin presented the LS.
Two actions are contained: CT4 kindly asks SA3 to elaborate on the scope of the IP address verification mechanism and to explain how the relationship between the IP address verification mechanism and subsequent SIP Digest authentication affects the procedures in the Cx Interface. Also, CT4 kindly asks SA3 to provide guidance on the plans for the handling of a change to the password and consequently to the H(A1).

On the second action, it was decided to review the work of CT4 and reply that SA3 are in the process of deciding on the stage 2 descriptions.

On the first action, the CR's agreed below (see rest of clause 7.5) are a first step forward. There will be an LS to announce these CRs to CT4 via an LS this Cc to CT1. This LS will be S3-070870.
S3-070870
LS to CT4, Cc CT1 on SIP digest (reply to to LS on Digest and TLS Procedures)

The LS was presented by Steve Dotson and approved to be sent.
S3-070823
Enhancements to Authentication of non-REGISTERs
Steve Dotson presented the contribution. In the CR existing optional requirement to authenticate non-REGISTERs requests are enhanced to provide more detail.
It was pointed out that the initial agreement was to minimize the number of solutions, and concerning SIP Digest this would be the third optional solution to be inserted.

The Editor's Note in N.2.1.2 should be removed as it refers to the current meeting.

S3-070824
Procedures for mutual authentication of non-REGISTERs
Steve Dotson presented the contribution. With this CR procedures are added to perform mutual authentication of non-REGISTER requests.
S3-070751
Addition to use of TLS for Authentication of Non-REGISTERs
Guenther Horn presented the contribution. In this CR it is clarified that two IMS clients with different private identities shall not use the same TLS tunnel.

S3-070752
Clarifications on IP address check and use of SIP Digest proxy authentication
Guenther Horn presented the contribution. The objective of the CR is to let the P-CSCF overwrite outdated entries in the IP address check table, include SIP Digest proxy authentication in the appropriate note and clarify that SIP Digest proxy authentication shall take precedence over the IP address check mechanism as it is the stronger mechanism.
S3-070753
Informative Annex on use of authentication methods for non-registration messages
Guenther Horn presented the contribution. In this CR a new informative annex gives guidance on the usage of the authentication mechanisms for non-registration messages.
Conclusions on SIP digest

It was agreed to combine 823, 752 and 824 into one CR, which is agreed, and CRs in 751, 753 are agreed.

It was agreed that an Editor's Note will be inserted to state that in the combined CR, the procedure where the S-CSCF includes the response-auth parameter containing the S-CSCF's challenge response in the Proxy-Authentication-Info header, which allows the UE to authenticate the S-CSCF, should be dealt with in a way that is compliant with IETF specifications.
Also, CT1 will be informed of this issue via an LS from SA3 and the IETF co-ordinator should also be informed.
The Editor's Note about the TISPAN meeting will be removed.

The LS to CT1 will be S3-070866; the combined CR will be S3-070867, the revision to S3-070751 will be S3-070868 and the revision to S3-070753 will be S3-070869.

S3-070866
LS to CT1 on SIP digest
The LS was presented and approved to be sent.
S3-070867
Authentication of non REGISTERs (823, 824, 752 combined)
The CR was presented and approved to be sent.
S3-070868
Addition to use of TLS for Authentication of Non-REGISTERs
The CR was presented and approved to be sent.
S3-070869
Informative Annex on use of authentication methods for non-registration messages
The CR was presented and approved to be sent.
7.6
Unsolicited communication

S3-070829
Presentation of Spam work
Eric Gauthier presented the contribution on countering spam.

S3-070861
Proposal of further collaboration and outlook

Thilo Ewald presented a proposal for work alliance in the topic of unsolicited communication and SPAM in the NGN. It was pointed out that the work taking place is not part of the Common IMS; what was suggested is that the solution is independent of the Common IMS, in that the logical entities that have to be enhanced are not yet defined.
It was pointed out that analyzing the content of the messages to identify spam is similar to interception. It was replied that the proposed mechanism does not analyse the content, rather it analyses the behaviour.
It was decided that TISPAN WG7 will proceed with this work and there might be a slot to re-consider the subject during the next joint meeting in December.
7.7
NBA

S3-070825
LS response on Common IMS transfer (NASS-IMS bundled authentication)
Judith Rossebo presented the LS. ETSI TISPAN foresees the need to collaborate on the further progression of the TISPAN Network Attachment Subsystem (NASS) within TISPAN and on some potential interfaces such as e2. TISPAN would also like to being kept informed on the further progress made within 3GPP on NBA.
The attachments were analyzed, decisions taken:

· WI07018: Annex A of on NBA will be transferred as a new Annex on NBA to 33.203.

· WI07026: it was concluded that there is nothing to transfer from this document as the agreement was that stage 1 content in the WI does not place new requirements on Common IMS.
· ES 283 003: published document not opened for maintenance; to be transferred at a later stage. SA3 should nevertheless give guidance for the transfer.
· TS 183 003: it is planned to transfer this document to 3GPP, however, the actual transfer is scheduled to happen in December, along with other stage 3 documents to be transferred.
· An LS (on behalf of the joint meeting) will be drafted to communicate the decisions to TISPAN WG3, CT1 and CT4.

S3-070872 
Liaison on NBA
Martin Euchner presented the LS. The LS was approved to be sent.
7.8
Co-existence

S3-070681
Co-existence of authentication schemes
The paper was discussed in conjunction with S3-070811 (see below).
S3-070811
Comments on the CR S3-070681 “Co-existence of authentication schemes” by Huawei
Dony He presented the contribution.
It was agreed that whenever there is a SIP digest for registration the client will send an authentication header with IMPI. It was pointed out that TISPAN is not mandating the use of IMPI. 
It was agreed that it is premature to approve any relevant CRs in the present meeting and the way forward was to agree on some principles to use as working assumptions (see conclusions in S3-070857 below).
S3-070680
Co-existence of authentication schemes

The paper was discussed in conjunction with S3-070857 (see below).
S3-070810
Comments on the discussion paper S3-070680 “Co-existence of authentication schemes” by Huawei
The paper was discussed in conjunction with S3-070857 (see below).

S3-070857
Comments to S3-070810
Dony He presented the contribution.

The principles in the document were discussed:

· Using the value “unknown” when the CSCF has recognized the authentication is neither IMS AKA nor Early IMS: this principle was not agreed.

· There was some discussion on the fact that in TISPAN there are two non-AKA authentication schemes: NBA and SIP DIGEST, while in PacketCable there is one non-AKA authentication schemes: SIP DIGEST. It was confirmed that TLS is possible to be used in 3GPP specifications over a TISPAN access network.

· Principles for the use of the P-Access-Network-Info (PANI) header proposed in S3-070810: this part was agreed to be reformulated to reach consensus. It was agreed to replace "TISPAN access network" with "TISPAN NASS". It was suggested that SA3 should check if the use of PANI header is mandated or not. It was replied that this assumption in S3-070810 allows the use even it is not mandated because it is a weaker assumption. This working assumption present in S3-070810 was agreed as there was support from the group.

The remaining of the document was not discussed.
S3-070856
Presentation on NAT traversal in TISPAN WG7
Scott Cadzow presented the contribution.
7.9
Next steps and closing of the joint session
It was pointed out that the IMS test is not transferred. The TISPAN R2 Security Architecture document contains a lot of elements that could be transferred; this issue is still open.
It was agreed to have a joint session during the SA3 ad hoc meeting in Sophia-Antipolis, on Wednesday 12 December, in the morning (see item 9).
It was agreed that for the future SA3 meetings should be planned so as not to clash with WG7 meetings, unless these are co-located.

8
Review and update of work programme

Rapporteus will send the input to the Secretary to update the work programme with the Technical Coordinator by 15 November.

Peter Howard will provide the EPS Work Plan update with the following timeline:

· 19 Oct: new version

· 26 October: comments

· 31 October: final version
The workplan will be uploaded as S3-070908.

There must be an insertion of 33.xyz and 33.abc in the Work Plan, possibly 33.401 and 33.402.

GBA Push has slipped to Release 8 and must be notified.

· AP-49-09
Marc Blommaert to include 33.xyz and 33.abc into the SA2 work item
9
Future meeting dates and venues

The planned meetings were as follows:

	Meeting
	Date
	Location
	Host

	S3 ad-hoc EPS (including joint session with TISPAN WG7)
	11-13 Dec 2007
	Sophia-Antipolis, France
	EF3

	SA3#50
	25-29 Feb 2008
	Saya, China (tbc)
	China Mobile (tbc)

	SA3#51
	14-18 Apr 2008
	North America
	NAF

	SA3#52
	23-27 Jun 2008
	Sophia-Antipolis, France
	EF3

	SA3#53
	13-17 Oct 2008
	North America(tbc)
	CableLabs (tbc) 


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#27
	23 - 25 Oct 2007
	Seoul, Korea
	-


TSG SA Plenary meeting schedule

	Meeting
	Date
	Location
	Primary Host

	TSGs #38
	3 - 6 Dec 2007
	Cancun, Mexico
	NAF

	TSGs #39
	10 - 13 Mar 2008
	tbd
	

	TSGs #40 
	2 - 5 Jun 2008
	Prague
	EF3

	TSGs #41
	15 - 18 Sep 2008
	Japan
	

	TSGs #42
	8 - 11 Dec 2008
	Europe
	EF3


10
Any other business

Concerning the mandate of the ad hoc meeting:

· For 33.abc a new baseline has to be created for the next ad hoc, but the opportunity will be given to the ones that will attend only SA3#50 to comment.

· Concerning IMS, the ad hoc will be able to proceed with the work. TS 33.203 will be provided as a shadow version with the applied CR's, to give the opportunity to proceed with CR's against the correct version. This version will be provided by 15 November by Dionisio Zumerle.
12
Close

The SA WG3 Chairman thanked the hosts, DoCoMo Euro Labs for the meeting arrangements and facilities, the delegates for their work and cooperation and also the Secretary. The meeting was closed.
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	Nokia, Nokia Siemens Networks, CableLabs
	Clarifications on IP address check and use of SIP Digest proxy authentication
	  33.203
	0116
	 
	 
	 
	 
	 
	Replaced by 867

	S3-070753
	CR
	Nokia, Nokia Siemens Networks, CableLabs
	Informative Annex on use of authentication methods for non-registration messages
	  33.203
	0117
	 
	 
	 
	 
	 
	Replaced by 869

	S3-070754
	DISCUSSION
	China Mobile, Alcatel-Lucent
	Discussion paper on NAT traversal problem in Early IMS
	33.978
	 
	 
	 
	 
	 
	 
	Withdrawn

	S3-070755
	CR
	China Mobile, Alcatel-Lucent
	Possible solution for NAT traversal in Early IMS.
	33.978
	0020
	 
	B
	700
	7
	SEC-IMS
	Withdrawn

	S3-070756
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	PMIP security requirements
	TR 33.821
	 
	 
	 
	 
	 
	 
	Agreed (with modifications)

	S3-070757
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Using IP multicast on Iub for MBMS
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070758
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	GBA push Ks model comparison
	TS 33.223
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070759
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	GBA push for Rel-6/7 GBA capable UICCs
	TS 33.223
	 
	 
	 
	 
	 
	 
	Noted

	S3-070760
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Network Domain Security Evolution for the EPS Rel-8 work
	TR 33.821
	 
	 
	 
	 
	 
	 
	Proposals 1-4 agreed. Proposal 5 postponed

	S3-070761
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Specifications including TLS and IPsec/IKE in 3GPP Rel-7
	 
	 
	 
	 
	 
	 
	 
	Agreed (on the principle see remarks)

	S3-070762
	DISC
	Ericsson
	Ericsson Comments on Uniform key refreshment procedure in attach procedure, service request procedure, idle mode mobility and handover
	 
	 
	 
	 
	 
	 
	SAES
	Noted

	S3-070763
	DISC
	Ericsson
	AV protection in EPS
	 
	 
	 
	 
	 
	 
	SAES
	Replaced by S3-070809

	S3-070764
	DISCUSSION
	ZTE
	How to update NAS keys(idle-to-active transition).doc
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070765
	DISCUSSION
	Nokia, Nokia Siemens Networks
	IMEI(SV) protection over the air
	 
	 
	 
	 
	 
	8
	 
	Noted (pCR agreed)

	S3-070766
	P-CR
	Nokia, Nokia Siemens Networks
	IMEI(SV) protection over the air pCR
	33.abc
	 
	 
	B
	0.1.0
	8
	 
	Agreed

	S3-070767
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Key lengths
	 
	 
	 
	 
	 
	8
	 
	Noted

	S3-070768
	P-CR
	Nokia, Nokia Siemens Networks
	Key lengths pCR
	33.abc
	 
	 
	C
	0.1.0
	8
	 
	Noted

	S3-070769
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Decision proposals (TS 33.abc, TR 33.821)
	 
	 
	 
	 
	 
	8
	 
	Noted

	S3-070770
	P-CR
	Nokia, Nokia Siemens Networks
	Decision proposals for TS 33.abc pCR
	33.abc
	 
	 
	B
	0.1.0
	8
	 
	Agreed

	S3-070771
	DISCUSSION
	Nokia, Nokia Siemens Networks
	TS 33.abc updates from TR 33.821 and TS 33.102 adapted to LTE terminology and security architecture
	 
	 
	 
	 
	 
	8
	 
	Noted

	S3-070772
	P-CR
	Nokia, Nokia Siemens Networks
	TS 33.abc updates from TS 33.102 and TR 33.821 pCR
	33.abc
	 
	 
	B
	0.1.0
	8
	 
	Agreed

	S3-070773
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Pseudo-CR: GBA push for Rel-6/7 GBA capable UICCs
	TS 33.223
	 
	 
	 
	 
	 
	 
	Noted

	S3-070774
	DISCUSSION
	Gemalto
	GBA Push: comparison of Ks model
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070775
	DISCUSSION
	Gemalto, Oberthur Card Systems
	EPS: availability of 256-bit keys in EPS
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070776
	P-CR
	Nokia, Nokia Siemens Networks
	TS 33.abc updates from TS 33.102 and TR 33.821 pCR
	33.abc
	 
	 
	B
	0.1.0
	8
	 
	Agreed

	S3-070777
	LS_In
	PTCRB
	PTCRB Response LS on clarification regarding terminal certification and A5/2 removal
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070778
	LS_In
	3GPP SA
	LS on Codecs and Common IMS
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070779
	LS_In
	GCF SG Chair / Vodafone
	Response to a LS from 3GPP SA3 on Clarification regarding terminal certification and A5/2 removal
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070780
	LS_In
	3GPP SA
	LS on Transfer of work under "common IMS"
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070781
	LS_In
	CT
	LS on New WI and TR for Diameter-based protocols usage and recommendations in 3GPP
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070782
	LS_In
	SA5
	LS on availability of IMSI and IMEI(SV) in eNB
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070783
	LS_In
	GERAN
	Response LS to TC-RT DMO Group clarification regarding radio aspect of DMO
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070784
	LS_In
	SA2
	Response to LS on Service Request for SAE/LTE
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070785
	LS_In
	SA2
	LS on Security Parameters
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070786
	LS_In
	SA2
	LS Response on “SAE Interworking with Pre-REL8 system”
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070787
	LS_In
	SA3-LI
	Reply LS on Lawful Intercept Interworking with Bearer Redirection
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070788
	LS_In
	RAN3
	LS on LTE MBMS progress
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070789
	LS_In
	CT4
	LS on Multiple Interfaces for GBA
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070790
	LS_In
	CT4
	LS on reply to on Authentication Failure and Authentication Timeout
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070791
	LS_In
	CT3
	LS on New WI and TR for Diameter-based protocols usage and recommendations in 3GPP
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070792
	LS_In
	CT1
	Passing the private user identity to the PNM AS 
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070793
	LS_In
	CT4
	LS Reply to LS on Digest and TLS Procedures
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070794
	LS_In
	RAN3
	LS on Security Mode Command procedure for SAE/LTE
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070795
	LS_In
	RAN4
	LS on Home NodeB/eNodeB regarding localisation/authorisation
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070796
	LS_In
	RAN2
	LS on Closed Subscriber Groups for LTE Home cells
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070797
	DISCUSSION
	Samsung
	Security Parameters for Idle mode Signalling Reduction
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070798
	P-CR
	Samsung
	Security Parameters for Idle mode Signalling Reduction
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070799
	LS OUT
	Samsung
	Reply LS on Security Parameters
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070800
	DISCUSSION
	Samsung
	Discussion on alternatives for Key Handling during Active mode mobility
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070801
	P-CR
	Samsung
	Editorial Corrections
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070802
	CR
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0118
	 
	F
	6.11.0
	6
	TEI6
	Rejected

	S3-070803
	DISCUSSION
	Qualcomm Europe
	Comparison of Idle-to-Active re-keying methods
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070804
	DISCUSSION
	QUALCOMM Europe, Telecom Italia, Marvell, TeliaSonera
	DSMIPv6 security model
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070805
	DISCUSSION
	Qualcomm Europe
	DSMIPv6 security association establishment via IKEv2
	 
	 
	 
	 
	 
	 
	 
	Replaced by 820

	S3-070806
	DISCUSSION
	Qualcomm Europe
	Simplification of eNode B handover re-keying
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070807
	DISCUSSION
	Qualcomm Europe
	An observation on the storage of NAS security context
	 
	 
	 
	 
	 
	 
	 
	Withdrawn

	S3-070808
	DISCUSSION
	Qualcomm Europe
	Access authentication and key derivation during mobility between 3GPP and non-3GPP systems
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070809
	DISC
	Ericsson
	AV protection in EPS (update of S3-070763)
	 
	 
	 
	 
	 
	 
	SAES
	Noted

	S3-070810
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Comments on the discussion paper S3-070680 “Co-existence of authentication schemes” by Huawei
	 33.203
	 
	 
	 
	 
	 
	 
	Noted

	S3-070811
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Comments on the CR S3-070681 “Co-existence of authentication schemes” by Huawei
	 33.203
	 
	 
	 
	 
	 
	 
	Noted

	S3-070812
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Comments on S3-070786
	 
	 
	 
	 
	 
	8
	 
	Noted

	S3-070813
	Discussion
	Vodafone
	Comments on S3-070733 "On the support for 256-bit keys"
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070814
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Comments to the "Simplification of eNode B handover re-keying” by Qualcomm (S3-070806)
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070815
	DISCUSSION
	Qualcomm Europe
	Comments on S3-070742 Security analysis of RFC 4285
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070816
	DISCUSSION
	Qualcomm Europe
	Comments on S3-070747 Alternatives for bootstrapping of DSMIPv6 security in EPS
	 
	 
	 
	 
	 
	 
	 
	Replaced by 821

	S3-070817
	LS_In
	SA2
	Reply LS on DSMIPv6 security over the S2c reference point
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070818
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	SSO Logout and key revocation
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070819
	LS_In
	SA2
	Reply LS on Authorization over Mz in MBMS
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070820
	DISCUSSION
	QUALCOMM Europe, Telecom Italia
	DSMIPv6 security association establishment via IKEv2
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070821
	DISCUSSION
	Qualcomm Europe, Marvell
	Comments on S3-070742 Security analysis of RFC 4285
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070822
	DISCUSSION
	Qualcomm Europe, Marvell
	Comments on S3-070747 Alternatives for bootstrapping of DSMIPv6 security in EPS
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070823
	CR
	CableLabs
	Enhancements to Authentication of non-REGISTERs
	33.203
	0110
	1
	 
	8.0.1
	 
	 
	Replaced by 867

	S3-070824
	CR
	CableLabs
	Procedures for mutual authentication of non-REGISTERs
	33.203
	0111
	1
	 
	8.0.1
	 
	 
	Replaced by 867

	S3-070825
	LS_In
	TISPAN WG7
	LS  on NBA
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070826
	LS_in
	TISPAN
	LS on NAT Traversal
	 
	 
	 
	 
	 
	 
	 
	Withdrawn

	S3-070827
	Ls_In
	CT1
	LS on SIP URI and TEL URI
	 
	 
	 
	 
	 
	 
	 
	Withdrawn

	S3-070828
	REPORT
	MCC
	Revised report from SA3#48
	 
	 
	 
	 
	 
	 
	 
	Approved

	S3-070829
	SA3
	Orange
	Presentation of Spam work
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070830
	DISCUSSION
	RAN
	RP-070683 
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070831
	DISCUSSION
	RAN
	 RP-070721
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070832
	 
	 
	Void
	 
	 
	 
	 
	 
	 
	 
	Withdrawn

	S3-070833
	WID
	Huawei, Vodafone, Nokia, Nokia Siemens Networks
	WID of H(e)NB security
	 
	 
	 
	 
	 
	 
	 
	Replaced with 903

	S3-070834
	LS OUT
	 
	Reply LS to LS on Home NodeB/eNodeB regarding localisation/authorisation
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070835
	LS OUT
	 
	Comments on S3-070786
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070836
	LS OUT
	SA3
	Reply to SA5 on LS on availability of IMSI and IMEI(SV) in eNB
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070837
	LS OUT
	SA3
	Reply LS to RAN3 Security Mode Command procedure for SAE/LTE
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070838
	LS OUT
	SA3
	Reply LS to SA2 Service Request for SAE/LTE
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070839
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Update S3-070747 DSMIPv6-security-bootstrapping 
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070840
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Reply to S3-070821
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070841
	DISCUSSION
	Nokia, Nokia Siemens Networks
	Reply to S3-070822
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070842
	LS OUT
	SA3
	LS to CT4 and SA2 on Security Requirements
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070843
	LS OUT
	SA3
	LS to SA2 CT1 on protection over the air for LTE/SAE
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070844
	LS_In
	ITU-T SG 13
	ITU-T SG13 LS on media security 
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070845
	LS OUT
	 
	LS to SA2 on DS-MIPv6
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070846
	TR
	 
	New version of TR 33.922
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070847
	CR
	Nokia Siemens Networks, Nokia
	Addition of information for developers on B-TID uniquenss
	33.220
	0129
	1
	D
	 
	8
	TEI8
	Replaced by 892

	S3-070848
	CR
	Nokia Siemens Networks, Nokia
	BSF Address Discovery
	33.220
	0130
	1
	B
	 
	8
	TEI8
	Replaced by 893

	S3-070849
	CR
	Nokia Siemens Networks, Nokia
	2G GBA Certificate Management
	33.220
	0131
	1
	F
	 
	7
	2G GBA
	Agreed

	S3-070850
	CR
	Nokia Siemens Networks, Nokia
	2G GBA Certificate Management
	33.220
	0132
	1
	A
	 
	8
	TEI8
	Agreed

	S3-070851
	CR
	Nokia Siemens Networks, Nokia
	Usage of OMA References – Update of References
	33.220
	0133
	1
	F
	 
	7
	GAA2
	Agreed

	S3-070852
	CR
	Nokia Siemens Networks, Nokia
	Usage of OMA References – Update of References
	33.220
	0134
	1
	A
	 
	8
	TEI8
	Agreed

	S3-070853
	CR
	Nokia Siemens Networks, Nokia
	Integration of approved CR to TS 33.220 on HLR integration
	33.920
	0004
	1
	F
	 
	7
	2G GBA
	Agreed

	S3-070854
	LS OUT
	SA3
	LS on IP Multicast to RAN3 and RAN2
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070855
	CR
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	1
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Replaced by 883

	S3-070856
	DISCUSSION
	C3L
	Presentation on NBA issues in TISPAN WG7
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070857
	DISCUSSION
	Huawei
	Comments to S3-070810
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070858
	LS OUT
	SA3
	Reply LS to CT1 on Passing the private user identity to the PNM AS 
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070859
	CR
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0113
	1
	F
	7.7.0
	7
	TEI7
	Agreed

	S3-070860
	CR
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0114
	1
	A
	8.1.0
	8
	TEI8
	Agreed

	S3-070861
	DISCUSSION
	NEC 
	Proposal of further collaboration and outlook
	 
	 
	 
	 
	 
	 
	IMS R8
	Noted

	S3-070862
	TR
	Vodafone
	New version of TR 33.828
	33.828
	 
	 
	 
	 
	 
	 
	 

	S3-070863
	DISCUSSION and DECISION
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	-
	-
	-
	-
	8
	-
	Agreed 

	S3-070864
	CR
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	0099
	1
	 
	 
	8
	-
	Replaced 896

	S3-070865
	DISCUSSION
	TISPAN WG7
	TISPAN WI 07018  -  14tTD104r2 for Common IMS discussions 
	 
	 
	 
	 
	 
	 
	 
	Not presented

	S3-070866
	LS OUT
	SA3
	LS to CT1 on SIP digest
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070867
	CR
	CableLabs
	Authentication of non REGISTERs (823, 824, 752 combined)
	33.203
	0110
	2
	 
	 
	 
	 
	Agreed

	S3-070868
	CR
	Nokia, Nokia Siemens Networks, CableLabs
	Addition to use of TLS for Authentication of Non-REGISTERs
	 33.203
	0115
	1
	 
	 
	 
	 
	Agreed

	S3-070869
	CR
	Nokia, Nokia Siemens Networks, CableLabs
	Informative Annex on use of authentication methods for non-registration messages
	  33.203
	0117
	1
	 
	 
	 
	 
	Agreed

	S3-070870
	LS OUT
	SA3
	LS to CT4, Cc CT1 on SIP digest (reply to to LS on Digest and TLS Procedures)
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070871
	WID
	Huawei
	New Work Item for Key establishment for remote device for application
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070872
	LS OUT
	SA3
	LS to TISPAN WG3, CT1, CT4 on joint meeting findings on Common IMS transfer
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070873
	DECISION
	SA3
	Evening session idle active
	 
	 
	 
	 
	 
	 
	 
	Replaced by 905

	S3-070874
	CR
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	1
	F
	7.3.0
	7
	KeyEstUTerm
	Replaced by 882

	S3-070875
	CR
	Ericsson
	CR to 33.259: Correction of XML schema
	33.259
	0005
	1
	F
	7.1.0
	7
	PNPAN-key
	Agreed

	S3-070876
	LS OUT
	SA3
	Reply LS to SA2 on Security Parameters
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070877
	TS
	SA3
	33.abc new version
	33.abc
	 
	 
	 
	 
	 
	 
	 

	S3-070878
	CR
	Ericsson
	Usage of TEK and TGK in MBMS
	33.246
	0144
	1
	F
	7.5.0
	7
	MBMS
	Agreed

	S3-070879
	P-CR
	Huawei, Ericsson
	E-UTRAN Input parameters to integrity and ciphering algorithm
	33.821
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070880
	LS OUT
	SA3
	LS to RAN on E-UTRAN Input parameters to integrity and ciphering algorithm
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070881
	LS OUT
	SA3
	LS to RAN2 on ACTIVE mode key change
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070882
	CR
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	2
	F
	7.3.0
	7
	KeyEstUTerm
	Replaced by 884

	S3-070883
	CR
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	2
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Replaced by 906

	S3-070884
	CR
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	3
	F
	7.3.0
	7
	KeyEstUTerm
	Agreed

	S3-070885
	CR
	Nokia, Nokia Siemens Networks
	Visited NAF Key Centre Requirements
	33.259
	0004
	 
	B
	 
	8
	TEI8
	Agreed

	S3-070886
	WID
	Ericsson
	UTRAN key management enhancements
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070887
	CR
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	03.20
	0029
	-
	F
	8.5.0
	99
	SEC1
	Agreed

	S3-070888
	CR
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	43.030
	0019
	-
	F
	4.4.0
	Rel-4
	SEC1
	Agreed

	S3-070889
	CR
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	43.020
	0020
	-
	A
	5.3.0
	Rel-5
	SEC1
	Agreed

	S3-070890
	CR
	Vodafone
	Allowing new A5 algorithms to be introduced in future releases
	43.020
	0021
	-
	F
	6.4.0
	Rel-6
	SEC1
	Agreed

	S3-070891
	CR
	Vodafone
	Allowing new A5 algorithms to be introduced in future releases
	43.020
	0022
	-
	A
	7.1.0
	Rel-7
	SEC1
	Agreed

	S3-070892
	CR
	Nokia Siemens Networks, Nokia
	Addition of information for developers on B-TID uniquenss
	33.220
	0129
	1
	D
	 
	8
	TEI8
	Agreed

	S3-070893
	CR
	Nokia Siemens Networks, Nokia
	BSF Address Discovery
	33.220
	0130
	2
	B
	 
	8
	TEI8
	Noted

	S3-070894
	CR
	Ericsson
	CR to 33.222: Certificate based mutual authentication: TLS profile
	33.222
	0028
	 
	F
	7.2.0
	7
	GAAext
	Agreed

	S3-070895
	TS
	SA3
	New version of TS on GBA Push
	33.223
	 
	 
	 
	 
	 
	 
	 

	S3-070896
	CR
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	0099
	2
	 
	 
	8
	-
	Agreed

	S3-070897
	LS OUT
	SA3
	LS to SA2  on WLA N interworking
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070898
	TR
	SA3
	New version of 33.821
	33.821
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070899
	LS_In
	SA2
	LS from SA2 on P-TMSI signature
	 
	 
	 
	 
	 
	 
	 
	Noted

	S3-070900
	TR 
	SA3
	New version of 33.812
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070901
	TR 
	SA3
	New version of 33.812 after comments
	 
	 
	 
	 
	 
	 
	 
	 

	S3-070902
	CR
	Nokia, Nokia Siemens Networks
	Control key length increase in OTA de-personalisation message.
	22.022
	0006
	1
	A
	 
	7
	TEI7
	Agreed

	S3-070903
	WID
	Huawei, Vodafone, Nokia, Nokia Siemens Networks
	WID of H(e)NB security
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070904
	LS OUT
	SA3
	LS reply to SA2 on P-TMSI signature
	 
	 
	 
	 
	 
	 
	 
	 

	S3-070905
	DECISION
	SA3
	Evening session idle active
	 
	 
	 
	 
	 
	 
	 
	Agreed

	S3-070906
	CR
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	3
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Agreed


Annex C:
List of CRs to specifications under SA WG3 responsibility at meeting #49
C.1
List of all CRs and their handling

	Tdoc Number
	Source
	Title
	Spec
	CR#
	Rev
	Cat
	Ver
	Rel
	WI
	Status

	S3-070677
	CableLabs
	Enhancements to Authentication of non-REGISTERs
	33.203
	0110
	-
	 
	 
	 
	 
	Replaced by 823

	S3-070678
	CableLabs
	Procedures for mutual authentication of non-REGISTERs
	33.203
	0111
	-
	 
	 
	 
	 
	Replaced by 824

	S3-070681
	Huawei
	Co-existence of authentication schemes
	33.203
	0112
	-
	B
	7.7.0
	Rel-8
	FBI-PCBL-Security
	Noted

	S3-070688
	Huawei
	Clarification of payload in “service request” message
	33.110
	0014
	-
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Replaced by 855

	S3-070697
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	0099
	 
	 
	 
	8
	-
	Replaced by 864

	S3-070701
	Nokia, Nokia Siemens Networks, Vodafone
	Addition of information for developers on B-TID uniqueness
	33.220
	0129
	 
	D
	 
	8
	TEI8
	Replaced by 847

	S3-070703
	Nokia, Nokia Siemens Networks, China Mobile 
	BSF Address Discovery
	33.220
	0130
	 
	B
	 
	8
	TEI8
	Replaced by 848

	S3-070704
	Nokia, Nokia Siemens Networks, T-Mobile
	2G GBA Certificate Management
	33.220
	0131
	 
	F
	 
	7
	2G GBA
	Replaced by 849

	S3-070705
	Nokia, Nokia Siemens Networks, T-Mobile
	2G GBA Certificate Management
	33.220
	0132
	 
	A
	 
	8
	TEI8
	Replaced by 850

	S3-070706
	Nokia, Nokia Siemens Networks
	Usage of OMA References – Update of References
	33.220
	0133
	 
	F
	 
	7
	GAA2
	Replaced by 851

	S3-070707
	Nokia, Nokia Siemens Networks
	Usage of OMA References – Update of References
	33.220
	0134
	 
	A
	 
	8
	TEI8
	Replaced by 852

	S3-070708
	Nokia, Nokia Siemens Networks
	Usage of OMA References – Update of References
	33.221
	0009
	 
	F
	 
	7
	GAA2
	Agreed

	S3-070709
	Nokia, Nokia Siemens Networks 
	Usage of OMA References – Update of References
	33.222
	0027
	 
	F
	 
	7
	GAA2
	Agreed

	S3-070712
	Nokia, Nokia Siemens Networks
	Integration of approved CR to TS 33.220 on HLR integration
	33.920
	0004
	 
	F
	 
	7
	2G GBA
	Replaced by 853

	S3-070715
	Nokia, Nokia Siemens Networks
	Visited NAF Key Centre Requirements
	33.259
	0004
	 
	B
	 
	8
	TEI8
	Replaced by 885

	S3-070717
	Nokia, Nokia Siemens Networks
	Control key length increase in OTA de-personalisation message.
	22.022
	0005
	 
	F
	 
	6
	TEI6
	Rejected

	S3-070718
	Nokia, Nokia Siemens Networks
	Control key length increase in OTA de-personalisation message.
	22.022
	0006
	 
	A
	 
	7
	TEI7
	Replaced with 902

	S3-070734
	Ericsson
	CR to 33.222: Certificate based mutual authentication: TLS profile
	33.222
	0028
	 
	F
	7.2.0
	7
	GAAext
	Replaced by 894

	S3-070736
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0113
	 
	A
	7.7.0
	7
	TEI7
	Replaced by 859

	S3-070737
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0114
	 
	A
	8.0.0
	8
	TEI8
	Replaced by 860

	S3-070738
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	-
	F
	7.3.0
	7
	KeyEstUTerm
	Replaced by 874

	S3-070739
	Ericsson
	CR to 33.259: Correction of XML schema
	33.259
	0005
	 
	F
	7.1.0
	7
	PNPAN-key
	Replaced by 875

	S3-070740
	Ericsson
	Usage of TEK and TGK in MBMS
	33.246
	0144
	 
	F
	7.5.0
	7
	MBMS
	Replaced by 878

	S3-070751
	Nokia, Nokia Siemens Networks, CableLabs
	Addition to use of TLS for Authentication of Non-REGISTERs
	 33.203
	0115
	 
	 
	 
	 
	 
	Replaced by 868

	S3-070752
	Nokia, Nokia Siemens Networks, CableLabs
	Clarifications on IP address check and use of SIP Digest proxy authentication
	  33.203
	0116
	 
	 
	 
	 
	 
	Replaced by 867

	S3-070753
	Nokia, Nokia Siemens Networks, CableLabs
	Informative Annex on use of authentication methods for non-registration messages
	  33.203
	0117
	 
	 
	 
	 
	 
	Replaced by 869

	S3-070755
	China Mobile, Alcatel-Lucent
	Possible solution for NAT traversal in Early IMS.
	33.978
	0020
	 
	B
	700
	7
	SEC-IMS
	Withdrawn

	S3-070802
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0118
	 
	F
	6.11.0
	6
	TEI6
	Rejected

	S3-070823
	CableLabs
	Enhancements to Authentication of non-REGISTERs
	33.203
	0110
	1
	 
	8.0.1
	 
	 
	Replaced by 867

	S3-070824
	CableLabs
	Procedures for mutual authentication of non-REGISTERs
	33.203
	0111
	1
	 
	8.0.1
	 
	 
	Replaced by 867

	S3-070847
	Nokia Siemens Networks, Nokia
	Addition of information for developers on B-TID uniquenss
	33.220
	0129
	1
	D
	 
	8
	TEI8
	Replaced by 892

	S3-070848
	Nokia Siemens Networks, Nokia
	BSF Address Discovery
	33.220
	0130
	1
	B
	 
	8
	TEI8
	Replaced by 893

	S3-070849
	Nokia Siemens Networks, Nokia
	2G GBA Certificate Management
	33.220
	0131
	1
	F
	 
	7
	2G GBA
	Agreed

	S3-070850
	Nokia Siemens Networks, Nokia
	2G GBA Certificate Management
	33.220
	0132
	1
	A
	 
	8
	TEI8
	Agreed

	S3-070851
	Nokia Siemens Networks, Nokia
	Usage of OMA References – Update of References
	33.220
	0133
	1
	F
	 
	7
	GAA2
	Agreed

	S3-070852
	Nokia Siemens Networks, Nokia
	Usage of OMA References – Update of References
	33.220
	0134
	1
	A
	 
	8
	TEI8
	Agreed

	S3-070853
	Nokia Siemens Networks, Nokia
	Integration of approved CR to TS 33.220 on HLR integration
	33.920
	0004
	1
	F
	 
	7
	2G GBA
	Agreed

	S3-070855
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	1
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Replaced by 883

	S3-070859
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0113
	1
	F
	7.7.0
	7
	TEI7
	Agreed

	S3-070860
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0114
	1
	A
	8.1.0
	8
	TEI8
	Agreed

	S3-070864
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	0099
	1
	 
	 
	8
	-
	Replaced 896

	S3-070867
	CableLabs
	Authentication of non REGISTERs (823, 824, 752 combined)
	33.203
	0110
	2
	 
	 
	 
	 
	Agreed

	S3-070868
	Nokia, Nokia Siemens Networks, CableLabs
	Addition to use of TLS for Authentication of Non-REGISTERs
	 33.203
	0115
	1
	 
	 
	 
	 
	Agreed

	S3-070869
	Nokia, Nokia Siemens Networks, CableLabs
	Informative Annex on use of authentication methods for non-registration messages
	  33.203
	0117
	1
	 
	 
	 
	 
	Agreed

	S3-070874
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	1
	F
	7.3.0
	7
	KeyEstUTerm
	Replaced by 882

	S3-070875
	Ericsson
	CR to 33.259: Correction of XML schema
	33.259
	0005
	1
	F
	7.1.0
	7
	PNPAN-key
	Agreed

	S3-070878
	Ericsson
	Usage of TEK and TGK in MBMS
	33.246
	0144
	1
	F
	7.5.0
	7
	MBMS
	Agreed

	S3-070882
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	2
	F
	7.3.0
	7
	KeyEstUTerm
	Replaced by 884

	S3-070883
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	2
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Replaced by 906

	S3-070884
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	3
	F
	7.3.0
	7
	KeyEstUTerm
	Agreed

	S3-070885
	Nokia, Nokia Siemens Networks
	Visited NAF Key Centre Requirements
	33.259
	0004
	 
	B
	 
	8
	TEI8
	Agreed

	S3-070887
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	03.20
	0029
	-
	F
	8.5.0
	99
	SEC1
	Agreed

	S3-070888
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	43.030
	0019
	-
	F
	4.4.0
	Rel-4
	SEC1
	Agreed

	S3-070889
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	43.020
	0020
	-
	A
	5.3.0
	Rel-5
	SEC1
	Agreed

	S3-070890
	Vodafone
	Allowing new A5 algorithms to be introduced in future releases
	43.020
	0021
	-
	F
	6.4.0
	Rel-6
	SEC1
	Agreed

	S3-070891
	Vodafone
	Allowing new A5 algorithms to be introduced in future releases
	43.020
	0022
	-
	A
	7.1.0
	Rel-7
	SEC1
	Agreed

	S3-070892
	Nokia Siemens Networks, Nokia
	Addition of information for developers on B-TID uniquenss
	33.220
	0129
	1
	D
	 
	8
	TEI8
	Agreed

	S3-070893
	Nokia Siemens Networks, Nokia
	BSF Address Discovery
	33.220
	0130
	2
	B
	 
	8
	TEI8
	Noted

	S3-070894
	Ericsson
	CR to 33.222: Certificate based mutual authentication: TLS profile
	33.222
	0028
	 
	F
	7.2.0
	7
	GAAext
	Agreed

	S3-070896
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	0099
	2
	 
	 
	8
	-
	Agreed

	S3-070902
	Nokia, Nokia Siemens Networks
	Control key length increase in OTA de-personalisation message.
	22.022
	0006
	1
	A
	 
	7
	TEI7
	Agreed

	S3-070906
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	3
	F
	7.3.0
	Rel-7
	KeyEstUTerm
	Agreed


C.2
List of agreed CRs to be presented to TSG SA#37 for approval

	Tdoc number
	Source
	Title
	Spec
	CR#
	Rev
	Cat
	Version
	Rel
	WI

	S3-070708
	Nokia, Nokia Siemens Networks
	Usage of OMA References – Update of References
	33.221
	0009
	 
	F
	 
	7
	GAA2

	S3-070709
	Nokia, Nokia Siemens Networks 
	Usage of OMA References – Update of References
	33.222
	0027
	 
	F
	 
	7
	GAA2

	S3-070849
	Nokia Siemens Networks, Nokia
	2G GBA Certificate Management
	33.220
	0131
	1
	F
	 
	7
	2G GBA

	S3-070850
	Nokia Siemens Networks, Nokia
	2G GBA Certificate Management
	33.220
	0132
	1
	A
	 
	8
	TEI8

	S3-070851
	Nokia Siemens Networks, Nokia
	Usage of OMA References – Update of References
	33.220
	0133
	1
	F
	 
	7
	GAA2

	S3-070852
	Nokia Siemens Networks, Nokia
	Usage of OMA References – Update of References
	33.220
	0134
	1
	A
	 
	8
	TEI8

	S3-070853
	Nokia Siemens Networks, Nokia
	Integration of approved CR to TS 33.220 on HLR integration
	33.920
	0004
	1
	F
	 
	7
	2G GBA

	S3-070859
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0113
	1
	F
	7.7.0
	7
	TEI7

	S3-070860
	Ericsson
	Correction of Handling unprotected error messages
	33.203
	0114
	1
	A
	8.1.0
	8
	TEI8

	S3-070867
	CableLabs
	Authentication of non REGISTERs (823, 824, 752 combined)
	33.203
	0110
	2
	 
	 
	 
	 

	S3-070868
	Nokia, Nokia Siemens Networks, CableLabs
	Addition to use of TLS for Authentication of Non-REGISTERs
	 33.203
	0115
	1
	 
	 
	 
	 

	S3-070869
	Nokia, Nokia Siemens Networks, CableLabs
	Informative Annex on use of authentication methods for non-registration messages
	  33.203
	0117
	1
	 
	 
	 
	 

	S3-070875
	Ericsson
	CR to 33.259: Correction of XML schema
	33.259
	0005
	1
	F
	7.1.0
	7
	PNPAN-key

	S3-070878
	Ericsson
	Usage of TEK and TGK in MBMS
	33.246
	0144
	1
	F
	7.5.0
	7
	MBMS

	S3-070884
	Ericsson
	CR to 33.110: Correction of XML schema
	33.110
	0015
	3
	F
	7.3.0
	7
	KeyEstUTerm

	S3-070885
	Nokia, Nokia Siemens Networks
	Visited NAF Key Centre Requirements
	33.259
	0004
	 
	B
	 
	8
	TEI8

	S3-070887
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	03.20
	0029
	-
	F
	8.5.0
	99
	SEC1

	S3-070888
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	43.030
	0019
	-
	F
	4.4.0
	Rel-4
	SEC1

	S3-070889
	Vodafone
	Recommendation to support A5/3 and explicit prohibition of non-standard A5 algorithms in MS
	43.020
	0020
	-
	A
	5.3.0
	Rel-5
	SEC1

	S3-070890
	Vodafone
	Allowing new A5 algorithms to be introduced in future releases
	43.020
	0021
	-
	F
	6.4.0
	Rel-6
	SEC1

	S3-070891
	Vodafone
	Allowing new A5 algorithms to be introduced in future releases
	43.020
	0022
	-
	A
	7.1.0
	Rel-7
	SEC1

	S3-070892
	Nokia Siemens Networks, Nokia
	Addition of information for developers on B-TID uniquenss
	33.220
	0129
	1
	D
	 
	8
	TEI8

	S3-070894
	Ericsson
	CR to 33.222: Certificate based mutual authentication: TLS profile
	33.222
	0028
	 
	F
	7.2.0
	7
	GAAext

	S3-070896
	Nokia, Nokia Siemens Networks
	Support of IMS emergency call over I-WLAN
	33.234
	0099
	2
	 
	 
	8
	-

	S3-070902
	Nokia, Nokia Siemens Networks
	Control key length increase in OTA de-personalisation message.
	22.022
	0006
	1
	A
	 
	7
	TEI7

	S3-070906
	Huawei
	Clarification of palyload in “service request” message
	33.110
	0014
	3
	F
	7.3.0
	Rel-7
	KeyEstUTerm


Annex D:
List of Liaisons to SA WG3#48
D.1
Liaisons to the meeting

	Tdoc
	Source
	Title

	S3-070699
	IEEE 802.11
	Liaison to 3GPP SA1 regarding Access Point secure identity

	S3-070777
	PTCRB
	PTCRB Response LS on clarification regarding terminal certification and A5/2 removal

	S3-070778
	3GPP SA
	LS on Codecs and Common IMS

	S3-070779
	GCF SG Chair / Vodafone
	Response to a LS from 3GPP SA3 on Clarification regarding terminal certification and A5/2 removal

	S3-070780
	3GPP SA
	LS on Transfer of work under "common IMS"

	S3-070781
	CT
	LS on New WI and TR for Diameter-based protocols usage and recommendations in 3GPP

	S3-070782
	SA5
	LS on availability of IMSI and IMEI(SV) in eNB

	S3-070783
	GERAN
	Response LS to TC-RT DMO Group clarification regarding radio aspect of DMO

	S3-070784
	SA2
	Response to LS on Service Request for SAE/LTE

	S3-070785
	SA2
	LS on Security Parameters

	S3-070786
	SA2
	LS Response on “SAE Interworking with Pre-REL8 system”

	S3-070787
	SA3-LI
	Reply LS on Lawful Intercept Interworking with Bearer Redirection

	S3-070788
	RAN3
	LS on LTE MBMS progress

	S3-070789
	CT4
	LS on Multiple Interfaces for GBA

	S3-070790
	CT4
	LS on reply to on Authentication Failure and Authentication Timeout

	S3-070791
	CT3
	LS on New WI and TR for Diameter-based protocols usage and recommendations in 3GPP

	S3-070792
	CT1
	Passing the private user identity to the PNM AS 

	S3-070793
	CT4
	LS Reply to LS on Digest and TLS Procedures

	S3-070794
	RAN3
	LS on Security Mode Command procedure for SAE/LTE

	S3-070795
	RAN4
	LS on Home NodeB/eNodeB regarding localisation/authorisation

	S3-070796
	RAN2
	LS on Closed Subscriber Groups for LTE Home cells

	S3-070817
	SA2
	Reply LS on DSMIPv6 security over the S2c reference point

	S3-070819
	SA2
	Reply LS on Authorization over Mz in MBMS

	S3-070825
	TISPAN WG7
	LS  on NBA

	S3-070826
	TISPAN
	LS on NAT Traversal

	S3-070827
	CT1
	LS on SIP URI and TEL URI

	S3-070844
	ITU-T SG 13
	ITU-T SG13 LS on media security 

	S3-070899
	SA2
	LS from SA2 on P-TMSI signature


D.2
Liaisons from the meeting

	Tdoc
	Title
	To
	Cc

	S3-070834
	Reply LS to LS on Home NodeB/eNodeB regarding localisation/authorisation
	RAN4
	RAN3, RAN2, GERAN, SA1, SA2

	S3-070835
	Comments on S3-070786
	SA1, SA2, CT4
	-

	S3-070836
	Reply to SA5 on LS on availability of IMSI and IMEI(SV) in eNB
	SA5, RAN3
	-

	S3-070837
	Reply LS to RAN3 Security Mode Command procedure for SAE/LTE
	RAN3
	SA2, SA4, RAN2

	S3-070838
	Reply LS to SA2 Service Request for SAE/LTE
	SA2, RAN2, RAN3
	CT1, CT4

	S3-070842
	LS to CT4 and SA2 on Security Requirements
	CT4
	SA2

	S3-070843
	LS to SA2 CT1 on protection over the air for LTE/SAE
	SA2, CT1, GSMA SG, GSMA DG
	 

	S3-070845
	LS to SA2 on DS-MIPv6
	SA2
	-

	S3-070854
	LS on IP Multicast to RAN3 and RAN2
	RAN3
	RAN

	S3-070858
	Reply LS to CT1 on Passing the private user identity to the PNM AS 
	CT1
	SA2

	S3-070866
	LS to CT1 on SIP digest
	CT1
	-

	S3-070870
	LS to CT4, Cc CT1 on SIP digest (reply to to LS on Digest and TLS Procedures)
	CT4
	CT1

	S3-070872
	LS to TISPAN WG3, CT1, CT4 on joint meeting findings on Common IMS transfer
	CT1, CT4
	-

	S3-070876
	Reply LS to SA2 on Security Parameters
	SA2
	-

	S3-070880
	LS to RAN on E-UTRAN Input parameters to integrity and ciphering algorithm
	RAN2, CT1
	-

	S3-070881
	LS to RAN2 on ACTIVE mode key change
	RAN2
	RAN3 

	S3-070897
	LS to SA2  on WLA N interworking
	SA2
	-


Annex E:
List of TSs or TRs to go to SA

TS 33.223 on GBA Push will go to SA for information.

Annex F:
List of WIDs to go to SA

	Tdoc
	Title

	S3-070886
	UTRAN key management enhancements

	S3-070903
	WID of H(e)NB security


Annex H:
Actions from the meeting

· AP-49-01: Valtteri Niemi to check with Frank Quick on status of specifications under joint control of SA3 and TR-45 AHAG.
· AP-49-02: All to review S3-070844 and prepare for drafting an answer to ITU-T SG13 Q15 (jointly SA3 and TISPAN WG7)
· AP-49-03: Liu Fei to initiate email discussion on User Plane security encryption complexity and cost

· AP-49-04
Lydia Xu to chair an email discussion on the subject of Key establishment for remote device for application
· AP-47-05
Chairman to ask clarification to SA Plenary whether TR 33.920 has to be kept alive for pure Release 8 changes

· AP-47-06
Marc Blommaert to report on the status of Multiple Interfaces for GBA in CT4
· AP-49-07
Dionisio Zumerle to define syntax for documents in draft folder

· AP-49-08
Rajavelsamy Rajadurai to check references to 43.020 and report back to SA3

· AP-49-09
Marc Blommaert to include 33.xyz and 33.abc into the SA2 work item
3GPP
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