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Annex B (normative):
Key establishment UICC-Terminal interface

This annex describes the UICC-Terminal interface to be used to derive Ks_local key in the UICC when there is the establishement of a shared key Ks_local between a UICC and a Terminal.

B.1
Local Key Establishment: Key Derivation procedure

This procedure is part of the key establishment to share Ks_local key between a UICC and a Terminal.

The Terminal has previously performed a GBA_U bootstrapping procedure and subsequent GBA_U NAF Derivation procedure, as described in TS 33.220 [3], with the NAF Key Center. The UICC stores the corresponding Ks_int_NAF and associated B-TID together with the NAF_ID of the NAF Key Center.

The NAF_ID of the NAF Key Center is stored on the UICC. This value shall be accessible by the Terminal.

The Terminal sends to the UICC the list of parameters described in the Terminal request for Ks_local generation in clause 4.5.2.

The UICC uses the NAF_ID to retrieve Ks_int_NAF associated to the NAF Key Center. The UICC derives Ks_local from Ks_int_NAF as described in clause 4.5.2.

After successful Ks_local key derivation, the UICC stores Ks_local and associated parameters as described in clause 4.5.2.
Ks_local identifier consists of the concatenation of NAF_ID, Terminal_ID, UICC_ID, Term_appli_ID, UICC_appli_ID and RANDx.
In case that the UICC does not have enough storage available for the generated Ks_local and associated parameters, the UICC shall overwrite an existing Ks_local and associated parameters. To determine the Ks_local to overwrite, the UICC shall construct a list of Ks_local identifiers by storing in the list first position the Ks_local identifier of the last used or derived Ks_local and by shifting down the remaining list elements. The last Ks_local identifier in this list corresponds to the Ks_local to overwrite when the UICC runs out of free memofy. If an existing Ks_local in use is overwritten, the application using Ks_local shall not be affected. 
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Figure B.1

B.2
Local Key Establishment: Key Availability Check procedure

This procedure takes place during the initiation of the key establishment procedure where the Terminal checks if the UICC already stores a valid key Ks_local required for the application communicating with the UICC.

The UICC has previously performed a Key Derivation procedure for the local key establishment.

The Terminal sends either a Key Identifier of Ks_local or no parameter.

If the UICC received a Key Identifier of Ks_local as input data then the UICC returns success/failure message, else the UICC returns the list of available Ks_local key identifiers.
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Figure B.2
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