Page 1



3GPP TSG-SA3 Meeting #47 
(
 S3-070384
Tallinn, Estonia, 22-25/05/2007

	CR-Form-v9.2

	CHANGE REQUEST

	

	(

	33.980
	CR
	0017
	(

rev
	-
	(

Current version:
	7.4.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Clarification of SAML v2.0 description

	
	

	Source to WG:
(

	Ericsson

	Source to TSG:
(

	TSG SA WG3

	
	

	Work item code:
(

	LibSec
	
	Date: (

	15/05/2007

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	Although SAML v2.0 support has been introduced, some of the refereces are inaccurate. Furthermore, many generic descriptions do not mention SAML v2.0 (only ID-FF)

	
	

	Summary of change:
(

	Inclusion of updated references and rephrase of some statements to explicitly mention SAML v2.0.

	
	

	Consequences if 
(

not approved:
	Lack of accuracy in specifiaction

	
	

	Clauses affected:
(

	1, 2, 3.1, 3.2, 4.2, 4.2.1.1, 4.3.2, 4.3.3, 4.3.6.1, 4.3.6.2, 4.3.7, 4.5

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


********************** begin next change ****************************

1
Scope

The present document provides guidelines on the interworking of the Generic Authentication Architecture (GAA) and the Liberty Alliance architecture. The document studies the details of possible interworking methods between the Security Assertion Markup Language v2.0, SAML v2.0 (or alternatively the Liberty Alliance Identity Federation Framework, ID-FF), the Identity Web Services Framework (ID-WSF) and a component of GAA called the Generic Bootstrapping Architecture (GBA). This document only applies if Liberty Alliance and GBA or SAML v2.0 and GBA are used in combination.
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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [21] and the following apply.
Assertion (SAML assertion) is an XML-based data structure defined by SAML v2.0 [y]. Assertions are collections of one or more statements made by a SAML authority (also known as an issuer), such as an authentication statement or attribute statement. As used in Liberty, assertions typically concern things such as: an act of authentication performed by the Principal, attribute information about a Principal, or an authorization permission applying to a Principal with respect to a specified resource.

Attribute: A distinct, named characteristic of a Principal or other system entity.

Bootstrapping Server Function (BSF): A BSF is hosted in a network element under the control of an MNO. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running a bootstrapping procedure. The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

Defederate (federation termination): To eliminate the linkage between a Principal’s account at an identity provider and a service provider. 

Discovery Service (DS): An ID-WSF service facilitating the registration, and subsequent discovery of, ID-WSF service instances, as indexed by Principal identity [10].

Federation: A is an act of establishing a relationship between two entities or an association compromising any number of service providers and identity providers.

GBA Function: A is a function on the ME executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference point) and providing Ua applications with a security association to run bootstrapping usage procedure. The GBA function is called by a Ua application when theUa application wants to use the bootstrapped security association.

Identity Provider (IdP): A Liberty-enabled system entity that manages identity information on behalf of Principals and provides assertions of Principal authentication to other providers e.g. other service providers. 

Liberty-Enabled User Agent or Device (LUAD): A device (or user agent) that has specific support for one or more profiles of the Liberty specifications. A LUAD may perform one or more Liberty system entity roles as defined by the Liberty specifications it implements. For example, a LUAD LECP is a user agent or device that supports the Liberty LECP profile, a LUAD ECP is a user agent or device that supports the SAML v2.0 ECP Profile and a LUAD-DS would define a device or user agent offering a Liberty ID-WSF Discovery Service [10].

Liberty Identity Federation Framework (ID-FF): A system that enables identity federation and management through features such as identity/account linkage, simplified sign on, and simple session management.

Liberty Identity Web Services Framework (ID-WSF): A system that provides the framework for building interoperable identity services, permission based attribute sharing, identity service description and discovery, and the associated security profiles.
Network Application Function (NAF): A NAF is hosted in a network element. GBA may be used between NAFs and UEs for authentication purposes, and for securing the communication path between the UE and the NAF.

Principal: A principal is a system entity whose identity can be authenticated. In Liberty usage the term Principal is often synonymous with "user". The Principal is the legitimate user of the UE. 

Service Provider (SP):  A SP is a role donned by system entities. The SP interacts with other system entities primarily via plain HTTP.  From a Principal’s perspective, a Service Provider is typically a web site providing services and / or goods.

Web Service:

1.
A service defined in terms of an XML-based protocol, often transported over SOAP, and / or a service whose instances, and possible data objects managed therein, are concisely addressable via URIs. 

2.
A web service utilizing [9], [6] and [10].

Web Service Consumer (WSC): A WSC is a role donned by a system entity when it makes a request to a web service.

Web Service Provider (WSP): A WSP is a role donned by a system entity when it provides a web service.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply (origin of term if GAA or LAP/SAML):

AS
Authentication Service (as defined by LAP)

BSF
Bootstrapping Server Function (GAA)

B-TID
Bootstrapping Transaction Identifier (GAA)

DS 
Discovery Service (as defined by LAP)
ECP
Enhanced Client or Proxy (as defined by SAML)
FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture (GAA)

GSID
GAA Service Identifier (GAA)

GUSS
GBA User Security Settings (GAA)

HSS
Home Subscriber Server

ID-FF
Identity Federation Framework (as defined by LAP)

ID-SIS
Identity Service Interface Specification (as defined by LAP)

IdP
Identity Provider (as defined by LAP/SAML)

ID-WSF
Identity Web Services Framework (as defined by LAP)

LAP
Liberty Alliance Project

LECP
Liberty-Enabled Client or Proxy (as defined by LAP)

LUAD
Liberty-Enabled User Agent or Device (as defined by LAP)

NAF
Network Application Function (GAA)

PAOS
Reversed HTTP binding for SOAP (as defined by LAP/SAML)

SAML
Security Assertion Markup Language

SASL
Simple Authentication and Security Layer 
SOAP
Simple Object Access Protocol

SP 
Service Provider

SSO
Single Sign-On

SSOS
SSO Service

UE
User Equipment

UID
User Identifier

USS
User Security Setting

WSC
Web Service Consumer (as defined by LAP)

WSP
Web Service Provider (as defined by LAP)

********************** begin next change ****************************

4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This clause describes the GAA and ID-FF / SAML v2.0 / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and Zn-Proxy dependent on configuration) as described in TS 33.220 [1].

In the Liberty Alliance the following system entities exist: Principal (shown as UE in the figures), IdP, DS, SP, and the roles WSC, and WSP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2. 
SAML v2.0 works with very similar concepts as ID-FF. As SAML v2.0 [y] was specified with ID-FF 1.2 taken as an input, SAML v2.0 is a superset of ID-FF 1.2 and SAML v1.1 with some relatively small differences (mostly extensions). The related system entities are: UA, SP and IdP (User Agent, Service Provider and Identity Provider, respectively). For this strong similarity, no separate discussion on SAML v2.0 is given in this section.
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Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE. Regarding SAML v2.0, the Web Browser SSO Profile [13] is used.
Regarding GAA/GBA interworking with Liberty ID-FF, in principle Liberty ID-FF Identity Provider (IdP) Specification [7] is the only specific ID-FF service that it is relevant for the discussion regarding authentication interworking.
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Figure 4.2-2: General Liberty Alliance network model for ID-WSF

Regarding GAA/GBA interworking with Liberty ID-WSF, in principle Liberty ID-WSF Authentication Service (AS) Specification [8] is the only specific ID-WSF service that it is relevant for the discussion regarding authentication interworking. Liberty Alliance specifies the AS as part of the IdP in ID-WSF taking the authentication function in ID-WSF. This is in contrast to ID-FF, where the authentication function is not a separate service within IdP. First it is outlined, how the Liberty ID-WSF Authentication Service fits together with the GBA architecture, then the more complex scenario that includes a Single Sign On Service and an Authentication Service is described.

The typical Liberty ID-WSF attribute sharing infrastructure including WSC, WSPs and DS does usually not interwork with GAA/GBA. A WSC would request end user attributes from a WSP and all the required security aspects would be supported by the DS.

Liberty ID-WSF "Authentication Service and Single Sign-On Service Specification" [8] describes procedures so that:

1.
A user authenticates to an AS using SOAP-based interface;

2.
A user requests a security token to access a particular SP;

3.
A user presents the received security token to the SP.

This procedure is described in clause 4.3.5 and does not require any further interaction with WSCs, WSPs or DSs.  The Liberty ID-WSF Authentication Service may also be used by WSCs to be able to interact with a DS (e.g. when a Liberty ID-FF infrastructure is not available and a WSC needs to interact with a DS in order to discover user attributes). Here the DS would act as a SP that needs to authenticate the WSC. This would be an entity peer authentication rather than a GBA/GAA based end-user authentication. Thus the only potential for interworking between the ID-WSF Authentication Service and GAA/GBA is where a Liberty implementation of a WSC in a User Equipment (i.e. a Liberty User Agent or Device, LUAD-WSC) wants to get access to a SP (e.g. a DS or any other SP). Therefore, the roles and architecture elements relevant are described in figure 4.2-3.
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Figure 4.2-3: Liberty Alliance network model for ID-WSF Authentication Service

The Liberty Alliance Architecture might also not only contain an Authentication Service (AS), but also a separate Single Sign On Service (SSOS) that interacts directly with an SP. The AS provides security tokens to the UE which may be used with all services offered in the domain of the same provider. The scenario with SSOS is necessary when either the communication between UE and SP may by some reason only be based on ID-FF protocols, or if the service is offered by some other provider. The network model for this scenario is depicted in 4.2-4:
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Figure 4.2-4: Liberty Alliance network model for ID-WSF Authentication Service with Single Sign On Service

NOTE 1:
The dashed line indicates the authentication which is out of scope of Liberty Alliance ID-FF and ID-WSF specifications. The solid lines and boxes indicate Liberty Alliance reference points and elements.

The scenarios where the GBA architecture is combined with the ID-WSF AS have the following interworking elements:

- 
For the UE: UE comprises both GBA and LAP functionality and thus has Ub interface to BSF.

- 
For the AS: AS contains authentication functionality and thus has to interwork with GBA. Details depend on the actual collocation of elements and are given in the following sub-clauses.

The reference point between UE and AS is affected in this scenario, as can be seen e.g. in Figure 4.2-4. The reference point between UE and AS utilizes the Simple Authentication and Security Layer (SASL) protocol (RFC 2222 [17]) as authentication support layer according to Liberty Alliance specifications.

The UE-AS reference point may utilize digest authentication as a SASL mechanism (RFC 2831 [18]). This would be a specific implementation of the Ua protocol similar to TS 33.222 [2]. The protocols could use the shared secret of GBA (Ks_NAF) for authentication, e.g. digest-MD5 or other authentication methods within SASL
NOTE 2: 
 There are further interworking cases possible, but all require more new specifications or adaptations of existing specifications compared with the above-mentioned way. In particular, one case stands out where the AS acts as BSF. Then a version number information of the used AKA protocol must be transported within SASL, but this would no longer fall within the realm of GAA/GBA. There would be no Ub and Ua protocols as specified in TS 33.220, but only a straight-forward use of e.g. digest AKA within SASL for authentication. All other features of GBA would not be used.

The Liberty-specific interfaces are secured using methods described in [14] and [6]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP-based or PAOS-based [20]. For ID-WSF, the reference points between the UE and the SP, respectively the UE and the IdP might also be SOAP-based.

For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF or ID-WSF, there are two alternative architectures possible. The the Liberty Authentication function might be collocated with the NAF, or it might be collocated with the BSF and the SP collocated with the NAF. For ID-WSF, the reference points between the UE and the SP, respectively the UE and the IdP might also be SOAP based. These alternative architectures are discussed in the following sub-clauses.

********************** begin next change ****************************

4.2.1.1
Collocation of IdP/NAF in Liberty Alliance ID-FF (alternatively SAML v2.0)
If the IdP is collocated with the NAF, then the IdP/NAF authenticates the UE using GBA credentials. There is only one reference point carrying both Liberty Alliance and GBA related information, i.e. the reference point between the IdP/NAF and the UE. The protocols and profiles that are used to trigger the authentication of the UE and the successful authentication information transfer are defined in Liberty ID-FF [7] or SAML v2.0 [11], [13]. The architecture for a collocated IdP/NAF together with the Liberty ID-FF is outlined in Figure 4.2-5.
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Figure 4.2-5: Combined Liberty Alliance ID-FF and GAA architecture with collocated NAF and IdP.

NOTE:
The dashed lines and boxes are 3GPP reference points and network elements defined in TS33.220 [1]. The solid lines and boxes indicate that these are Liberty Alliance reference points and elements.

Figure 4.2.5 shows a Liberty Alliance ID-FF environment on the right hand side. The same arrangement is valid if other Liberty Alliance network elements (except the UE) deploy ID-WSF protocols between them.

********************** begin next change ****************************

4.3.2
Session Concept at IdP

The session concept of Liberty Alliance is mapped to the key lifetime of the NAF-specific key material. The maximum Liberty Alliance session lifetime must be equal to or shorter than the remaining lifetime of the key. When the Liberty session expires the temporary GBA related data is deleted from the table described in 4.3.1. If a session is explicitly terminated e.g. via Single-Logout, then the temporary GBA related data is deleted in the NAF/IdP. For the next login, the UE would be required to execute the bootstrapping usage procedure again, since he has no shared keys with the NAF/IdP.  If a new bootstrapping procedure was executed since the last contact between UE and NAF, the new temporary GBA related data is inserted into the table described in 4.3.1. If the freshness of the received key material is not satisfactory, then NAF/IdP sends a re-negotiation request to the UE as outlined in TS 33.220 [1] and uses the new key material for the Liberty session.

When a user starts a Liberty session with the IdP, then it contacts the IdP via Ua reference point and mutual authentication as outlined in [2] is done. Depending on the entries in the table of the IdP, three possibilities exist:

1)
In case the B-TID exists in the table and is not expired, the IdP has all required data and can start communication with the UE without communication over Zn. If the IdP decides that the remaining lifetime of the B-TID is too short, it may indicate bootstrapping re-negotiation required to the UE. Then the procedure is similar to case 2.

2)
In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does already exist in the table, then the entry in the table is updated with B-TID and related information.

3)
In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does not exist in the table or there is no user identity sent, then the IdP creates a new entry in the table.

This could be applied to a BSF/IdP and a NAF/IdP solution.

For anonymous user access, the B-TID is used as the user identifier. If such an anonymous Liberty session is terminated, then all the GBA related data is deleted, including the B-TID. 

Liberty Alliance has the concept of authentication time. In GBA the bootstrapping time is available to the IdP/NAF. Since the bootstrap procedure requires Digest AKA, the bootstrapping time should be taken as Liberty authentication time. 
If a user with ongoing LAP IdP session contacts the LAP IdP for authentication, and the <lib:AuthnRequest> contains the element <ForceAuthn> (cf. [26], section 3.2.1.1), then the IdP shall send to the user a Bootstrapping Renegotiation Request according to section 4.5.3 of [1]. This is necessary as this may be a reauthentication request issued for liveness validation within LAP (cf. [7], section 4.4.2), requiring a new bootstrapping, as the bootstrapping time is taken as Liberty authentication time.

********************** begin next change ****************************

4.3.3
SSO scenario: ID-FF with <lib:AuthnResponse> transfer

********************** begin next change ****************************

4.3.6.1
HTTPS with TLS

This scenario is a version of the scenario in clause 4.3.3.1 with the difference that all protocol elements are taken from within SAML v2.0 [y] implementing the Web Browser SSO Profile from [13]. Hence all the steps described there apply here as well, after replacing <lib:AuthnRequest> with <samlp:AuthnRequest> and <lib:AuthnResponse> with <samlp:Response>. The steps are not repeated here, only an adapted version of Figure 4.3-1 is included.
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Figure 4.3-4: Message flow for SSO with <samlp:Response> and TLS with GBA

********************** begin next change ****************************

4.3.6.2
HTTPS with PSK TLS

This scenario is a version of the scenario in clause 4.3.3.2 with the difference that all protocol elements are taken from within SAML v2.0 [y] ] implementing the Web Browser SSO Profile from [13]. Hence all the steps described there apply here as well, after replacing <lib:AuthnRequest> with <samlp:AuthnRequest> and <lib:AuthnResponse> with <samlp:Response>. The steps are not repeated here, only an adapted version of Figure 4.3-1a is included.
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********************** begin next change ****************************

4.3.7
SSO scenario: SAML v2.0 with artifact transfer (resolution)

This scenario is a version of the scenario in clause 4.3.4 with the difference that all protocol elements are taken from within SAML v2.0 [y] implementing the Web Browser SSO Profile from [13]. Hence all the steps described there apply here as well, after replacing <lib:AuthnRequest> with <samlp:AuthnRequest>. The steps are not repeated here, only the adapted version of Figure 4.3-2 is included.
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Figure 4.3-6: Message flow for SSO with Artifact resolution (SAMLv2.0) and usage of GBA
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4.5 
Liberty Alliance Authentication Context and GBA

The authentication context needs to contain information to describe that GBA was used for trust establishment and to describe how GAA/GBA was used e.g. Username / password in HTTPS. In addition the strength of the GBA authentication and the security of key storage in UE have to be taken into account (c.f. TS33.220 [1]: GBA_ME, GBA_U, or 2G GBA).  The Liberty authentication context specification is based on [15]. The SAML v2.0 authentication contexts are defined in [x].
NOTE:
In case that GBA and Liberty Alliance Interworking extensions are needed by standardisation bodies other than 3GPP, then also the definition of authentication contexts has to be done in the applicable specifications.  
The Liberty Alliance ID-FF v1.2 (also valid for SAML v2.0) Authentication Context for GBA is defined in Annex E of TS 29.109 [5].
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