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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by Huawei Technologies Co., Ltd in Beijing, P. R. China, Feb. 13 - 16, 2007.
Apologies were received from Mr Nigel Barnes from Motorola.
2
Agreement of the agenda and meeting objectives

TD S3-070001: Draft Agenda for SA WG3 meeting #45; introduced by SA WG3 Chairman was approved.
The meeting objectives:

-
Because of the SA plenary decisions on SAE (and further work by SA2 on the same subject), it seems that some of our SAE/LTE security work is on the “critical path” as regards the overall progress of the work. Therefore, we have to put high priority on this work area, especially on providing a good reply to the questions SA2 have asked us in the LS S2-070590;

-
Another primary objective is to get all those work items that we believe should fit into release 7 into a state where only corrections are needed afterwards (i.e. category “F” CR’s). If we anyway fail to get some work item into this state, we have to report this to SA plenary by filling in the form SP-060939 (for each such WI). Here, some help from rapporteurs is needed;

-
A secondary objective is to progress work that we believe would end into Release 8. 

The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-  to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-  to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).
3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which are reflected in the document list.

4
Meeting reports

4.1
Approval of the report of SA3#45
TD S3-070002: Draft Report of SA WG3 meeting #45; introduced by SA WG3 Secretary. This was provided in draft form. It was approved and provided asTD S3-070002.
AP 45.01 
 Bengt Sahlin to provide an updated version S3-060439 that deals with reference 37.

Closed:  Done see TD S3-070151.
AP 45.02
Anand Palanigounder was asked to provide more information on specifications Network Firewall control and configuration work item.

Closed:  Done, see TD S3-070148.
AP 45.03
Bengt Sahlin to sendTD S3-060842/SP-060847  to Jan Ellsberger and to Chris Pudney.

Closed:  Done.
4.2
Report from SA#33

TD S3-070003: Report from SA#34 plenary: SA WG3 Chairman

The report was noted. It was also noted that the release 7 version of CR to 33.246 “Correction of the MIKEY Extension payload coding” (S3-060815) had been prepared against the release 6 baseline, instead of against version 7.1.0 of the TS. These kind of shortcuts in preparing CR’s are of course totally unacceptable and there is a real risk that implementation errors occur because of these kind of lapses.
The CR sent back to SA3 was the CR to 33.246 “MSK storage on UEs” (S3-060824/825). There was an LS sent to CT6 about this (S3-060826). Gemalto had submitted a company contribution SP-060885 to SA#34 about the issue, containing also summary of the email discussions held after our meeting. Various solutions explained in SP-060885 were not discussed but, nevertheless, the Axalto proposal to send the CR back to SA3 was accepted by SA.
4.3
LI meetings
The last meeting of SA3 LI was held from 6th to 8th February 2007 in New Orleans, USA. There was one WI and three CRs from the meeting.
TD S3-070144: WI for Lawful Interception in the 3GPP Rel-8: SA3 LI. It was revised to TD S3-070215 and it was agreed to be sent to SA for approval.
TD S3-070145: CR 33.107-0060: Stage 2 MBMS Interception: SA3 LI. It was agreed to be sent to SA for approval.
TD S3-070146: CR 33.107-0061: SMS IRI Reporting for WLAN Interworking: SA3 LI. While interception of SMS over IMS is already handled as part of normal IMS interception, such handling is not explicitly mentioned.  Therefore it appears to be omitted. This contribution proposes clarification indicating how SMS over IMS is handled. It was revised to TD S3-070216 and it was agreed to be sent to SA for approval as CR .
TD S3-070147: CR 33.108-0089: SMS IRI Reporting for WLAN Interworking (33.108): SA3 LI. It was revised to TD S3-070217 and it was agreed to be sent to SA for approval as CR 

5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3-070011: LS on Emergency Attach for UICC-less UE: SA2 (S2-070606). This is a coummunication betwen SA2 and CT1 on Emergency Attach for UICC-less UE. This was copied to SA3 and was noted. However, the group was reminded that this will need to be addressed in the future.
TD S3-070143: LS on DIMS Security: SA4 was asking SA3 to review the attached draft specification and to feed back any comments, question, advice or changes proposed to TS 26.142. Comments prior to the proposed PSM Ad-hoc meeting, scheduled for March, would be preferable. The section on security in the attached TS was empty and possibly this is what SA4 were requesting SA3 to fill. It was decided to deal with this over email.
The outcome of the review should be sent on the 7th March. Comments were expected by 28th February. The comments needed to be consolidated by the 2nd March. Comments against the consolidated version would be provided by the 6th of March so the comments could be sent on the 7th.
The process would be organised by Vodafone.

5.2
IETF

There was no report at this meeting.
5.3
ETSI SAGE

There was no report at this meeting.
5.4
GSMA
There was a meeting in Helsinki last week. The group now has a sub-group on mobile malware which meets via confrence calls. There was a presentation from OMTP which has finalised its security framework for mobiles. There was a report on the security acreditation schemes. It would appear that the credit card companies are also active on this. There is still workin ongoing on the removal of A5/2 from mobiles and, indeed, from the networks. First it would appear to convince operators to remove it first.
There was a WI on how to combat handset theft. There is an EU requirement for this. This relates to securing the IMEI more fully.
Another WI was on Bluetooth profiles and a plan for a public website.
The next meeting is 14th and 15th May in Paris.
5.5
3GPP2

TD S3-070148 contained a presentation on Network Firewall Configuration and Control. It was noted that this had not then been ratified by the rest of 3GPP2 and so should have be considered as a company contribution.
It was asked if mobile stations may have pre-shared keys and how these would be managed. The answer was that this could be done over the air (which would not work in roaming situations). Further comments were requested to be directed to the contributors. It was noted.
5.6
OMA

There was no report at this meeting.
5.7
TR-45 AHAG
A separate session was held on Wednesday, see section 7.

5.8
TCG

The mobile specification work has been done and is on IPR review. During spring the compliance testing plans should be done.
1.
The mobile specification work is now mainly done and the specification is under IPR review.
2.
Work is now focusing mainly to get specification through the Technical Committee and Board.
3.
The intention is that during the Spring we make the compliancy testing plans and conformance rules.
4.
Specification is planned to be launched before end of the 1H2007.
5. 
The plan is that during the period (at least) internal testing for the specification is going to be made against use cases.
6.
Liaison work is now one of the working topics (OMTP cooperation is also getting more attention).
7.
Specification marketing effort is going to be quite visible when specification is going to be launched.
5.9
Other groups

TD S3-070021: Liaison statement on draft ITU-T Recommendations X.crs and X.msec-4: ITU-T SG 17 TDoc 164 – E. The ITU-T Study Group 17, Question 9 (Q.9/17) is progressing work regarding correlative reactive system in mobile data communication (X.crs) and authentication architecture in mobile end-to-end data communication (X.msec-4). Q.9/17 recognizes that these two Recommendations might be related to your activities. For developing further collaboration, Q.9/17 wanted to draw SA'3 attention to our work on correlative reactive system and authentication architecture.
There would appear to be an overlap of this with GAA. In this case, there was a need to check that the GAA has been correctly reflected in the ITU report.  It was suggested that the review be done over email. This would be
The first comments needed to be done by 21st March. The final version would be ready by the 4th April. This would be co-ordinated by Huawei (JiWei We). The document number allocated was TD S3-070154.
6
Work areas

6.1
IP multimedia subsystem (IMS)

TD S3-070138: LS to 3GPP SA3 on Joint Meeting: TISPAN WG7 which is pleased that 3GPP SA3 has agreed to meet collocated with TISPAN#13bis and jointly with WG7 on Tuesday, 27th of March. We would like to propose the following agenda for the JM including indications for how much time should be spent on each item. We hope that this is helpful in preparing for the meeting.
AP 46.01
Mr. Vesa Lehtovirta and Miss Mireille Pauliac, to prepare Presentation of SA3 perspective on personal area networking (PAN) security for joint meeting.

AP 46.02
Mr Peter Howard to prepare a Presentation of the SA3 WI for joint meeting
AP 46.03
Mr Steve Dotson to prepare a Presentation of Status of IMS enhancements for CableLabs for joint meeting
AP 46.04
Miss Natacha Mach and Mr Guenther Horn to prepare a Presentation of Status Status of TR 33.803 for joint TISPAN WG7/SA3 meeting.
There were a number of small changes and these will communicated to the chairman of WG7.
AP 46.05
Mr Valtteri Niemi to prepare to inform the chairman of  TISPAN WG7 of some changes to the agenda.
TD S3-070140: LS on NAT traversal Using ICE and Outbound: TISPAN WG7 (12tTD399r1).TISPAN was informing 3GPP SA3 that it is continuing to look at methods for NAT transversal for BOTH IMS and non IMS architectures. An early draft of the report ETSI TR 07022 NAT Traversal feasibility study report is attached. The feasibility study describes the possible use of ICE and Outbound as already defined by 3GPP in 3GPP TS 23.228 Annex G. This specifies ICE and Outbound procedures to support a wide variety of customer premise NATs that are not under the control of the network operator. The Reference Model for the ICE and Outbound methodology from 3GPP TS 23.228 is shown below in the LS`.
It was commented that the statement that ICE and Outbound are independent is incorrect. This statement was put into a CR in TDoc 76r1 that was to be included in the study. Also the statement in bullet 2 was not correct either. Regarding bullet 3, Cablelabs has done some preliminary analysis which possibly could be made available to the joint meeting.
A reply was provided in TD S3-070173. It was agreed to send this liaison statement.
Media Security

TD S3-070137: Liaison response on media security: TISPAN WG7 (12bTD408r2). WG7 has been made aware of SA3’s technical studies on IMS-based media security in your TR. It was recognized the common interest on IMS-based media security and see the potential of joint work in this area. In order to ease collaboration and to avoid duplication of work efforts, WG7 has figured out a work split that we would like to propose to SA3 to take into account.
It was commented that the second new requirement could be more specific to indicate that hop-by-hop is sufficient. The response was provided in TD S3-070183. It was agreed to send this liaison statement.
TD S3-070107: 3GPP TR 33.8xx v0.0.1 'IMS media plane security': Vodafone. This was the current version of the the TR. It was revised to TD S3-070185 and it was noted as basis for future work.
TD S3-070122: Existing solutions for IMS media security and their impact on lawful interception requirements: Nokia, Siemens Networks, Vodafone. In an earlier contribution to SA3 [S3-060723], a set of 3GPP requirements on IMS media security was presented, and it was decided to include this set in a newly created TR [S3-070107]. These requirements included support for Lawful Interception. However, it was noticed, when starting work on possible solutions for IMS media security, that the acceptability of certain types of solutions to 3GPP depended to a considerable extent on questions relating to Lawful Interception. In this contribution, examples of IMS media security solutions to explain the problems related to Lawful Interception and try to derive a list of questions from them were presented.

TD S3-070134: Comments on 'Existing solutions for IMS media security and their impact on lawful interception requirements': Ericsson. In TD S3-070122 it is suggested that “true” e2e key agreement (excluding that keys are sent unprotected in signalling) would require the network to become a MITM in the signalling stream and possibly also in the media stream (e.g. with the MIKEY DH mode). This contribution showed a simpler method that avoids these problems. It was proposed that this contribution is attached to the possible LS to SA3-LI.

It was decided to send both of these documents to LI for review. An liaison statement was provided in TD S3-070184. It was revised to TD S3-070123 and it was agreed to send this liaison statement.
6.1.1
TS 33.203 issues

IMS emergency

TD S3-070104: Handling of unprotected messages in IMS emergency case: Nokia, Siemens Networks. The current version of this specification did not take the handling of messages relating to an emergency session into account. This was revised to TD S3-070124.
TD S3-070124: Handling of unprotected messages in IMS emergency case: Nokia, Siemens Networks.
It was noted that ISIM-less emergency calls are not mandatory for all countries and so this needs to be taken into account. It was understood in that this was covered in the stage 2 in 23.167. Also, there is some text in 7.4.1a  and 7.4.2a  which could also need a change.
It was revised to TD S3-070182 and it was agreed to be sent to SA for approval as CR 104r2.
6.1.2
Security for early IMS

6.1.3
Co-existence TR

TD S3-070025: Co-existence between TISPAN and 3GPP Authentication Schemes: TISPAN WG7 (12bTD400r3). TISPAN has noted from the SA chairman’s draft report from SA#34 that continuing the work on the analysis of multiple authentication methods in TR 33 803 has been agreed by SA. TISPAN has now asked SA3/CT1 to work towards a solution for the legacy P-CSCF and NBA-aware P-CSCF part of the coexistence issue as soon as possible (Clause 6.3 of draft TR 33.803 version 0.0.2). Specifically, TISPAN has asked that SA3/CT1 work on a protocol-based solution re using one of the mandatory existing headers. (TISPAN WG7 sees such a protocol-based based solution as a complement to a configuration-based solution).
TD S3-070101: Pseudo-CR for main part of TR 33.803: Nokia, Siemens Networks. In the current version 0.2.0 of TR 33.803 there are still inconsistent definitions, redundant text and unresolved editor’s notes. This is the reason for the present pseudo-CR. It is the intention of this pseudo-CR to get in shape for presentation to SA. In our view, it could be presented for approval as it seems to be more than 80% complete.

It was suggested to delete the last bullet of 4. Rather, non-3GPP was replaced by TISPAN. On section 6.1 there was a query on the last two bullets. An editor’s note was suggested to be added that all the bullets should be reviewed by the joint WG7/SA3 ad hoc.
In the meantime, the rationale for these changes would be provided over email.

It was also noted that with the changes in this document, TD S3-070072 would not be required.

TD S3-070072: Pseudo-CR: Editor's note related to TISPAN HTTP Digest is replaced with a Note: Gemalto. The sentence clarifying that TISPAN HTTP Digest authentication method is not applicable and not intended for 3GPP access networks, should be a Note instead of an Editor's note since this information should be always available in the Technical Report. Withdrawn in favour of TD S3-070101.

TD S3-070102: Pseudo-CR for Annex A of TR 33.803: Nokia, Siemens Networks. There is an editor’s note at the beginning of Annex A that it could be deleted once the text in the main body is considered stable and all valuable material from this annex has been taken into account.” It was considered time to delete this Annex. It was approved to be put into the TR.
TD S3-070103: Pseudo-CR regarding options in section 6.3 of TR 33.803: Nokia, Siemens Networks. In section 6.3 of the current version 0.2.0 of TR 33.803 there are two solutions to the issue of coexistence of TISPAN-aware and legacy P-CSCFs, a configuration-based and a protocol-based solution. This P-CR proposed to make the configuration-based solution mandatory as there is little time to do anything else for Rel-7. The proposal was also to leave the protocol-based solution for Release 8.

TD S3-070126: comments to S3-070103: Huawei. This document proposed that the protocol based solution should be kept.
There was support to delete the protocol based solution for Rel-7 from several quarters. It was decided that that the configuration based solution would be kept for Rel-7. The question then moved on to whether the protocol based solution should also be put into Rel-7. It was suggested to keep the protocol based solution for the time being and see CT1 can finish it for Rel-7. In the end, it was decided to try and get this feature as an early implementation feature for Rel-8. If CT1 put this as an exception, then SA3 could restore it to Rel-7. An editor’s note was added along these lines.
Based on the discussion a liaison statement was written to TISPAN indicating that the earliest the protocol based solution could be completed was Rel-8 as an early implementation unless the work could be completed by CTs. would be sent in TD S3-070180. This is in response to TD S3-070025.
TD S3-070180:
LS on Protocol based solution for the legacy P-CSCF and NBA-aware P-CSCF as part of the coexistence issue: SA3. It was agreed to send this liaison statement.
TD S3-070139: LS on I-CSCF Related to the Coexistence Issue: TISPAN WG7 which was asking SA3 to inform answer whether the I-CSCF needs to distinguish among different authentication schemes. This issue is related to the attached contribution 12tTD211.
TD S3-070073: Comments on incoming LS regarding I-CSCF distinguish among authentication schemes from TISPAN: Ericsson.  The document proposed that a recommendation is sent back to TISPAN such that the I-CSCF does not become authentication mechanism dependent, but stays authentication mechanism agnostic, by continuing using the IMPI derivation mechanism in those cases where no authorization header is present. It is also proposed to recommend TISPAN to further document this approach more explicitly in their specifications.
TD S3-070125: comments to S3-070073: Huawei. Noted.
This a new problem that arises out the convergence. There was no reply LS to TD S3-070139 and so it will be dealt with in the joint meeting.
The udated TR 33.803 was provided in TD S3-070193. It was approved as the basis for future work.
The prestentation cover sheet and version 2.0.0 of 33.803 was provided in TD S3-070218. It was agreed to be sent to SA for information.
The exception sheet was provided in TD S3-070219. It was agreed to be sent to SA for approval.

The deadline for any documents for co-existance shall be two weeks before (13th March) the joint meeting on 27th March.
6.1.4
Security Requirements in Support of Cable Deployments

Authentication mechanisms

TD S3-070057: Requirements on HTTP Digest in IMS: China Mobile. Currently 3GPP has specified Early IMS for IMS authentication without ISIM. However, there are some scenarios in which HTTP Digest will be more applicable than early IMS. So it is necessary for 3GPP to study the supporting of HTTP Digest authentication scheme, which may have some impacts on IMS internal architecture and interfaces.
TD S3-070026: Discussion Paper on SIP Digest: CableLabs. This discussion paper describes the introduction of SIP Digest to IMS. It includes message flows, procedures, and impacts to consider to IMS elements.
TD S3-070027: Discussion Paper on TLS Access Security in IMS: CableLabs. This discussion paper describes the introduction of TLS access security in IMS. It includes rationale, high-level message flows, and impacts to IMS elements.
It was asked how the Cablelabs work would be introduced into the 3GPP specifications. TD S3-060728 contained the Interim Process for Introducing Cablelabs work into 3GPP (Slide 5). It also included some guidelines on IMS Requirements Handling. It was commented that this was focussed on Cablelabs, but it applies to other interest that has been shown in IMS. Another comment was that this appears like some specialist requirements for one interest group when in fact the scope is wider with the goal of a single solution for IMS. This needs to be explained to TISPAN and both interests should be treated the same. Another point was that perhaps the TISPAN specifications could be moved into SA3.
There was a comment from China Mobile that they do not want to change HTTP Digest and prefer AKA security; there is just a need to deploy HTTP Digest for their IMS role-out due to the network configuration. However, it was also pointed out that there was a decision by SA3 to exclude HTTP Digest for mobiles.

There was a question on why China Mobile is propsing HTTP Digest. One was due to NAT between the GGSN and P-CSCF, where it was explained that it was understood there needs to be IP address binding. The second issue was the configuration in China in that there are many small PLMNs which results in a NAT between the GGSN and P-CSCF.
It was suggested to set a principle that whatever SA3 specifies must have the protection of all the messages and not just the registration messages; e.g. SIP messages shall be integrity protected (with the exceptions already identified). One solution would be to have HTTP Digest within TLS; this brought the question if the USIM would be involved in this. Another is bearer level security. Of course, this could be achieved by using a cable under the ground where integrity could be assumed.
It was clarified that in TISPAN HTTP Digest has been identified as a non-ideal solution and is only was to be used over a trusted network and for SIP based scenarios. It was also a temporary solution.
The principle suggested was:

The origin and integrity of all SIP messages with well specified exceptional messages (e.g. initial register messages and some error messages) needs to be ensured.
This was agreed.
With this, the meeting discussed the proposal to have HTTP Digest. This appeared to challenge the well held principle of having a USIM and/or ISIM. It was clarified that this is for mobile access. For fixed access it could be different. Of course, it may not be possible to determine the access method in the future.
For TD S3-070057 it was acknowledged that there is a problem but that HTTP Digest could not be adopted as is at this time. It was noted.
Documents TD S3-070026 and TD S3-070027 were generally accepted since the proposal was for a fixed implementation. Therefore, TD S3-070028 was addressed. Also, in general the TISPAN and Cablelabs proposals should be treated the same.
AP 46.06
Mr Colin Blanchard to study a way of getting the HTTP Digest part of th TIPSAN specifications to SA3 and Cablelabs in particular.
TD S3-070028: CR 33.203 - SIP Digest and TLS Procedures: CableLabs. This CR desribes updated procedures to TS 33.203 to add optional SIP Digest and TLS support to IMS. These procedures are in support of the cable requirements work item. This was revised to TD S3-070168.
It was suggested that this be studied a little more to ensure that a consistent flavour of HTTP Digest is adopted across fixed access implementations of IMS. It was noted pending further discussion is required in light of joint meeting of SA3 and TISPAN.
These changes really needed to be in the co-existence TR.
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

There were no contributions under this agenda item.

6.3
Network domain security: IP layer (NDS/IP)

There were no contributions under this agenda item.

6.4
Network domain security: Authentication Framework (NDS/AF)

TD S3-070032: Specification of TLS protocol profile for future TLS endpoints: Nokia, Siemens Networks, Rogers Wireless, Nortel. This CR added a TLS protocol profile that can serve as a baseline for new TLS usages that will be defined in Rel-8. Pre Rel-8 Reference points that already have defined own TLS profiles are not affected by this TLS profile. It was agreed to be sent to SA for approval.
6.5
UTRAN network access security

There were no contributions under this agenda item.

6.6
GERAN network access security

TD S3-070024: LS on Bit ordering of the key sequence in GEA3: CT1 (C1-062523). Recently, two non-interoperable implementations of GEA3 have surfaced. These implementations differ in how the octet stream generated by the GEA3 algorithm is applied to the LLC frames during ciphering and deciphering. Therfore, CT1 has asked ETSI SAGE group to clarify which of the above options is correct for the GEA3 algorithm.
This has been superseded by events and so it was noted. See TD S3-070009.
TD S3-070009: Response on GEA3 keystream bit ordering: ETSI SAGE (SAGE (06) 07). CT1 have asked SAGE to clarify the bit ordering of keystream produced by the GEA3 algorithm — specifically, whether the order of the bits in each octet needs to be reversed before keystream is XORed with plaintext to produce ciphertext. SAGE is now seeking to fix the misunderstanding. CT1 has dealt with this at its last meeting. It was noted.
TD S3-070181: Application for exception for Rel-7 on Access Security review: Rapporteur. It was agreed to be sent to SA for approval.
TD S3-070150: LS on security for PS emergency sessions: CT1 (C1-070506). CT1 was requesting SA3 to make an update to TS 33.102 to make clear that the security procedures for emergency calls in TS 33.102 subclause 6.4.9 applies equally for GPRS access for emergency sessions over PS domain. Contributions were invited for the next meeting.
AP 46.07
Mr Rajavelsamy Rajadurai to compile a CR and liaison statement to CT1 regarding security for PS emergency sessions (S3-070150) (before end of March to kick off email discussion).

A simple response was provided in TD S3-070186. It was agreed to send this liaison statement.
6.7
GAA and support for subscriber certificates

TD S3-070045: GAA optimization for Roaming users: Huawei, China Mobile. In the current GAA specification, it is assumed that BSF is always in users’ home network. If GAA is not deployed in home network of a user, this user can not use any GAA application even when he roams into a GAA capable network. Therefore, this assumption limits application of GAA, as those GAA applications in a visited network will lose many users. This document introduced a new GAA requirement, that is, a BSF needs to serve a roaming user when no BSF is deployed in the home network of the user. The WID update was provided in TD S3-070046.
It was commented that this had some business issues and so should be checked with SA1. The answer was that this is a security issue and does not need to be ratified by SA1. Another question was how the BSF should be chosen. It was answered that there are potential solutions. Also, an assumption had been made that the BSF shall be in the home network. This was done three years ago and the security work has relied on this ever since. The answer was that this proposal limted this to BSFs that belong to the same operator even if apparently they are in another network. Interested companies were encouraged to study this further for the next meeting to determine impacts and complexities.
TD S3-070046: update GAAxet WID: huawei, China Mobile. Based on the discussion on TD S3-070045 it was noted.
6.7.1
TR 33.719 GAA

TD S3-070036: Update of TR 33.919: Nokia, Siemens Networks. GBA has evolved in Rel-7 substatially, also other standardization organisations have taken up GBA and integrated it into their frameworks. This CR updated the overview TR 33.919 with the developments.
It was revised to TD S3-070187 and it was agreed to be sent to SA for approval as CR 008r1.
6.7.2
TS 33.220 GBA

TD S3-070038: Addition of UICC-based 2G GBA: China Mobile, Alcatel-Lucent. This was revised to TD S3-070158 prior to approval. This was split into 2 CRs provided in TD S3-070174 which contained CR 115r2 and TD S3-070175 which contained CR 121.
TD S3-070133: Comments on S3-070038: Vodafone. This was negated by the revision of TD S3-070038 based on off-line develepments. It was noted.
TD S3-070175: GBA for interworking with legacy HLR: China Mobile. Currently GBA includes specification of the Zh interface between the BSF and the HSS. For operators with legacy HLR platforms, an HSS could be constructed by adding an HSS front end to a legacy HLR. However, the interface between this HSS front end and the legacy HLR is not fully standardized. An alternative approach would be to allow the BSF to interface directly with the HLR using a newly standardized interface. One limitation of this approach is that GUSS data cannot be supported, but this may be an acceptable approach for some GBA (e.g. OMA BCAST smartcard profile).
It was commented that the basic concept is fine, but some fine tuning is required. In particular, some more detail is required to define the interface. This needs to be in the exception list. It was noted that as long as GUSS is not required, then there are not changes required to MAP. This could also apply to 2G GBA.
There appeared to be two approaches: to define a new interface between the BSF and HLR or a new HSS internal interface.
It was decided to send an liaison statement to CT4 regarding the impact on MAP. This was provided in TD S3-070177 to which TD S3-070175 needed to be attached.

TD S3-070177: LS on Interface for GBA usage with HLR; China Mobile, Nokia. It was agreed to send this liaison statement.
The proposed application for an exception was provided in TD S3-070178. It was agreed to be sent to SA for approval.
TD S3-070174: Addition of UICC-based 2G GBA: China Mobile, Alcatel-Lucent. Current GBA only considers the case of pure 3G networks and 3G MEs. However, for many operators, it needs long time to transform from 2G to 3G. In the transforming period, there will be 2G/3G hybrid networks, i.e., 3G core netwoks and 2G/3G hybrid radio access networks. Accordingly, there will be large amount of 2G MEs coexisting with 3G MEs.To provide new services, there are strong requirements from those operators to provide GBA ability to subscribers who are still using 2G MEs.
It was asked what was meant by a 2G ME. It was answered that this is a R98 ME. This was not feasible since 2G GBA was introduced in Rel-6. It was clarified that what was intended was to refer to a GSM mobile and that GBA can be implemented on GSM only mobiles. This was confirmed, although the changes were not considered the best way of ensuring this. It was indicated that the intention of this change were already in the specification and this was not required. It was noted.
TD S3-070037: Encoding problems in HTTP Digest AKA authentication between UE and BSF: China Mobile, Alcatel-Lucent. The HTTP digest AKA authentication [RFC3310] is used for the interface Ub between UE and BSF. When the server authenticates the client, HTTP digest AKA refers to HTTP authentication [RFC2617] by using RES as the password. During implementing, it was found that the type of password should be string. Moreover, in section 5 “Sample implementation” of [RFC2617], it requires the password should be the type of string. Otherwise, the result of strlen(pszPassword) would be not correct. However, RES is calculated through a cipher function and may be not the type of string. So, it is necessary to note that RES should be transformed to the type of string before using RES as the password.
It was commented that this problem would appear to be a bad implementation of HTTP Digest. The version 1 should take binary as per the version referred-to in GBA (RFC 3310). Still, some form of clarification is required.
A revision was provided in TD S3-070179. It was revised to TD S3-070214 and it was agreed to be sent to SA for approval as CR 0114r2.
 TD S3-070039: Key deletion method for applications: Nokia, Siemens Networks, T-Mobile. GBA maybe implemented in open platforms, where applications can be installed by a user. These applications should also manage the GBA keys securely and delete them when required. It was revised to TD S3-070191 and it was agreed to be sent to SA for approval as CR 116r1.
TD S3-070084: GBA keys clarification: Ericsson. It was not clear from the text what keys are to be deleted at which event.
TD S3-070108: GBA: Update of CR on user identity privacy on Ub reference point: Nokia, Siemens Networks. It was proposed that SA3 accepts user identity privacy on the Ub reference point as a new GBA feature for Release 8 and adopts the solution presented in the companion CR.

TD S3-070109: Introduction of temporary identifier for bootstrapping procedure: Nokia, Siemens Networks. In current specification of GBA the persistent identifier of the user (IMPI) is transfered in clear over the network on each bootstrapping procedure (Ub run). This may allow an eavesdropper in the network to trace the user and to link different user activities. It was presented for information and was noted. Contributions were invited.
TD S3-070110: Clarification of mapping of GUSS to IMPIs and IMSIs, Rel 6: Nokia, Siemens Networks. The current text in TS 33.220 was ambiguous for the case of multiple subscriptions and it is not clear, if more than one GUSS may be mapped to one private identity (IMSI or IMPI) or not. It was agreed to be sent to SA for approval.
TD S3-070111: Clarification of mapping of GUSS to IMPIs and IMSIs, Rel 7: Nokia, Siemens Networks. This contained the mirror to TD S3-070110. It was agreed to be sent to SA for approval.
TD S3-070112: Clarification on NAF_Id coding: Vodafone. NAF_Id is currently defined as the full DNS name of the NAF, concatenated with the Ua security protocol identifier. Unfortunately this text did not make it clear whether the DNS name or the protocol identifier come first. In addition the term DNS name is not precise enough and is replaced with FQDN. It was revised to TD S3-070189 and it was agreed to be sent to SA for approval as CR  119r1.
TD S3-070113: Clarification on NAF_Id coding: Vodafone. It was revised to TD S3-070190 and it was agreed to be sent to SA for approval as CR 120r1.
TD S3-070114: Correction of Note in Annex H, Rel 7: Nokia, Siemens Networks. Note is not contained in separate paragraph from normative text. Two notes in same clause exist without numbering. It was agreed to be sent to SA for approval.
6.7.3
TS 33.221 Subscriber certificates

There was no specific input on this agenda item.
6.7.4
TS 33.222 HTTPS-based services

There was no specific input on this agenda item.
6.7.5
TS on GBA push

TD S3-070068: pseudo-CR: Terminology: 'mobile client' replaced with 'UE client': Gemalto. The proposal was to replace "Mobile client" with "UE client" in the description of General Push requirements. It was approved and will be put into the TS.
TD S3-070051: Requirements of Zpn-proxy: huawei. The specification defines the reference point Zpn and Zpn’, but there was no corresponding description of Zpn-proxy. It was suggested to treat this in the same way as in 4.3.5 and put a reference to 33.220. This was agreed and the reference will be added instead.
TD S3-070055: GBA Push issues without return channel: Huawei. After last SA3 #45 meeting, the GBA PUSH issue of whether the UE shall have the return channel to network entities or not was discussed in the SA3 mailing list, but still no consensus was reached. So in this contribution, the issues are summarized if there is no return channel, and provided corresponding suggestions.

It was commented that some of the stated issues are not valid and do not need a return channel. Also, for a terminal which has a return channel, normal GBA could be used. It was decided that a solution should be sought without the need for a return channel. If no such solution could be found, then a solution with a return channel would be sought. If this is found, then it will still be studied whether significantly more efficient solution can be found for devices that have a return channel. It was noted.
TD S3-070040: Push reference points Upb and Upa: Nokia, Siemens Networks. TS 33.223v020 describes two possibilities to sent GBA-PUSH-INFO towards a UE. In the first alternative the BSF will sent GBA-PUSH-INFO towards the UE, while within the second alternative GBA-PUSH-INFO is first sent via Zpn towards the NAF, and then the NAF sends GBA-PUSH-INFO towards the UE. The first alternative was named call Home-controlled pushing (aka BSF- controlled pushing), while the second alternative called NAF-controlled pushing. Note that in both cases the home operator stays in control of generating the GBA-PUSH-INFO. This contribution compared the alternatives and proposes to adopt NAF-controlled pushing. The P-CR was provided in TD S3-070041.
TD S3-070041: Removal of Upb reference point: Nokia, Siemens Networks. It was commented that if the decision to change the assumption that the BSF belongs to the HPLMN, then control of this would be lost. However, this assumption still stood and so the P-CR was approved and would be put into the TS.
TD S3-070048: key selection for GAA push: Huawei. As GBA_U is supported in GAA push, key selection (between Ks_int_NAF and Ks_ext_NAF) mechanism is needed. The contribution proposed to introduce a key selection mechanism for GAA push.

TD S3-070049: key selection for GAA push_CR: Huawei. It was commented that, the changes in Step 5 were not needed since there is already a flag for key selection as defined in 29.109. Also, the changes in Step 4 were probably best replaced with a reference. If the change is not made in step 4, the change in 4.3.7 probably was not required either. It probably should be cross checked and it should be converted to an editor’s note. This was agreed.
The updated TS was provided in TD S3-070192. It was noted as the basis for future work.
6.8
WLAN interworking

TD S3-070005: CR 33.234-0087 - Update Reference: NTT DoCoMo, NEC. This CR proposed to update reference for Multiple Authentication Exchanges in IKEv2 since the IETF approved this Internet draft to the RFC. It was revised to TD S3-070194 and it was agreed to be sent to SA for approval as CR 0087r1.
TD S3-070077: Mandate the PDG ID format: China mobile, Huawei, Nokia, Nortel, Siemens Networks. In the current TS33.234 the PDG shall authenticate itself with an identity and this identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. But TS33.234 does not mandate using any particular identity of PDG, so the security benefits of using certificates are largely lost. An attacker can easily buy a certificate for his own domain name and if the terminal does not check the name, it will accept it. Even if the certificate is issued by an operator’s own CA, since it isn't mandatory for UE to check the validity of the identity in the PDG certificate, an attacker that gets hold of private key corresponding to any certificate issued by the operator’s CA (which could be thousands) can masquerade as the PDG.
The CRs in TD S3-070077 were provided in TD S3-070195 and TD S3-070196. They were agreed to be sent to SA for approval as CRs 0090r1 and 0091r1.

TD S3-070098: Possible error condition in WLAN fast re-authentication: Ericsson. Access to 3GPP WLAN interworking is based on EAP AKA (or EAP SIM) as specified in TS 33.234. This contribution identifies a possible error condition that could occur and which is not handled by the present specification.

The CRs in TD S3-070077 were provided in TD S3-070197 and TD S3-070198. They were agreed to be sent to SA for approval as CRs 0092r1 and 0093r1.

TD S3-070105: Extension of scope of TS 33.234, Rel 6: Nokia, Siemens Networks. TS 23.234 was modified in CR0154 to extend the scope and the description of the Ww Reference Point to make it become applicable to any IP based Access networks. Therefore, the scope section was proposed to be extended and generic security requirements were added.

It was noted that certificate management for the device and the gateway aswell has been done with WI-MAX which may be in conflict with the work done on PDG certificates in 3GPP. This did not stop the CR, but was a caution. It was revised to S3-070199 and it was agreed to be sent to SA for approval as CR 0094r1.
TD S3-070106: Extension of scope of TS 33.234, Rel 7: Nokia, Siemens Networks. This was the mirror CR to TD S3-070105. The CR number was incorrectly applied. It was revised to S3-070200 and it was agreed to be sent to SA for approval as CR 0096.
TD S3-070115: Clarification on certificate chain handling: NXP Semiconductors, Vodafone. It was not clear how the UE obtains all the certificates it needs to use to verify the PDG certificate. In particular, it should be clarified that the root CA certificate shall be obtained from a UE local store of trusted root certificates. It was revised to TD S3-070201 and it was agreed to be sent to SA for approval as CR 0097.
TD S3-070116: Clarification on certificate chain handling: NXP Semiconductors, Vodafone. This was a mirror to TD S3-070115. It was revised to TD S3-070202 and it was agreed to be sent to SA for approval as CR 0098.
 It was noted that both TD S3-070115 and TD S3-070116 both had CR number 0086 and so new CR numbers were allocated and CR 0086 was abandoned.
TD S3-070117: Certificates for GAN testing: Vodafone. GERAN has identified the need to generate certificates for GAN testing where the corresponding private keys are published. Corresponding CRs to be presented at GERAN#33 for approval are attached. The CRs specify that the MS shall use the test root certificate for test purposes only. This document proposed that SA3 study the CRs and provide any comments to GERAN.

There were some questions regarding the terminology such as “a SIM is present” in the situation where there is a split UE. It was decided that this should be studied before the next meeting.
AP 46.08
Mr Dajiang Zhang to start an email discussion on the CRs in TD S3-070117 on GAN testing.

TD S3-070008: Liaison to 3GPP SA3 from IEEE 802.11 - Requirement on MAC Address Anonymity: IEEE 802.11 (06/1813r1): The IEEE 802.11 WG acknowledged the SA3 LS on MAC Address Anonymity and were concerned that changing such a fundamental component of the standard has an unknown and potentially very large effect on the entire IEEE 802.11 standard. Without such justification, IEEE 802.11u has removed the requirement for MAC address anonymity from its objectives in order to move to a review of its working document.  IEEE 802.11u has invited participation from 3GPP SA3 in its review, which is anticipated to begin at the next IEEE 802.11 meeting.  Any comments provided by 3GPP SA3 would receive serious consideration. It was noted.
TD S3-070012: LS response on Update statement regarding IEEE 802.11u (Interworking with External Networks): SA2 (S2-070603). SA1 has requested more detailed information about potential overlaps in standardization activities between IEEE 802.11u and 3GPP SA2. Additionally SA2 wanted to ask IEEE 802.11u to suggest potential dates for the proposed teleconference.
It was commented that IEEE allows to raise an emergency call before association with an AP and before security credentials have been established. Also the handover could be an issue as the IEEE has defined an information sever which is similar, but not the same as the way it is handled in SA2. It was noted.
TD S3-070078: Support of IMS emergency call over I-WLAN: Nokia, Siemens Networks. In SA2 meeting #54 the details of the support for IMS Emergency Calls over I-WLAN was added to TS23.234. To keep the work align with SA2, SA3 needed to start the according work to solve the security issues caused by IMS Emergency Calls.

It was asked if there was a new requirement for the UE to support EAP-TLS. The answer was yes. There was commented that the work in IEEE has allowed emergency calls without authentication and the numbers could be dowloaded over the air. This is a probable threat since it is possible to change the To/From headers. Therefore, there was a recommendation not to approve this CR, but rather to set up a WI to study this. Another comment was that there are two levels and even if the port is unprotected, it could be caught at the SIP level.
Based on the discussion on TD S3-070079, it was decided to delete the reference to UICC-less emergency calls. Still there was some concern and so it was decided to deal with this with the action AP 46.09.
TD S3-070079: Support of IMS emergency call over I-WLAN for UICC-less case: Nokia, Siemens Networks. In SA2 meeting #54 the details of the support for UICC-less IMS Emergency Calls over I-WLAN were added to TS23.234. To keep the work aligned with SA2, SA3 needed to start the according work to solve the related security issues.
It was noted that TLS version 1.1 is used and it was asked why this was not 1.0 as for other instances in 3GPP. It  answered that TLS v1.0 does not define how MSK is derived from the master secret. There were some issues around this CR and it was suggested to use this CR as a basis for further study. In particular the two issues of whether all the security threats have been addressed (or found) and what were the impacts on system of introducing EAP-TLS (e.g. because of the certificates needed).
AP 46.09
Mr Dajiang Zhang to start an email discussion on the CR in TD S3-070079 on IMS emergency call over I-WLAN for UICC-less case and TD S3-070078 on Support of IMS emergency call over I-WLAN.

TD S3-070151: CR to 33.234- Update to references: Ericsson. Reference 37(draft-arkko-radext-multi-service-decisions-02) has expired. The stage 2 requirement referencing 37, “The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment”, is fulfilled by stage 3 specifications. Thus, reference 37 can be removed. It was revised prior to presentation to TD S3-070169. It was agreed to be sent to SA for approval.
6.9
Multimedia broadcast/multicast service (MBMS)

TD S3-070118: Further solutions to MSK storage issue: Gemalto, Vodafone. At SA3#45, S3-060801 from Vodafone described the problem that a UE might register for an MBMS service without realising that the USIM has deleted the corresponding still-valid MSK needed for that service. This could lead to the need to fetch the key again which requires additional signalling and could result in long channel switching times in some situations. In S3-060801 Vodafone proposed that the UE shall not register for an MBMS user service if it does not have enough storage available for any additional MSKs and MTKs required for that service. A corresponding CR was agreed by SA3 in S3-060824. The CR required changes to the USIM specifications, so a corresponding LS was sent to CT6 in S3-060826. At SA#34 Gemalto introduced a document (SP‑060885) which proposed to postpone the CR from SA3 due to concerns that the SA3 CR could prohibit the most suitable solution to delete MSK on the USIM. Prior to and during SA#34, Vodafone agreed to postponing the CR so that the issue could be discussed again at SA3#46. Consequently the CR from SA3 was not agreed at SA#34. Another possible solution (1) was provided in TD S3-070119.

TD S3-070119: Modification to rules for MSK and MTK management on the UE: Gemalto, Vodafone. Based on the current MBMS specifications, the BM-SC cannot be sure whether the UE still has an MSK that was previously distributed. This could lead to long channel switching times and inefficient MSK distribution in some situations. It was noted that there are corresponding CRs being presented to CT6 (concurrent, but not co-located with SA3).
It was revised to TD S3-070163 and it was agreed to be sent to SA for approval as CR 120r1.

TD S3-070120: Modification to rules for MSK and MTK management on the UE: Gemalto, Vodafone. This was the mirror CR for Rel-7 to TD S3-070119. It was revised to S3-070164 and it was agreed to be sent to SA for approval as CR 0122r1.

It was asked what should happen if CT6 did not approve the appropriate CRs. There was an alternative approach was also provided in TD S3-070118 and this was reviewed in order to determine if this could be followed in the event the CRs in CT6 were not accepted. It was suggested that this was not good alternative and this should be communicated to CT6. A liaison statement was provided in TD S3-070165. It was agreed to send this liaison statement.
TD S3-070141: Reply Liaison on "protected MBMS services over MBMS broadcast": SA4 which has checked and is in the opinion that there should not be any impact to the MBMS specification TS 26.346. It was noted.
TD S3-070176: Reply LS to LS on protected MBMS services over MBMS broadcast": CT3 (C3-070234). This is on the same subject as TD S3-070141. CT3 was informing that existing signalling procedures between the BM-SC and the GGSN for MBMS Broadcast mode cannot be used to check whether a particular user is still contactable and which IP address can be used for pushing key management messages. In broadcast mode there is no user-specific signalling over Gmb.
Since CT3 could not help, it was decided that further study on this was required.

TD S3-070149: LS on long lived PDP contexts for protected MBMS services: CT1 (C1-070397). CT1 asked SA3 inform CT1, if the assumption concerning the nature of the PDP context (normal point-to-point PDP context using traffic class "interactive" or "background") should not be correct. It was noted. Some email discussion is requried to ensure that the restrictions imposed are acceptable.
TD S3-070142: Reply LS on Service Requirement for MBMS LTE: SA4 (S4-070224). This is a communication between SA4, RAN and SA1. SA4 has not started with Release 8 work, but still it was not clear, how the SA4 functions and features improve during Release 8. Further, SA4 has not studied the improved capabilities of MBMS LTE bearer services. In order to give feedback, SA4 has agreed to use Release 7 specifications as basis for the feedback. The action on SA3 was to give further details on the MSK update periodicity and the MTK transmission periodicity.

There was nothing in the SA3 TSs regarding this periodicity. It was not considered that there were significant problems except perhaps the bandwith of signalling for key management. It suggested to answer that the periodicty of the key changes is based on operator policy, but typically it is no shorter than a minute. OMA BCAST may change the keys more often; this needs to be checked. The response was provided in TD S3-070203. It was agreed to send this liaison statement.
TD S3-070010: Reply Liaison on Fast-tune-in RTP: SA4 (S4-060719). SA4 has responded positively to an LS from ISMA indicating that they would like to work more closely on fast RTP tune-in since some of the protocols used are defined in 3GPP SA4. There could be a need for some action by SA3 and so the delegates were asked to read this and bring comments to the next meeting.
TD S3-070020: BCAST LS to 3GPP SA3 on DCF: OMA BAC OMA-LS_0157: OMA BAC has identified a consistency problem relating to the different use of the DRM 2.0 DRM Container Format (DCF) in DRM 2.0, in 3GPP MBMS, and in OMA BCAST. OMA BAC would fix the problem between OMA DRM 2.0 and OMA BCAST 1.0. OMA BAC outline the issue and suggested in the liaison statement two alternatives that MBMS could adopt and that would fix the problem also for MBMS in relation to OMA DRM and OMA BCAST.
The response was provided in TD S3-070204 which indicates that there is a problem and a correction will be done in SA3. It was agreed to send this liaison statement.
The draft CR for next time was provided in TD S3-070205 for information. It was noted.
TD S3-070080: Allow the BM-SC to resent MTK messages without TS incrementation: Nokia, Siemens Networks. The BM-SC is required to increment the TimeStamp TS for the same MTK-ID for each message sent from it. This requires that for each MTK message a new KEMAC need to be produced. This can be avoided if previously sent MTK messages can be cached and retransmitted by the BM-SC. The advantage is that this will require less performance from the BM-SC. This change does not affect the UE implementation. The ME will already discard MTK MIKEY messages with TimeStamp TS values that have been seen before. This change does also not affect TS handling for MSK messages.
It was revised to TD S3-070206 and it was agreed to be sent to SA for approval as CR 116r1.
TD S3-070081: Clarification on the use of the constant R: Nokia, Siemens Networks. The CR proposed to add a note on the use and choice of the value R and to insert RFC number. It was noted that the IETF co-ordinator should be informed that the RFC is not longer a draft. It was revised to TD S3-070207 and it was agreed to be sent to SA for approval as CR 117r1.
TD S3-070170: Clarification of MSK and MTK messages: Ericsson. TS 33.246 lacked information on which MIKEY fields are used and which not when MSKs and MTKs are transported between BM-SC and UE. To ease the implementation the accompanying CRs proposed a number of clarifications which were summarized in the present contribution.

The CRs themselves were provided in TD S3-070171 and TD S3-070172.
TD S3-070082: Clarification of MSK message structure: Ericsson. This was revised prior to presentation to TD S3-070171. It was agreed to be sent to SA for approval as CR 118r1.

TD S3-070083: Clarification of MTK message structure: Ericsson. This was revised prior to presentation to TD S3-070172. It was agreed to be sent to SA for approval as CR 119r1.

TD S3-070156: FDT Protection: Nokia. This paper discusses the need of protection for the file delivery table (FDT) in the MBMS download. We also provide a proposal for FDT protection in this document. The CR to do this was provided in TD S3-070157.
TD S3-070157: CR to 33.246-0122 on FDT protection: Nokia. It has not been specified whether confidentiality and/or integrity protection of FDT is mandatory or optional. Some changes were made on line. It was revised to TD S3-070209 and it was agreed to be sent to SA for approval as CR 122r1.
 A Rel-6 version was provided in TD S3-070208. It was agreed to be sent to SA for approval as CR 123.
6.10
Key Management of group keys for Voice Group Call Services

6.11
Selective disabling of UE capabilities

TD S3-070019: Reponse to LS on Security on 3GPP devices: SA3. OMA-DM-2006-0164R03: OMA DM WG has thanked 3GPP for adopting DM 1.2 for Release 7 and onwards, and for sharing its position on the security concerns raised by SA3 and summarized in Tdoc C1-061912. It was noted.

6.12
Trust requirements for open platforms

It was commented that there was as section on IMS Trust Requirements for Open platforms. At the last meeting it was asked if this section should be removed and contributions were invited. Nothing had been received.

TD S3-070210: P-CR on Removal of Section : Nokia, Siemens Networks. During last meeting the removal of the section was already discussed, and contributions were invited, but no contributions have been submitted. Therefore this CR poposes to remove the empty section heading. Then the TR can move for approval to SA plenary. It was approved.
The updated TR was provided in TD S3-070211.

6.13
Liberty-3GPP security interworking

TD S3-070033: Removal of identity validation inconsistency: Nokia, Siemens, Networks. Two confliciting statements in the same section were given on the validation of the identity and so this was corrected. It was agreed to be sent to SA for approval as CR 0014.
TD S3-070035: Similarities and differences between Liberty ID-FF 1.2 and OASIS SAMLv2.0: Nokia, Siemens Networks, Orange. This discussion paper outlined the main differences between Liberty ID-FF 1.2 [1] and OASIS SAMLv2.0 [2]. The intent was to add description GBA and SAMLv2.0 interworking to TR 33.980.  Also attached a working draft from OASIS on SAMLv2.0 Technical overview, where in chapter 6 the differences between SAMLv2.0 and ID-FF 1.2 are also described. Figure 1 below describes the relationships and convergence between ID-FF, SAML, and Shibboleth [3]. The CR to implement the proposal was provided in TD S3-070034.
TD S3-070034: SAMLv2.0 Integration to TR 33.980: Nokia, Siemens Networks, Orange. The current version of the technical report ded not describe how SAMLv2.0 and GBA interwork. It was revised to TD S3-070212 and it was agreed to be sent to SA for approval as CR 0015r1.
6.14
SAE/LTE security
6.14.1
PDCP termination LS and related documents

TD S3-070013: LS on potential implementation of user plane encryption in LTE Base Station site: SA2 (S2-070590). To help in reaching a correct conclusion on how to reduce implementation options on SAE/LTE, SA2 has asked SA3 to supply information on the security impacts of placing the LTE User Plane Encryption function in the base station (or at the base station site).

TD S3-070042: Considerations on SA2 LS on potential implementation of LTE ciphering at eNodeB: Motorola, Alcatel-Lucent, Nortel, Qualcomm. SA2 has sent a LS S2-070590 requesting SA3 to provide information on the security impacts of placing the LTE User Plane Ciphering function in the eNodeB. This information will be used by SA2 in making a decision on placing the LTE User Plane Ciphering function in the eNodeB at their joint meeting with RAN2 and RAN3 in St. Louis.  This document provides some considerations for discussion that SA3 could use as the basis for a reply LS to SA2.
TD S3-070066: Security assessment and impacts of user plane encryption in the LTE base station site: T-Mobile, Ericsson, Orange, Cingular – the new AT&T. The LS S2-070590 from SA2 asks SA3 about the security impacts of placing the LTE User Plane Encryption function in the base station (or at the base station site)." This contribution identifies the risks and impacts of moving the UP security anchor from "above" the base station site into the base station site, which reveals user plane data unprotected inside the base station. "
TD S3-070136: Comments on S3-070066: Alcatel-Lucent, Motorola, Nortel, Qualcomm, Vodafone. The conclusion was that TD S3-070066 contribution ignores that the SA plenary decision in December now opens the door to implement encryption in the base station even if SA3 "stick to the current assumption". Furthermore we believe that this is not only a technical possibility, but a very likely reality. (Reasons are discussed in S2-070540, which is attached to the LS from SA2 on this topic, and are not repeated again here.) We believe that SA3 should acknowledge this and design the LTE security architecture on the basis that encryption terminates in the BTS. Otherwise there is a risk that a sub-optimal solution is developed (from both a security and architectural perspective), where the UPE is collocated in base station. This may make LTE/SAE unattractive when compared against competing technologies.
TD S3-070092: Termination point for UP ciphering in LTE: Ericsson, Orange, T-mobile. This contribution addresses security aspects of moving ciphering to the eNode B in SAE / LTE with the purpose of summarizing the main arguments. It is concluded that there are serious security concerns with moving the UP security termination point down to the eNB. The conclusion was that author considered it unwise to step back from the security enhancements that were introduced in 3G networks. The decision to not terminate UP security in the base station is one of the more important of these enhancements. The current work-in-progress to review the GERAN access security (TR33.801) reconfirms that termination of security in the base station is one of the most serious threats to security.

TD S3-070121: Potential implementation of user plane encryption in the LTE base station site: Vodafone. The document re-caps the situation leading to this discussion. SA3 needs to take steps now to mitigate the risks of terminating encryption in the base station site, rather than continue with the possibly incorrect assumption that encryption will always terminate in the core.

TD S3-070128: Comments to S3-070121: Nokia, Siemens Networks.
TD S3-070074: Pseudo-CR: Smartcard in ENodeB: Gemalto. The countermeasure, identified to prevent physical attack threat on ENobeB, consists of storing ENodeB identity and long term keys in a tamper resistant module in the ENodeB. The smartcard is not listed among the possible solutions provided by TR 33.821, while the smartcard is a tamper resistant already under the operator control. The smartcard is designed to resist software and hardware attacks, it has a primary role for storing credentials, executing cryptographic algorithms and protocols. The operator is used to deal with smartcards, e.g. authentication algorithms are already hosted both in UICC and Authentication Center. Moreover, smartcard-based solution could be less expensive compared to bigger processor.
It was noted that the base station could have many thousands of users and there could be an issue of capacity. It was suggested that the text should be “and/or” instead of just “or”. Another point was whether it should be possible ot remove the smart card or not. It was decided to add “possibly non-removeable”. With this, the p-CR was approved and will be put into the TR 33.821.
There, appear to be two camps and so it some thought was given to what the two camps could agree on. It was suggested that there is agreement that there is an increased threat of moving the ciphering into the BTS and that there are mechanisms to allow this to be mitigated. The key was the cost.

It was suggested that the group needed to find other ways to protect user-plane traffic rather than just taking the encryption to the BTS. This could be to put it in the IP layer. Also, the bearer network level needs some security. This would need to be done hop-by-hop. Another comment was the agreement not to discuss the cost of this, but rather to concentrate on the security itself.
Another question was if there were mechanisms to mitigate the threat, then would SA3 being specifying this? The point made resulting from this was that if some tamper-resistance was employed, then it was not sure if this could be mandated. It was noted that real, honest, tamper-resistance is not possible, although detection is. This could lead to standardisation of the alarm format and transmission.
It was pointed out that this issue should not be taken lightly and this should be communicated to SA2. If this ends up being a show-stopper for the unified architecture, then SA3 is prepared to accept the threats and work on the solutions. The decision is not one SA3 would take lightly and the increase of security should be off-set by tangible gains. There is increased cost in security and this should be offset by some gains elsewhere, possibly in the reduction of implementation options.
Agreements:

1
There is increased threat because of moving the ciphering into the BTS.

2
The threats could be mitigated by mechanisms that would incur additional cost.

3
Some kind of security and/or protection is required in the BTS anyway.

A proposed liaison statement in response to TD S3-070013 was provided in TD S3-070153. It was agreed to send this liaison statement.
6.14.2
EAP-AKA, and UMTS AKA

TD S3-070085: UMTS AKA or EAP-AKA (and enhancements).: Nokia, Siemens Networks, T-Mobile. At SA3#45, some new developments of EAP were presented in [S3-060662], as a way to counteract two well know deficiencies of EAP i.e. the absence of efficient re-authentication and the absence of a visited domain AAA-concept. It was decided that a choice will be made between EAP-AKA/ER/VKH and UMTS AKA at this SA3-meeting. This analysis contributes to this goal.
It was decided that the working assumption was to reuse UTMS AKA in LTE/SAE authentication and record this as the baseline for the future smooth progress and work in the SA3 Security Rationale document. This assumes that the decision not to allow SIM access holds.
6.14.3
Security Algorithms

TD S3-070059: Security Algorithms for LTE: Nortel, Alcatel-Lucent, Samsung. In the last SA3 meeting, it was agreed that LTE access should, from day one, support two security algorithms for encryption/integrity of signalling and/or user traffic. Furthermore, it was agreed that one of the algorithms would be based on the recently introduced SNOW 3G (which was introduced as a “backup” algorithm for UEA1/UIA1). However, the question of what would be the other algorithm was left open for further study. The choices then were between KASUMI or AES-based algorithms. In this paper, we analyze the impacts of choosing AES-based security algorithm vs. KASUMI for this purpose. This was revised to TD S3-070123.
TD S3-070123: Update of S3-070059: Nortel, Alcatel-Lucent, Samsung, LG Electronics. TD S3-070135: Comments on 'Security Algorithms for LTE': Ericsson. The document includes some additional arguments and it was proposed that these be considered when deciding algorithms for LTE. Ultimately, SAGE should be involved even if Kasumi/f8 is kept in order to confirm details about key and counter handling, formation of ciphering input (IV), etc.

TD S3-070131: Comments on S3-070059: Vodafone / ETSI SAGE chair. This document contained, strangely enough, comments to TD S3-070059.
It was commented that in TD S3-070123 contains a section on IPR but that there are two issues which are mixed; the true IPR undertaking and the restricted usage undertaking related to export licenses. These should not be mixed. There was some discussion on this and if the license needs to be paid for or not. The delegate from Mitsubish indicated that Kasumi is free as long as it is used for 3GPP.
There was as slight preference by Ericsson for Kasumi since it has already been implemented in silicon. Qualcomm indicated that they would be happier with AES. It was noted that backhaul uses AES in anycase and so if this were to be chosen, then the BTS would not have to support three algorithms. Nokia and Siemens networks expressed a very slight preference for AES. It was asked when a decision needed to be made. It was answered that this is not critical despite the fact that RAN2 has marked this as a critical dependency, though it is uncertain why. This should be a black box to them. It was asked if AES could be adopted as a working assumption. This was agreed.
6.14.4
Key Management, START, and SMC

TD S3-070043: Requirements on LTE Keying Structure: Motorola. SA3 has identified the need for security associations (based on associated cryptographic keys) between the UE and network entities for various procedures: 
-
for protecting NAS signalling (between MME-UE), 
-
for protecting RRC signalling (between eNodeB-UE)
-
for user plane encryption (between UPE-UE).
In this contribution, some requirements and desirable characteristics that the method for deriving these keys should satisfy were identified.
There was a comment that it is a tad premature to introduce this requirement just yet, but rather to study the consequences of them further. Some further discussion on email required prior to ad hoc.
TD S3-070044: A method to derive various keys for LTE: Motorola. SA3 has identified the need for security associations between the UE and various network entities. In this contribution we propose a method for obtaining keys for these security associations.
It was commented that this is a proposed solution to some of the requirements in TD S3-070043 and it was agreed not to adopt the requirements just yet. Also, this would include an additional delay in the handover and this would need to be investigated. The threat being gaurded against is that CFE1 could be a weaker and, if cracked, could compromise CFE2. Some further discussion was needed over email leading up to the ad hoc.
TD S3-070089: Security procedures for legacy interworking with LTE: Ericsson. It is well known that interworking with different access security solutions has a tendency to let the weakest access (from security point of view) set the overall security level. While UTRAN can be considered to offer a high level of security, there may also occur quite complex “chains” of handovers involving also GERAN. Since it is reasonable to assume that handovers to/from LTE shall be possible to perform without requiring a full re-run of AKA, some principles should be adopted to make handovers secure, yet efficient. This contribution proposed some high level principles to be adopted and was a follow-on for a document at the last meeting.
It appeared that there are two requirements; key derivation and signalling the SGSN release. It was commented that the former was acceptable (3.1) but the second (last paragraph of 3.2) would probably need input from the RAN groups. This was noted in light of the ad hoc.

TD S3-070052: key identities in LTE/SAE: Huawei. CK and IK are used to protect communication between UE and RNC in UMTS. KSI is used to identify this key pair. The situation will be changed in LTE/SAE. Three key pairs should be used to protect the communication between UE and network. CKnas/IKnas stored in MME would be used to protect NAS signallings. CKas/IKas stored in eNB would be used to protect AS signallings. And CKup stored in UPE would be used to protect user data. This paper discussed how to identify these key pairs in LTE/SAE. The P-CR for this was provided in TD S3-070053.
TD S3-070053: p-cr of key identities in LTE/SAE: Huawei. Three key pairs would be used in LTE/SAE. But in 33.821, there is no description about key identities.
It was commented that this issue was valid and some study should be made. Which way to go, depends on the complexity of key update procedures. The solution, therefore, was a little premature. However, the issue could be added to the TR as long as the solution is not inserted. Therefore, TD S3-070052 would be put in, but not TD S3-070053.
TD S3-070095: Hierarchy of user-related keys in SAE/LTE: Nokia, Siemens Networks. This document proposed a working assumption for a key hierarchy for SAE/LTE. Over the past few SA3 meetings, several contributions containing proposals regarding the establishment and handling of keys in SAE were submitted. Some of them were very detailed and proposed methods of derivation of low-level keys with specific input parameters and for specific uses, while not addressing high-level keys. Others addressed issues of key handling during handover or postulated general requirements. However, the overall picture was still missing. Now, it was considered appropriate SA3 to agree on a working assumption on the SAE key hierarchy to avoid potential inconsistencies created by isolated decisions.
One of the additional issues that needed to be studied was the Identity privacy of the network elements. Also, whether the key hyrachy should, or should not, be introduced in UTRAN was open. With these modificications it was decided that TD S3-070095 should be put into the TR.
TD S3-070096: Binding authentication vectors to SAE use: Nokia, Siemens Networks. There is a separate contribution on the SAE key hierarchy that argued that binding authentication vectors to SAE use is crucial for enhanced security in SAE. This document recaped the problem to be solved: authentication vectors used for SAE and pre-SAE systems shall be verifiably separated. In particular, authentication vectors delivered to pre-SAE network entities (e.g. SGSNs or RNCs in visited networks) could be stolen and then used to impersonate an SAE network. If this was possible it would defeat the purpose of key binding in SAE. The working assumption of using one bit authentication vectors in AMF for SAE binding was added to TR.
TD S3-070097: Key handling on active to idle and idle to active transitions in SAE: Nokia, Siemens Networks. In this document a working assumption was proposed on how keys should be handled on active to idle and idle to active transitions within SAE/LTE. These state transitions are independent of mobility events such as handover or idle mode mobility. This was taken as a working assumption and it would be added to TR.
TD S3-070099: Key handling on mobility: Nokia, Siemens Networks. In this document different alternatives for how keys could be handled upon mobility events within an SAE/LTE network and between two SAE/LTE networks was proposed. Key handling here included key derivation and transfer. Mobility here refers to handover (mobility in active mode) as well as idle mode mobility. This document does not deal with key handling on active to idle or idle to active transitions (see companion contribution) and does also not include key handling on mobility between SAE/LTE and other 3GPP or non-3GPP networks. The analysis in this document was added to TR.
TD S3-070100: Security algorithm negotiation in SAE/LTE networks: Nokia, Siemens Networks. This document proposed different alternatives for how the security algorithms for RRC, UP and NAS protection could be agreed upon between UE and a serving network during network attachment and on idle to active transitions.  In addition, this document also included security algorithm selection upon mobility events within LTE. Here the UE and the target network entities have to agree on security algorithms to use after a mobility event occurred. It did not include algorithm selection on mobility between SAE/LTE and other 3GPP or non-3GPP networks.

It was expected that a liaison statement would be sent directly from the SA3 ad hoc on 28-29th March. This document was expected to be the basis for this liaison statement with any additional scenarios identified at the ad hoc.  It was commented that algorithm selection on handover should be included in the TR. This would be checked off-line.  The analysis would be added to 33.821.
TD S3-070054: discussion on Security Mode Command: Huawei. The Security Mode Command is used to start/modify security configurations in UMTS. In LTE/SAE, SMC may also be used to start/modify security configurations. This paper discussed how to use SMC to start/modify security configurations in LTE/SAE. Two use modes of SMC were discussed.

TD S3-070132: Comments on contribution S3-070054: Nokia, Siemens Networks.
It was taken off line with a view to having an update either at this meeting or contribution at the ad hoc.

TD S3-070056: Discussion of transfer of START to NW: Huawei. In LTE/SAE system, Encryption/Integrity of NAS signaling was moved into PDCP entity which located in MME, Encryption of user data was moved into PDCP entity which located in UPE. So the START value has to be transferred from UE to CN node at session beginning to initialize COUNT value which is as an input parameter of Encryption/Integrity function. In this document, some method of transfer of START was introduced for discussion.
There was a problem of the option to update all keys when one required updating. Certainly, this was an issue that needed some further discussion. The issue was added to the TR.
6.14.5
Path switch security

TD S3-070014: LS on possible security concerns of path switch control message in eNB-UPE user plane: RAN3 (R3-062037). RAN3 has been discussing about the alternative ways of re-directing data flows between Evolved Packet Core network and eNodeB in Active mode intra-LTE mobility, i.e. on Path Switching at handovers. One of the proposed alternatives is to signal the corresponding Path Switch Control message from eNodeB to CN via S1-U interface. In the meanwhile SA2 has agreed to conduct the Path Switching directly between eNodeB and UPE function of the EPC. RAN3 has turned to SA3 to evaluate the security of this approach.
TD S3-070090: Security of path switching in LTE: Ericsson. In S3-070014 (R3-0602037), RAN3 asked for clarification on SA3's statement that further analysis of the threats and the effectiveness of the countermeasure proposed in S3-060455. This document sheds some light on this question.

TD S3-070129: Comments to S3-070090: Nokia, Siemens Networks.
It was commented that the response to RAN3 should await an answer from SA2 since it may not be necessary to do this. This was passed to the ad hoc where a response to RAN3 should be done on the first day. To do this, a discussion over email was expected.

6.14.6
Multicast paging security

TD S3-070015: Reply LS on NDS/IP and S1 Connectivity: RAN3 (R3-062001). RAN3 is asking for further clarification on NDS/IP and S1 connectivity.
TD S3-070091: Security issues with IP multicast in transport network: Ericsson. In S3-070015 (R3-062001), RAN3 asks if SA3 has done any analysis of using IP multicast as a way to distribute paging messages in the tracking area (TA) without using confidentiality and/or integrity protection. This contribution provided some security considerations on this issue.

It was noted that the RAN3 was likely to employ IP multicast paging if security is not needed. It is indeed needed and so this should be communicated back. This was taken off line. The response was provided in TD S3-070160. In the meantime, the P-CR was agreed and would be put into the TR.
TD S3-070160: Reply LS to "Reply LS on NDS/IP and S1 Connectivity": SA3. The liaison statement was indicating that, as a general guideline, SA3 does not usually provide countermeasures to DoS attacks, comparable to radio-jamming, which are only persistent as long as the attacker remains active, and thinks that protection is not worth the cost for this particular S1-C message paging. However, if additional types of messages are planned to be sent using IP multicast, SA3 would like to be informed about this to conduct further security analysis. If RAN3 decides to use IP multicast/broadcast signalling, then SA3 has to start work to clarify the use with respect to NDS/IP as highlighted in the previous paragraph. It was agreed to send this liaison statement.
6.14.7
Broadcast system information security

TD S3-070058: Protection of Broadcast System Information in LTE: Samsung. Current baseline document “Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)” suggested use of source origin authentication schemes to counter the threats of unprotected bootstrap and multicast signaling in LTE as well as threat related to broadcast of system information.  In this document, there was a proposal for such a source origin authentication scheme in the form of a TESLA-based solution to address this issue.

This proposal relied on an “anchor key” and so some discussion was required on the key management including this master key. It was decided that more work should be done on this.
TD S3-070075: Verification of System Information: LG Electronics. In the TR 33.821 the threat related to broadcast of System Information and some considerations on solution were described. In this contribution some further countermeasures against this threat were proposed.

It was commented that an attacker could jam the system broadcast information messages and it was not certain that the counter measures supported this. One aspect to check would be how long an attack could taken and how to redirect the UE back to a correct base station. This was added to 33.821.
6.14.8
2G SIM card
TD S3-070016: LS on SIM and USIM usage in LTE/SAE: RAN2 (R2-070420). During discussions on network sharing in LTE/SAE and inter-RAT mobility between LTE/SAE and UMTS in RAN2 it was identified that RAN2 need to have a requirement for the usage of USIM in LTE/SAE as well as a requirement for supported security functionalities in LTE/SAE. RAN2 has collected a number of questions regarding these topics on which it would appreciate input from SA2 and SA3.
There did not appear to be any plans to enhance the SIM. In addition, there was not plan for a new application in the USIM. It was questioned if support of 256bit keys could be supported. This was possible already.
The liaison statement was addressed after all input on SAE/LTE was taken. Action 2 had been answered already. On action 3 i) it was decided to answer that the algorithm is not something that should have a large impact on RAN2. Still RAN2 could have been informed of the options. On ii) the first part of Ericsson contribution TD S3-070089 could be appropriate. Regarding iii) there should be requirements to have continuous ciphering/integrity protection for inter-RAT handover.
A response to the liaison statement was provided in TD S3-070162.
TD S3-070162: Reply LS on SIM and USIM usage in LTE/SAE: SA3. SA3 was providing the responses to the questions from RAN2. It was agreed to send this liaison statement.
TD S3-070007: 2G SIM cards in the LTE/SAE architecture: Orange SA, China Mobile. This contribution concerns the choice of the authentication mechanism for SAE/LTE architecture. Two potential authentication mechanisms are identified: UMTS AKA and EAP ER. During the last SA3 meetings, there were discussions to determine the most appropriate authentication mechanism. Mainly concerns were focused on performance issues, and flexibility regarding the handover between 3G and non 3G access networks. This document raised another aspect to take into account as part of the decision, about the consideration of 2G SIM cards in the SAE/LTE architecture scope.
TD S3-070047: Analysis for 2G SIM cards accessing LTE: China Mobile. The document proposed to include the 2G SIM cards in the SAE/LTE architecture scope, and to take into account this feature for any further discussion about authentication mechanism decision.
TD S3-070127: Comments to S3-070007 and S3-070047: Gemalto. TD S3-070007 and TD S3-070047 contributions propose to include 2G SIM card in LTE/SAE architecture scope while the use of 2G SIM is precluded in this architecture. The SA#34 position on SIM access to LTE was: “It is assumed for the moment that SIM access to LTE is prohibited. If companies feel there is a need for SIM Access to LTE, then contribution should be made to TSG SA#35”. This document aims highlighting issues due to the use of SIM cards in SAE/LTE architecture.

TD S3-070093: On 2G SIM usage in SAE/LTE: Ericsson. SA3 currently has the working assumption that use of 2G SIM application shall not be supported for LTE access to SAE. However, SA3 does not preclude that an added requirement to support 2G SIM could come from SA. The purpose of this contribution is to discuss some security impacts of supporting 2G SIM. At the same time, non-security issues must be taken into account (e.g. business aspects), and the contribution should therefore not be understood as taking the standpoint that 2G SIM must not be supported. This document also suggested to have the threat into the TR 33.821. This was agreed.
Essentially, the first two documents supported the use of 2G SIMs and the latter two did not. The meeting was reminded that the issue would be discussed in SA and comments should be sent there. There was a question on whether the SIMs are existing cards or new(ish) cards with an EAP field. It was answered that it would be legacy SIMs. Based on this, then applications using EAP would have to external from the card, and so document TD S3-070095 needs to list this security issue too. The decision needed to be made in SA, but the documents were presented in SA3 in anycase.
There waere no figures for the actual cost of replacing the SIM, but it was noted as an important issue as it may be more or less expensive than the cost of extra security to cater for SIMs used in this way. Some of the information in the documents should find its way to SA. It was decided to have an liaison statement to SA on this.
The first draft was provided in TD S3-070155. It was agreed to send this liaison statement after substantial wordsmithing on line.
6.14.9
Rest

TD S3-070017: Reply LS on assumptions for security procedures: RAN2 (R2-0703710. RAN2 has acknowledged the SA3 liaison on assumptions for security procedures. RAN2 has discussed it and would like to give further responses to the questions raised by SA3.
The answer to question 1 was noted. UE tracking based on sequence number is already in the TR. A note was needed that this rationale may not be required based on the PDCP location.
TD S3-070031: Differentiated security mechanism on user plane: ZTE Corporation. In the past several meetings, the confidentiality of user plane has been discussed. In order to save power consumption of UE and meet the diversity of security requirement in SAE/LTE, it was proposed to use differentiated security mechanism on user plane.
It was noted that this would create dependancy between the application and bearer layer and this was considered previously undesirable. Another comment was that this issue crops up for Media Security. It was decided to put the issue in the TR that there is a possibility to having double security. However, the way of solving this may well involved more complexity than would be saved. The working assumption was that this should not be done as the dependency of the two layers may involve too much complexity.
TD S3-070076: MAC address tracking threat in SAE/LTE: Nokia, Siemens Networks. This document contained a P-CR to correct the a situation whereby an attacker may be able to track the UE through the UE’s IEEE MAC address if a SAE/LTE UE has WLAN access. This was agreed to be added to TR. The updated TR was provided in TD S3-070161. It was noted as the basis of future work.
6.14.10
Work plan

TD S3-070022: Reply LS on 3GPP SAE&LTE workplan: CT6 (C6-060774). 3GPP CT6 has asked other working groups to inform it as early as possible when their work on SAE/LTE impacts the smartcard. It was noted.
TD S3-070023: LS reply to SA LS on 3GPP SAE&LTE Workplan: CT3 (C3-060870). This contains CT3 input to the workplan. It was noted.
TD S3-070152: Update of the SAE study WI description: Nokia. 3GPP SA3 is having study on SAE/LTE security and the result is documented in TR33.821 and TR33.922. There is a needed to be an update of the security aspects of SA2 SAE/LTE WID to reflect this status. SA3 has kept SA2 informed of the progress. It was agreed to be sent to SA for approval.
6.15
Key establishment

6.15.1
Between UICC and other devices
TD S3-070006: Attack and proposed defence to key generation protocol in 33.110 v2.0.0: Motorola. This document presents a denial of service (DOS) attack on the key establishment mechanism defined in TS 33.110 V7.0.0 “Key Establishment between a UICC and a terminal”. Specifically, an attacker can take a middleperson role and manipulate messages such that the UICC computes a different KS_local to that computed in the NAF Key Centre and then delivered to the terminal.  This difference of key computed will not be known until the terminal and the UICC begin to use KS_local for the required application.  The attack is possible because the present protocol does not include any key confirmation.

It was the understanding that in general, SA3 does not attempt to defeat “brute force” DOS attacks such as an unintelligent radio jammer attacking the air interface but does attempt to defeat “intelligent” DOS attacks which either target one individual or result in persistent damage to communications without persistent (and therefore discoverable) input by the attacker.  It was believed that the attack presented in this contribution falls under the category of “intelligent” DOS attack and SA3 should therefore attempt to defeat it.

A simple mechanism to defeat the attack is presented in this paper and it was proposed that SA3 accept this proposal and produce and approve CRs to 33.110 to implement the proposal.

TD S3-070130: Comments on S3-070006: Vodafone. There are some benefits for key confirmation, but not to combat denial of service. Hence, SA3 was invited to consider the arguments presented above and decide whether key confirmation should be considered in TS 33.110. If SA3 deems that key confirmation is necessary, then it is asked to consider the proposals to decide what modifications (if any) should be made to S3-070006.

It was asked if here was a commercial issue and if charging is required. If there is, then the key confirmation needs to go back to the NAF. It was decided that this should be investigated further, but not in response to a DOS attack.
TD S3-070050: Keep Annex alignment with the specification text: Huawei. In the section 4.5.1, a RANDx is described as one parameter of Ks_local derivation function. However, no corresponding description is stated in Annex A.2 for” Input parameters for Ks_local key derivation”. This was proposed to be added. It was revised to TD S3-070 and it was agreed to be sent to SA for approval as CR  004r1.
 TD S3-070086: Figure 4-3 misleadingly lists Ks_NAF in message 9: Nokia, Siemens Networks. TS 33.110 is based on GBA_U, so Ks_int_NAF shall be used, and not Ks_NAF in message 9 of Figure 4.3. This was updated. It was agreed to be sent to SA for approval.
TD S3-070087: Change of Ks local establishment procedure to have less B-TID errors on Zn reference point: Nokia, Siemens Networks. The proposal was to wait for Ks_local generation on UICC until there is an application answer to the terminal. This moved step 4 & 5 to step 11 & 12.
It was commented that there may not be a need to change the procedure since the problem is rare and efficiency is reduced. This latter was questioned. Key establishment of the UICC is after the terminal of the UICC rather than being in parallel. There was another comment that the efficiency is not really reduced that much since it is a SHAR1 calculation. It was noted for the time being.
TD S3-070088: NAF Key Center shall authorize/administrate Terminal_appl_ID and UICC_appl_ID: Nokia, Siemens Networks, Gemalto, Ericsson. The CR proposed to perform authorization check based on Terminal_appli_ID and UICC_appli_ID in the NAF Key Center based the administration of these ID in the NAF Key Center. This makes the BSF and HSS agnostic of fine granular policy decisions that functionally belong to the NAF Key Center.

It was clarified that the assumpton on the NAF key centre has not changed: it is only in the home network. There was some support for this. It was agreed to be sent to SA for approval.
6.15.2
Between UICC hosting device and other devices (33.259)
TD S3-070029: Pseudo-CR on Improvement of scope for TS on Key establishment between a UICC Hosting Device and a Remote Device: Nokia, Siemens Networks, Ericsson. During the last SA3#45 meeting the wish was raised to have a improve the scope section of the TS on Key establishment between a UICC Hosting Device and a Remote Device to emphasize more strongly the differences to other work. It was approved and will be in 33.259.
TD S3-070030: Pseudo-CR on Optimization of message flow for TS on Key establishment between a UICC Hosting Device and a Remote Device: Nokia, Siemens Networks. The message flow in the document S3-060844 contains the exchange of NAF Identifiers of NAF that support the NAF Key Centre functionality. If both, the remote device and the UICC hosting device had previous interactions before (and the keys may just have expired), then they already have this list and this round trip could be saved. Please, find the corresponding Pseudo-CR for inclusion into the draft document. It was approved and will be in 33.259.

It was noted that the meeting requested the author to implement “mirrors” to 33.110 into this TS 33.259 also. Part of this was done by the following documents.
TD S3-070060: Pseudo-CR: Some alignments with TS 33.110: Ericsson. In S3-060837 the TS 33.110 (“Key establishment between UICC and Terminal”) with version 2.0.0, a number of open issues has been discussed and resolved in a number of contributions (e.g. S3-060671, S3-060672, S3-060673).This pseudo-CR attempts to align this draft TS with TS 33.110. It was approved and will be in 33.259.
TD S3-070061: Pseudo-CR: Authorization of Remote Device in NAF Key Centre: Ericsson. This CR proposes to add requirements on the NAF Key Center to perform authorization of the Remote Device. It was approved and will be in 33.259. There was a CR earlier for 33.110, but there the corresponding CR to this one does not need to be implemented. This should be taken into account.
TD S3-070062: Pseudo-CR: Key lifetime expiry in the UICC Hosting Device and the Remote Device: Ericsson. The TS lacks the description of the handling of Key lifetime of the Ks_local_device key in the UICC Hosting Device and Remote Device. This pseudo-CR proposed how the UICC Hosting Device and Remote Device shall act when Key lifetime expires. It was approved and will be in 33.259.
TD S3-070063: Pseudo-CR: Local interface between UICC Hosting Device and Remote Device: Ericsson. The document proposed to introduce the definition of local interface between UICC Hosting Device and Remote Device.
It was asked if the box is needed around both the UICC and UICC Hosting Device. It was not known, but it could be UE. It was approved and will be in 33.259.
TD S3-070064: Pseudo-CR: Mapping of keys: Ericsson.  The document proposed that a note is introduced to clarify that the UICC Hosting Device needs a unique way to distinguish or map different Ks_local_device keys to different Remote Devices and vice verse. This is out of the scope of this specification. The description of the initiation of the key establishment was also extended, to describe when the UICC Hosting Device attempts to use a Ks_local_device key with the Remote Device (which it no longer shares). It was approved and will be in 33.259.
TD S3-070065: Pseudo-CR: Updating the NAF_ID of the NAF Key Centre: Ericsson. The UICC Hosting Device and/or the Remote Device needs to have an available NAF_ID of the NAF Key Centre in the home network. This pseudo-CR proposed that it shall be possible to configure the NAF_ID on the UICC and in the UICC Hosting Device; and it may be possible to configure the NAF_ID in the Remote Device.

It was decided to add an editor’s noted that some study is required as to whether the mechanism in 33.222 could cause the removal of the configuration requirement. With this, it was approved and will be in 33.259.
TD S3-070067: Exposure of Device ID on local interface: Ericsson. This paper attempted to discuss a solution on how to avoid exposure of device identifiers as e.g. IMEI on the local interface which could be unprotected between the UICC Hosting Device and the Remote Device. The P-CR for the proposed solution was provided in TD S3-070069.
TD S3-070069: Pseudo-CR: Protection of the Device ID on the local interface: Ericsson. This P-CR contained a potential solution in order to avoid that the Device_ID as IMEI is sent in clear text via the local interface.

It was asked if this should be put into 33.110. The answer was possibly. Another question was if this was a little overkill. The answer was probably. This was postponed for the time being.
TD S3-070070: Pseudo-CR: Editorial clarifications: Ericsson. This P-CR made several editorial clarifications and introduces proper specification language where appropriate. It was suggested that the editor’s note in 4.4.5 could be deleted. There have been assumptions made on the trust model that mean the NAF key centre shall be in the home network. However, it was commented that this note was in as a place-holder. With this it was approved and will be in 33.259.
TD S3-070071: Pseudo-CR: Support for GBA_U: Ericsson. The P-CR clarified the support of GBA-U.
TD S3-070167: Udated TS 33.259 on Key establishment between a UICC hosting device and a remote device: Rapporteur. The updated TS was provided in TD S3-070167. It was noted that if this TS is to be Rel-7 then it needs to be pushed along a little. It was suggested that this could be on the exception list. This was agreed and it was put in the pack with version 1.0.0. It was agreed to be sent to SA for information.
6.16
Protection against SMS and MMS spam
TD S3-070094: Spam Flagging using In-band Signaling in Mobile and Broadband Networks: Orange. The document proposed solutions to enable to limit the effects of the spam by enabling the customer to decide whether such received message is spam or not. SMS, MMS, IMS Messaging, IMS Presence and IMS call are considered. As the trend is to converge all medias, mobile, fixed internet and so on, it was judged adequate to also study anti-spam solutions regarding the reception of email messages. This was revised to TD S3-070159 prior to presentation.
The proposal was to create a TR on this. This was agreed despite the fact that the WI indicated it was NOT a study item. A baseline would be provided at the next meeting. It was commented that there was some work ongoing in OMA and IETF and this should be taken into account. It was answered that this was included in the references in the document. Also, there is a paragraph in the CT4 TS 23.840.

AP 46.09
Miss Natacha Mach to prepare a skeleton of a TR for Protection against SMS and MMS spam for SA3 #47.
6.17
Other areas

TD S3-070018: LS to SA3 on Introduction of the new UEA2/UIA2 algorithms in RRC specification: RAN2 (R2-063642). RAN2 was informing SA3 that it has agreed the a CR against 25.331 for the support of the new security algorithms UEA2/UIA2 in the RRC protocol. It was noted.
8
Review and update of work programme

TD S3-070004: Review of WIs for Rel-7 and Rel-8: MCC. This was presented for information. Delegates, particularly Rapporteurs, were requested to provide input as soon as possible to the Secretary, but before the 02/03/07. It was noted.
9
Future meeting dates and venues

Deadlines for contributions to next meetings:
Joint TISPAN-WG7/SA3 meeting 27th March 2007.
First deadline:
20th March 16:00 CET. Second deadline: 22nd March 16:00 CET.
The deadline for co-existance documents for the joint meeting was set as 13th March 2007 16:00 CET.
SA3 #47 22nd – 25th May 2007.

First deadline:
15th May 16:00 CET. Second deadline: 17th May 16:00 CET.
The planned meetings were as follows:
	Meeting
	Date
	Location
	Host

	S3-adhoc
	27 - 29 March 2007
	Sophia Anitipolis
	ETSI

	S3#47
	22 - 25 May 2007
	EU, T.B.A
	EF3

	S3#48
	10 – 13 July 2007
	North AmericaS
	NAF

	S3#49
	9 – 12 Oct 2007
	
	

	S3#50
	
	
	


The ad hoc was given the authority to send liaison statements related to SAE/LTE
LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#25
	25 - 27 Apr 2007
	EU
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs #35 
	12 - 15 Mar 2007    
	Cyprus
	EF3

	TSGs #36 
	4 – 7 Jun 2007    
	Busan, South Korea
	

	TSGs #37 
	10 – 13 Sep 2007    
	Riga Latvia
	EF3

	TSGs #38 
	3 – 7 Dec 2007    
	Cancun, Mexico
	NAF

	TSGs #39 
	10 – 13 Mar 2008    
	tbd  
	

	TSGs #40 
	2 – 5 Jun 2008    
	tbd  
	

	TSGs #41 
	29 Sep - 2 Oct 2008    
	tbd  
	

	TSGs #42 
	8 - 11 Dec 2008    
	tbd  
	


9 Any other business

The chairman indicated that elections would take place at SA3 #48.
10 Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, Huawei, for the excellent facilities in Beijing. He then closed the meeting at 17.00.
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	6.9
	171
	Revised to 171

	S3-070083
	Clarification of MTK message structure
	Ericsson
	6.9
	172
	Revised to 172

	S3-070084
	GBA keys clarification
	Ericsson
	6.7.2
	Out
	Revised to 191; Agreed to be sent to SA for approval

	S3-070085
	UMTS AKA or EAP-AKA (and enhancements).
	Nokia, Siemens Networks, T-Mobile
	6.14
	None
	Noted; Working assumption in conclusion adopted.

	S3-070086
	Figure 4-3 misleadingly lists Ks_NAF in message 9
	Nokia, Siemens Networks
	6.15.1
	Out
	Agreed to be sent to SA for approval

	S3-070087
	Change of Ks local establishment procedure to have less B-TID errors on Zn reference point
	Nokia, Siemens Networks
	6.15.1
	None
	Noted, not approved at this time

	S3-070088
	NAF Key Center shall authorize/administrate Terminal_appl_ID and UICC_appl_ID
	Nokia, Siemens Networks, Gemalto, Ericsson
	6.15.1
	Out
	Agreed to be sent to SA for approval

	S3-070089
	Security procedures for legacy interworking with LTE
	Ericsson
	6.14
	161
	Noted in light of the ad hoc

	S3-070090
	Security of path switching in LTE
	Ericsson
	6.14
	129
	Noted, discussion over email for LS at ad hoc, see also comments in 129

	S3-070091
	Security issues with IP multicast in transport network
	Ericsson
	6.14
	15
	Noted; comments to 15, P-CR put into TR

	S3-070092
	Termination point for UP ciphering in LTE
	Ericsson, Orange, T-mobile
	6.14
	153
	See LS in response in 153

	S3-070093
	On 2G SIM usage in SAE/LTE
	Ericsson
	6.14
	161
	Threat put into TR

	S3-070094
	Spam Flagging using In-band Signaling in Mobile and Broadband Networks
	Orange
	6.16
	159
	Revised to 159

	S3-070095
	Hierarchy of user-related keys in SAE/LTE
	Nokia, Siemens Networks
	6.14
	161
	Modified and added to TR

	S3-070096
	Binding authentication vectors to SAE use
	Nokia, Siemens Networks
	6.14
	161
	working assumption of using one bit authentication vectors in AMF for SAE binding was added to TR

	S3-070097
	Key handling on active to idle and idle to active transitions in SAE
	Nokia, Siemens Networks
	6.14
	161
	Taken as a working assumption and it would be added to TR

	S3-070098
	Possible error condition in WLAN fast re-authentication
	Ericsson
	6.8
	197
	Revised to 197

	S3-070099
	Key handling on mobility
	Nokia, Siemens Networks
	6.14
	161
	Analysis in this document was added to TR

	S3-070100
	Security algorithm negotiation in SAE/LTE networks
	Nokia, Siemens Networks
	6.14
	None
	To be basis of LS to RAN from ad hoc with additions

	S3-070101
	Pseudo-CR for main part of TR 33.803
	Nokia, Siemens Networks
	6.1.3
	
	Approved with 3 changes

	S3-070102
	Pseudo-CR for Annex A of TR 33.803
	Nokia, Siemens Networks
	6.1.3
	
	Approved to be put into the TR

	S3-070103
	Pseudo-CR regarding options in section 6.3 of TR 33.803
	Nokia, Siemens Networks
	6.1.3
	
	An editor’s note added indicating Protocol Based solution is early Rel-8

	S3-070104
	Handling of unprotected messages in IMS emergency case
	Nokia, Siemens Networks
	6.1.1
	124
	Revised to 124

	S3-070105
	Extension of scope of TS 33.234, Rel 6
	Nokia, Siemens Networks
	6.8
	199
	Error with CR no; Revised to 199

	S3-070106
	Extension of scope of TS 33.234, Rel 7
	Nokia, Siemens Networks
	6.8
	200
	Error with CR No; Revised to 200

	S3-070107
	3GPP TR 33.8xx v0.0.1 'IMS media plane security'
	Vodafone
	6.1
	185
	Noted as input to meeting; Revised to 185

	S3-070108
	GBA: Update of CR on user identity privacy on Ub reference point
	Nokia, Siemens Networks
	6.7.2
	109
	See CR in 109

	S3-070109
	Introduction of temporary identifier for bootstrapping procedure
	Nokia, Siemens Networks
	6.7.2
	
	Presented for information; noted.

	S3-070110
	Clarification of mapping of GUSS to IMPIs and IMSIs, Rel 6
	Nokia, Siemens Networks
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070111
	Clarification of mapping of GUSS to IMPIs and IMSIs, Rel 7
	Nokia, Siemens Networks
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070112
	Clarification on NAF_Id coding
	Vodafone
	6.7.2
	189
	Revised to 189

	S3-070113
	Clarification on NAF_Id coding
	Vodafone
	6.7.2
	Out
	Revised to 190; Agreed to be sent to SA for approval

	S3-070114
	Correction of Note in Annex H, Rel 7
	Nokia, Siemens Networks
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070115
	Clarification on certificate chain handling
	NXP Semiconductors, Vodafone
	6.8
	201
	Revised to 201

	S3-070116
	Clarification on certificate chain handling
	NXP Semiconductors, Vodafone
	6.8
	202
	Revised to 202

	S3-070117
	Certificates for GAN testing
	Vodafone
	6.8
	AP 44.08
	Noted, email discussion before next meeting

	S3-070118
	Further solutions to MSK storage issue
	Gemalto, Vodafone
	6.9
	119, 120
	Noted, see CRs in 119, 120

	S3-070119
	Modification to rules for MSK and MTK management on the UE
	Gemalto, Vodafone
	6.9
	163
	Revised to 163

	S3-070120
	Modification to rules for MSK and MTK management on the UE
	Gemalto, Vodafone
	6.9
	164
	Revised to 164

	S3-070121
	Potential implementation of user plane encryption in the LTE base station site
	Vodafone
	6.14
	128
	See comments in 128

	S3-070122
	Existing solutions for IMS media security and their impact on lawful interception requirements
	Nokia, Siemens Networks, Vodafone
	6.1
	184
	See comments in 134, LS in 184

	S3-070123
	Update of S3-070059
	Nortel, Alcatel-Lucent, Samsung, LG Electronics
	6.14
	None
	Noted; working assumption is AES

	S3-070124
	Handling of unprotected messages in IMS emergency case
	Nokia, Siemens Networks
	6.1.1
	182
	Revised to 182

	S3-070125
	comments to S3-070073
	Huawei
	6.1.3
	None
	Noresponse to 139; Dealt with in Joint meeting

	S3-070126
	comments to S3-070103
	Huawei
	6.1.3
	
	Noted; resuted in editor’s note added indicating Protocol Based solution is early Rel-8

	S3-070127
	Comments to S3-070007 and S3-070047
	Gemalto
	6.14
	155
	See LS to SA in 155

	S3-070128
	Comments to S3-070121
	Nokia, Siemens Networks
	6.14
	153
	See LS in response in 153

	S3-070129
	Comments to S3-070090
	Nokia, Siemens Networks
	6.14
	Email
	Noted, discussion over email for LS at ad hoc

	S3-070130
	Comments on S3-070006
	Vodafone
	6.15.1
	None
	Noted, further investigation on key confirmation

	S3-070131
	Comments on S3-070059
	Vodafone / ETSI SAGE chair
	6.14
	None
	Noted; working assumption is AES

	S3-070132
	Comments on contribution S3-070054
	Nokia, Siemens Networks
	6.14
	None
	Noted; off line discussion

	S3-070133
	Comments on S3-070038
	Vodafone
	6.7.2
	None
	Noted; used in off line discussion

	S3-070134
	Comments on 'Existing solutions for IMS media security and their impact on lawful interception requirements'
	Ericsson
	6.1
	184
	See also 122; see response in 184

	S3-070135
	Comments on 'Security Algorithms for LTE'
	Ericsson
	6.14
	None
	Noted; working assumption is AES

	S3-070136
	Comments on S3-070066
	Alcatel-Lucent, Motorola, Nortel, Qualcomm, Vodafone
	6.14
	153
	See LS in response in 153

	S3-070137
	Liaison response on media security
	TISPAN WG7
	6.1
	183
	Response in 183

	S3-070138
	LS to 3GPP SA3 on Joint Meeting
	TISPAN WG7
	6.1
	None
	Noted, results in actions

	S3-070139
	LS on I-CSCF Related to the Coexistence Issue
	TISPAN WG7
	6.1.3
	None
	See also 73 and 125; referred to joint meeting

	S3-070140
	LS on NAT traversal Using ICE and Outbound
	TISPAN WG7
	6.1
	173
	Response in 173

	S3-070141
	Reply Liaison on "protected MBMS services over MBMS broadcast"
	SA4
	6.9
	None
	Noted

	S3-070142
	Reply LS on Service Requirement for MBMS LTE
	SA4
	6.9
	203
	Response in 203

	S3-070143
	LS on DIMS Security
	SA4
	5.1
	None
	Comments by EMAIL

	S3-070144
	WI for Lawful Interception in the 3GPP Rel-8
	SA3 LI
	4.3
	215
	Revised to 215

	S3-070145
	CR 33.107-0060: Stage 2 MBMS Interception
	SA3 LI
	4.3
	216
	Agreed to be sent to SA for approval; Revised to 216

	S3-070146
	CR 33.107-0061: SMS IRI Reporting for WLAN Interworking
	SA3 LI
	4.3
	216
	Revised to 216Revised to 216

	S3-070147
	CR 33.108-0089: SMS IRI Reporting for WLAN Interworking (33.108)
	SA3 LI
	4.3
	217
	Revised to 217

	S3-070148
	Presentation on 3GPP2 in FCC
	Qualcomm, Nortel
	5.5
	
	Noted; other comments to sources

	S3-070149
	LS on long lived PDP contexts for protected MBMS services
	CT1
	6.9
	None
	Noted; email discussion is requried to ensure that the restrictions imposed are acceptable

	S3-070150
	LS on security for PS emergency sessions
	CT1
	6.6
	186
	Response in 186

	S3-070151
	CR to 33.234- Update to references
	Ericsson
	6.8
	169
	Revised to 169

	S3-070152
	Update of the SAE study WI description
	Nokia
	6.14
	Out
	Agreed to be sent to SA for approval

	S3-070153
	LS on potential implementation of user plane encryption in LTE Base Station site
	SA3
	6.14
	Out
	Agreed to be sent

	S3-070154
	Liaison statement on draft ITU-T Recommendations X.crs and X.msec-4
	SA3
	5.9
	
	-

	S3-070155
	LS on 2G SIM cards accessing LTE
	SA3
	6.14
	Out
	Agreed to be sent

	S3-070156
	FDT Protection
	Nokia
	6.9
	157
	See CR in 157

	S3-070157
	CR to 33.246-0122 on FDT protection
	Nokia
	6.9
	208
	Revised to 208

	S3-070158
	Addition of UICC-based 2G GBA
	China Mobile, Alcatel-Lucent
	6.7.2
	174
	Revised to 174

	S3-070159
	Spam Flagging using In-band Signaling in Mobile and Broadband Networks
	Orange
	6.16
	Ap
	Noted; skeleton to be provided at next meeting

	S3-070160
	Reply LS on NDS/IP and S1 Connectivity
	SA3
	6.14
	Out
	Agreed to be sent

	S3-070161
	Updated TR 33.821 on rationale
	Rapporteur
	6.14
	Email
	Noted as basis for future work. Email

	S3-070162
	Reply LS on SIM and USIM usage in LTE/SAE
	SA3
	6.14
	Out
	Agreed to be sent

	S3-070163
	Modification to rules for MSK and MTK management on the UE
	Gemalto, Vodafone
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070164
	Modification to rules for MSK and MTK management on the UE
	Gemalto, Vodafone
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070165
	LS to CT6 on Modification to rules for MSK and MTK management on the UE
	Gemalto
	6.9
	Out
	Agreed to be sent

	S3-070166
	Keep Annex alignment with the specification text
	huawei
	6.15.1
	Out
	Agreed to be sent to SA for approval

	S3-070167
	Udated TS 33.259 on Key establishment between a UICC hosting device and a remote device
	Rapporteur
	6.15.2
	Out
	Agreed to be sent to SA for information

	S3-070168
	CR 33.203 - SIP Diget and TLS Procedures
	CableLabs
	6.1.4
	None
	Noted, further discussion is required in light of joint meeting of SA3 and TISPAN

	S3-070169
	CR to 33.234- Update to references
	Ericsson
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070170
	Clarification of MSK and MTK messages
	Ericsson
	6.9
	171, 172
	See CRs in 171, 172

	S3-070171
	Clarification of MSK message structure
	Ericsson
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070172
	Clarification of MTK message structure
	Ericsson
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070173
	LS on NAT traversal Using ICE and Outbound
	SA3
	6.1
	Out
	Agreed to be sent

	S3-070174
	Addition of UICC-based 2G GBA
	China Mobile, Alcatel-Lucent
	6.7.2
	
	Noted; the specifications support already the requirement.

	S3-070175
	GBA for interworking with legacy HLR
	China Mobile
	6.7.2
	177
	See LS in 177

	S3-070176
	Reply LS to LS on protected MBMS services over MBMS broadcast"
	CT3
	6.9
	None
	Noted; more study is required since CT3 cannot help.

	S3-070177
	LS on Interface for GBA usage with HLR
	China Mobile
	6.7.2
	Out
	Agreed to be sent

	S3-070178
	Proposal for exception on GBA for interworking with legacy HLR
	China Mobile
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070179
	Encoding problems in HTTP Digest AKA authentication between UE and BSF
	China Mobile, Alcatel-Lucent
	6.7.2
	214
	Revised to 214

	S3-070180
	LS on Protocol based solution for the legacy P-CSCF and NBA-aware P-CSCF as part of the coexistence issue
	SA3
	6.1.3
	Out
	Agreed to be sent

	S3-070181
	Application for exception for Rel-7 on Access Security review
	Rapporteur
	6.6
	Out
	Agreed to be sent to SA for approval

	S3-070182
	Handling of unprotected messages in IMS emergency case
	Nokia, Siemens Networks
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-070183
	Liaison response on media security
	SA3
	6.1
	Out
	Agreed to be sent

	S3-070184
	LS on IMS media security and their impact on lawful interception requirements
	SA3
	6.1
	213
	Revised to 213

	S3-070185
	3GPP TR 33.8xx v0.1.0 'IMS media plane security'
	Vodafone
	6.1
	
	Noted as basis for future work.

	S3-070186
	LS on security for PS emergency sessions
	SA3
	6.6
	Out
	Agreed to be sent

	S3-070187
	Update of TR 33.919
	Nokia, Siemens Networks
	6.7.1
	Out
	Agreed to be sent to SA for approval

	S3-070188
	Key deletion method for applications
	Nokia, Siemens Networks, T-Mobile
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070189
	Clarification on NAF_Id coding
	Vodafone
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070190
	Clarification on NAF_Id coding
	Vodafone
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070191
	GBA keys clarification
	Ericsson
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070192
	Update of 33.223 on GBA Push
	Rapporteur
	6.7.5
	
	Noted as basis for future work. To be supplied on email.

	S3-070193
	TR 33.803 on Co-existance
	Rapporteur
	6.1.3
	218
	Revised to 218

	S3-070194
	CR 33.234-0087 - Update Reference
	NTT DoCoMo, NEC
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070195
	Mandate the PDG ID format
	China mobile, Huawei, Nokia, Nortel, Siemens Networks
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070196
	Mandate the PDG ID format
	China mobile, Huawei, Nokia, Nortel, Siemens Networks
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070197
	Possible error condition in WLAN fast re-authentication
	Ericsson
	6.8
	Out
	; Agreed to be sent to SA for approval

	S3-070198
	Possible error condition in WLAN fast re-authentication
	Ericsson
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070199
	Extension of scope of TS 33.234, Rel 6
	Nokia, Siemens Networks
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070200
	Extension of scope of TS 33.234, Rel 7
	Nokia, Siemens Networks
	6.8
	Out
	Agreed to be sent to SA for approval; Agreed to be sent to SA for approval

	S3-070201
	Clarification on certificate chain handling
	NXP Semiconductors, Vodafone
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070202
	Clarification on certificate chain handling
	NXP Semiconductors, Vodafone
	6.8
	Out
	Agreed to be sent to SA for approval

	S3-070203
	Reply LS on Service Requirement for MBMS LTE
	SA3
	6.9
	Out
	Agreed to be sent

	S3-070204
	Reply LS on DRM Content Format
	SA3
	6.9
	Out
	Agreed to be sent

	S3-070205
	CR on Consistency problem in the usage of OMA DRM DCF
	Nokia, Siemens Networks
	6.9
	None
	Presented for information; Noted

	S3-070206
	Allow the BM-SC to resent MTK messages without TS incrementation
	Nokia, Siemens Networks
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070207
	Clarification on the use of the constant R
	Nokia, Siemens Networks
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070208
	CR to 33.246-0122 on FDT protection
	Nokia
	6.9
	Out
	; Agreed to be sent to SA for approval

	S3-070209
	CR to 33.246-0122 on FDT protection
	Nokia
	6.9
	Out
	Agreed to be sent to SA for approval

	S3-070210
	P-CR on Removal of Section
	Nokia, Siemens Networks
	6.12
	211
	Approved; to be put into the TR

	S3-070211
	TR 33.905 on Trust requirements for open platforms
	Rapporteur
	6.12
	Out
	Agreed to be sent to SA for approval

	S3-070212
	SAMLv2.0 Integration to TR 33.980
	Nokia, Siemens Networks, Orange
	6.13
	Out
	Agreed to be sent to SA for approval

	S3-070213
	LS on IMS media security and their impact on lawful interception requirements
	SA3
	6.1
	Out
	Agreed to be sent

	S3-070214
	Encoding problems in HTTP Digest AKA authentication between UE and BSF
	China Mobile, Alcatel-Lucent
	6.7.2
	Out
	Agreed to be sent to SA for approval

	S3-070215
	WI for Lawful Interception in the 3GPP Rel-8
	SA3 LI
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-070216
	CR 33.107-0061: SMS IRI Reporting for WLAN Interworking
	SA3 LI
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-070217
	CR 33.108-0089: SMS IRI Reporting for WLAN Interworking (33.108)
	SA3 LI
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-070218
	TR 33.803 on Co-existance
	Rapporteur
	6.1.3
	Out
	Agreed to be sent to SA for Information

	S3-070219
	Exception sheet for TR 33.803 on Co-existance
	Rapporteur
	6.1.3
	Out
	Agreed to be sent to SA for approval
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	CR
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	Cur Vers
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	Status
	WI

	33.107
	0061
	1
	Rel-7
	CR 33.107-0061: SMS IRI Reporting for WLAN Interworking
	F
	7.5.0
	S3-070216
	agreed
	-

	33.108
	0089
	1
	Rel-7
	CR 33.108-0089: SMS IRI Reporting for WLAN Interworking (33.108)
	F
	7.6.0
	S3-070217
	agreed
	LI-7A

	33.110
	0003
	-
	Rel-7
	Figure 4-3 misleadingly lists Ks_NAF in message 9
	F
	7.0.0
	S3-070086
	agreed
	KeyEstUTerm

	33.110
	0001
	-
	Rel-7
	NAF Key Center shall authorize/administrate Terminal_appl_ID and UICC_appl_ID
	C
	7.0.0
	S3-070088
	agreed
	KeyEstUTerm

	33.110
	0004
	1
	Rel-7
	Keep Annex alignment with the specification text
	F
	7.0.0
	S3-070166
	agreed
	KeyEstUTerm

	33.203
	0104
	2
	Rel-7
	Handling of unprotected messages in IMS emergency case
	C
	7.4.0
	S3-070182
	agreed
	IMS-SE

	33.220
	0116
	1
	Rel-7
	GBA keys clarification
	F
	7.6.0
	S3-070084
	agreed
	SEC7-GAA2

	33.220
	0117
	-
	Rel-6
	Clarification of mapping of GUSS to IMPIs and IMSIs, Rel 6
	F
	6.11.0
	S3-070110
	agreed
	SEC7-GAA2

	33.220
	0117
	-
	Rel-7
	Clarification of mapping of GUSS to IMPIs and IMSIs, Rel 7
	A
	7.6.0
	S3-070111
	agreed
	SEC7-GAA2

	33.220
	0120
	1
	Rel-7
	Clarification on NAF_Id coding
	A
	7.6.0
	S3-070113
	agreed
	TEI

	33.220
	0118
	-
	Rel-7
	Correction of Note in Annex H, Rel 7
	D
	7.6.0
	S3-070114
	agreed
	SEC7-GAA2

	33.220
	0113
	1
	Rel-7
	Key deletion method for applications
	F
	7.6.0
	S3-070188
	agreed
	GAAExt

	33.220
	0119
	1
	Rel-6
	Clarification on NAF_Id coding
	F
	6.11.0
	S3-070189
	agreed
	TEI7

	33.220
	0120
	1
	Rel-7
	Clarification on NAF_Id coding
	A
	7.6.0
	S3-070190
	agreed
	TEI7

	33.220
	0116
	1
	Rel-7
	GBA keys clarification
	F
	7.6.0
	S3-070191
	agreed
	SEC7-GAA2

	33.220
	0114
	2
	Rel-7
	Encoding problems in HTTP Digest AKA authentication between UE and BSF
	F
	7.6.0
	S3-070214
	agreed
	2GGBA

	33.234
	0095
	1
	Rel-7
	CR to 33.234- Update to references
	D
	7.3.0
	S3-070169
	agreed
	TEI7

	33.234
	0087
	1
	Rel-7
	CR 33.234-0087 - Update Reference
	F
	7.3.0
	S3-070194
	agreed
	WLAN-PNA

	33.234
	0090
	1
	Rel-6
	Mandate the PDG ID format
	F
	6.8.0
	S3-070195
	agreed
	WLAN

	33.234
	0091
	1
	Rel-7
	Mandate the PDG ID format
	A
	7.3.0
	S3-070196
	agreed
	WLAN

	33.234
	0092
	1
	Rel-6
	Possible error condition in WLAN fast re-authentication
	F
	6.8.0
	S3-070197
	agreed
	TEI6

	33.234
	0093
	1
	Rel-7
	Possible error condition in WLAN fast re-authentication
	A
	7.3.0
	S3-070198
	agreed
	TEI6

	33.234
	0094
	1
	Rel-6
	Extension of scope of TS 33.234, Rel 6
	F
	6.8.0
	S3-070199
	agreed
	I-WLAN

	33.234
	0096
	-
	Rel-7
	Extension of scope of TS 33.234, Rel 7
	A
	7.3.0
	S3-070200
	agreed
	I-WLAN

	33.234
	0097
	-
	Rel-6
	Clarification on certificate chain handling
	F
	6.8.0
	S3-070201
	agreed
	TEI6

	33.234
	0098
	1
	Rel-7
	Clarification on certificate chain handling
	A
	7.3.0
	S3-070202
	agreed
	TEI

	33.246
	0120
	1
	Rel-6
	Modification to rules for MSK and MTK management on the UE
	F
	6.9.0
	S3-070163
	agreed
	MBMS

	33.246
	0121
	1
	Rel-7
	Modification to rules for MSK and MTK management on the UE
	A
	7.2.0
	S3-070164
	agreed
	MBMS

	33.246
	0118
	1
	Rel-7
	Clarification of MSK message structure
	F
	7.2.0
	S3-070171
	agreed
	MBMS

	33.246
	0119
	1
	Rel-7
	Clarification of MTK message structure
	F
	7.2.0
	S3-070172
	agreed
	MBMS

	33.246
	0116
	1
	Rel-7
	Allow the BM-SC to resent MTK messages without TS incrementation
	C
	7.2.0
	S3-070206
	agreed
	MBMS

	33.246
	0117
	1
	Rel-7
	Clarification on the use of the constant R
	F
	7.2.0
	S3-070207
	agreed
	MBMS

	33.246
	0124
	-
	Rel-6
	CR to 33.246-0122 on FDT protection
	F
	6.9.0
	S3-070208
	agreed
	MBMS

	33.246
	0122
	1
	Rel-7
	CR to 33.246-0122 on FDT protection
	A
	7.2.0
	S3-070209
	agreed
	MBMS

	33.310
	0008
	-
	Rel-8
	Specification of TLS protocol profile for future TLS endpoints
	B
	7.1.0
	S3-070032
	agreed
	NDSAFTLS

	33.919
	0008
	1
	Rel-8
	Update of TR 33.919
	B
	7.1.0
	S3-070187
	agreed
	GAAExt

	33.980
	0014
	-
	Rel-7
	Removal of identity validation inconsistency
	F
	7.3.0
	S3-070033
	agreed
	LibSec

	33.980
	0015
	1
	Rel-7
	SAMLv2.0 Integration to TR 33.980
	B
	7.3.0
	S3-070212
	agreed
	LibSec
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Annex E: List of Liaisons to or from SA3
E.1
Liaisons to the meeting

	TD Number
	Title
	Source
	SourceTD
	Result

	S3-070008
	Liaison to 3GPP SA3 from IEEE 802.11 - Requirement on MAC Address Anonymity
	IEEE 802.11
	IEEE 802.11-06/1813r1
	Noted

	S3-070009
	Response on GEA3 keystream bit ordering
	ETSI SAGE
	SAGE (06) 07
	Noted; done in CT1

	S3-070010
	Reply Liaison on Fast-tune-in RTP
	SA4
	S4-060719
	Noted: delegates were asked to read this and bring comments to the next meeting

	S3-070011
	LS on Emergency Attach for UICC-less UE
	SA2
	S2-070606
	Noted: the group was reminded that this will need to be addressed in the future.

	S3-070012
	LS response on Update statement regarding IEEE 802.11u (Interworking with External Networks)
	SA2
	S2-070603
	Noted

	S3-070013
	LS on potential implementation of user plane encryption in LTE Base Station site
	SA2
	S2-070590
	Response in 153

	S3-070014
	LS on possible security concerns of path switch control message in eNB-UPE user plane
	RAN3
	R3-062037
	See 90 for further discussion.

	S3-070015
	Reply LS on NDS/IP and S1 Connectivity
	RAN3
	R3-062001
	See comments in 91; Response in 160

	S3-070016
	LS on SIM and USIM usage in LTE/SAE
	RAN2
	R2-070420
	Response in 162

	S3-070017
	Reply LS on assumptions for security procedures
	RAN2
	R2-070371
	Editor's note added to TR

	S3-070018
	LS to SA3 on Introduction of the new UEA2/UIA2 algorithms in RRC specification
	RAN2
	R2-063642
	Noted

	S3-070019
	Reponse to LS on Security on 3GPP devices
	SA3
	OMA-DM-2006-0164R03
	Noted

	S3-070020
	BCAST LS to 3GPP SA3 on DCF
	OMA BAC
	OMA-LS_0157
	Response in 204

	S3-070021
	Liaison statement on draft ITU-T Recommendations X.crs and X.msec-4
	ITU-T SG 17
	COM 17  LS 164  E
	Noted, to be done over email.; Response in 154

	S3-070022
	Reply LS on 3GPP SAE&LTE workplan
	CT6
	C6-060774
	Noted

	S3-070023
	LS reply to SA LS on 3GPP SAE&LTE Workplan
	CT3
	C3-060870
	Noted

	S3-070024
	LS on Bit ordering of the key sequence in GEA3
	CT1
	C1-062523
	Responded to in 9

	S3-070025
	Co-existence between TISPAN and 3GPP Authentication Schemes
	TISPAN WG7
	12bTD400r3
	Response in 180

	S3-070137
	Liaison response on media security
	TISPAN WG7
	12bTD408r2
	Response in 183

	S3-070138
	LS to 3GPP SA3 on Joint Meeting
	TISPAN WG7
	12tTD359
	Noted, results in actions

	S3-070139
	LS on I-CSCF Related to the Coexistence Issue
	TISPAN WG7
	12tTD398r1
	See also 73 and 125; referred to joint meeting

	S3-070140
	LS on NAT traversal Using ICE and Outbound
	TISPAN WG7
	12tTD399r1
	Response in 173

	S3-070141
	Reply Liaison on "protected MBMS services over MBMS broadcast"
	SA4
	S4-070132
	Noted

	S3-070142
	Reply LS on Service Requirement for MBMS LTE
	SA4
	S4-070224
	Response in 203

	S3-070143
	LS on DIMS Security
	SA4
	S4-070236
	Comments by EMAIL

	S3-070149
	LS on long lived PDP contexts for protected MBMS services
	CT1
	C1-070397
	Noted; email discussion is requried to ensure that the restrictions imposed are acceptable

	S3-070150
	LS on security for PS emergency sessions
	CT1
	C1-070506
	Response in 186

	S3-070176
	Reply LS to LS on protected MBMS services over MBMS broadcast"
	CT3
	C3-070234
	Noted; more study is required since CT3 cannot help.


E.2
Liaisons from the meeting

	TD number
	Title
	To
	Copy
	Date Sent

	S3-070153
	LS on potential implementation of user plane encryption in LTE Base Station site
	SA2
	RAN 2, RAN 3
	13/02/2007

	S3-070155
	LS on 2G SIM cards accessing LTE
	SA
	
	

	S3-070160
	Reply LS on NDS/IP and S1 Connectivity
	RAN3
	
	

	S3-070162
	Reply LS on SIM and USIM usage in LTE/SAE
	RAN2
	SA2, RAN3
	

	S3-070165
	LS to CT6 on Modification to rules for MSK and MTK management on the UE
	CT6
	
	14/02/2007

	S3-070173
	LS on NAT traversal Using ICE and Outbound
	TISPAN WG7
	
	

	S3-070177
	LS on Interface for GBA usage with HLR
	CT4
	
	

	S3-070180
	LS on Protocol based solution for the legacy P-CSCF and NBA-aware P-CSCF as part of the coexistence issue
	TISPAN WG7
	TISPAN WG3
	

	S3-070183
	Liaison response on media security
	TISPAN WG7
	
	

	S3-070186
	LS on security for PS emergency sessions
	CT1
	SA2
	

	S3-070203
	Reply LS on Service Requirement for MBMS LTE
	SA4
	
	

	S3-070204
	Reply LS on DRM Content Format
	OMA BAC BCAST, OMA BAC DLDRM
	
	

	S3-070213
	LS on IMS media security and their impact on lawful interception requirements
	SA3-LI
	SA2
	


Annex F: List of TSs or TRs to go to SA
TSs and TRs to be sent
	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-8
	33.259
	S3-070167
	Udated TS 33.259 on Key establishment between a UICC hosting device and a remote device
	SP-35

	
	33.905
	S3-070211
	TR 33.905 on Trust requirements for open platforms
	SP-35

	
	33.803
	S3-070218
	TR 33.803 on Co-existance
	SP-35


TSs and TRs pending

	Release
	Spec_Number
	Document Number
	Title
	To

	
	
	
	
	


Miscellaneous

	Doc-2nd-Level
	Title
	To

	S3-060839
	Rationale TR for SA
	SP-34


Annex G: List of WIDs to go to SA
	Document Number
	Title
	To

	S3-070152
	Update of the SAE study WI description
	SP-35

	S3-070178
	Proposal for exception on GBA for interworking with legacy HLR
	SP-35

	S3-070215
	WI for Lawful Interception in the 3GPP Rel-8
	SP-35

	S3-070219
	Exception sheet for TR 33.803 on Co-existance
	SP-35


Annex H: Actions from the meeting

AP 46.01
Mr. Vesa Lehtovirta and Miss Mireille Pauliac, to prepare Presentation of SA3 perspective on personal area networking (PAN) security for joint meeting.

AP 46.02
Mr Peter Howard to prepare a Presentation of the SA3 WI for joint meeting

AP 46.03
Mr Steve Dotson to prepare a Presentation of Status of IMS enhancements for CableLabs for joint meeting

AP 46.04
Miss Natacha Mach and Mr Guenther Horn to prepare a Presentation of Status Status of TR 33.803 for joint TISPAN WG7/SA3 meeting.

AP 46.05
Mr Valtteri Niemi to prepare to inform the chairman of  TISPAN WG7 of some changes to the agenda.

AP 46.06
Mr Colin Blanchard to study a way of getting the HTTP Digest part of th TIPSAN specifications to SA3 and Cablelabs in particular.

AP 46.07
Mr Rajavelsamy Rajadurai to compile a CR and liaison statement to CT1 regarding security for PS emergency sessions (S3-070150) (before end of March to kick off email discussion).

AP 46.08
Mr Dajiang Zhang to start an email discussion on the CRs in TD S3-070117 on GAN testing.

AP 46.09
Mr Dajiang Zhang to start an email discussion on the CR in TD S3-070079 on IMS emergency call over I-WLAN for UICC-less case and TD S3-070078 on Support of IMS emergency call over I-WLAN.
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