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1
Opening of the meeting

The joint meeting of TISPAN WG7 and SA3 took place in Sophia Antipolis, France, on the 27th March 2007. It was hosted by ETSI.

2
Agreement of the agenda

Document TD S3-070241 contained the agenda for the meeting. It was approved without comment. 
3
Assignment of input documents

4
Work areas

4.1
Media security (1-2 hours) 

4.1.1
Presentation of TISPAN WI
Document TD S3-070277 (13bTD433r1) contained a presentation on the Status of work on media security in TISPAN (WI7021)

The conclusions were that:
-
Media security requirements on both IMS-based and NGN specific are still open. 

-
There are some progress on Architecture.  

-
No solutions are provided yet in TISPAN

-
ECMA TG17 is also invited to contribute on this WI.

It was asked what ECMA was. It was answered that ECMA is a manufacturer group working on all sorts of things. Their interest is for access for end-to-end terminal service between corporate networks; a completely transparent bearer. They would do the key management. 
4.1.2
Presentation of SA3 WI
Document TD S3-070229 contained a presentation on the Status of work on IMS media plane security in 3GPP. 

A summary was:

-
It is recognised that LI requirements will have a major influence on the solution 

-
SA3 sent an LS to SA3’s LI subgroup (S3-070213)

-
Next SA3 LI meeting 25 - 27 Apr 

-
It is hoped that feedback from LI subgroup will allow work on solutions to proceed  

It was noted that there is also an interest on non-RTP and it was asked what was in mind. This was a contribution from Vodafone and this has not been studied in detail, but that this should study should be done as part of the work. If the solution is specific to RTP and non-RTP was required, then a lot of work would need to be done.

On slide 9 there was some confusion on the two issues and how they relate. It was answered that the the working assumption is that this would be done on the signalling path. Part of the confusion was caused by the question if key transfer mechanism should itself provide security or if protection could be provided by another mechanism such as SIP. 
4.1.3
Related company contributions 
Document TD S3-070243 contained a document on IMS media security: proposal to modify requirements regarding access network type. TR 33.828 v0.1.0 contains requirements regarding the access network type that preclude the definition of solutions relying on smart card credentials and mechanisms. This document proposes to modify some of these requirements in order to allow smart card-based solutions. 

This could cause a conflict with the ECMA requriements. There were a number of other comments on this and so it was noted. It is too early to agree on this restriction. 

Document TD S3-070262 contained a discussion document on signalling path and media path key management. This was revised to TD S3-070268. This contribution discusses the signalling path and media path key management for media security. It concludes that based on the analysis in section 2 it seems like the working assumption in TISPAN holds and key management for media security should be performed on the signalling path. 

A clarification was requested on media clipping. It was answered that this is based more on signalling base solutions where media clipping may not be an issue. 

It was sugested that a working assumption could be that the work should progress on a signalling based solution. The proposal was endorsed and the information in the annex will be put into 33.828 with the exception of new-infra.
4.1.4
Way forward (e.g., agreement on work split and how to proceed)
With this, the meeting went back to the presentations and the worksplit. On slide 4 of TD S3-070229 and page 4/5 in TD S3-070277. All the non-IMS based work would be kept in the TISPAN TR and SA3 would have a regular view of it. 
TD S3-070243
TD S3-070262

TD S3-070268

4.2
 Coexistence issues (TR 33.803) (2-3 hours)

4.2.1
Status of TR 33 803
Document TD S3-070223 (TD S3-070220 was noted) contained a presentation of the coexistence authentication schemes TR 33.803. It was concluded that there was a decision to take into account Cablelabs requirements for fixed access network in 3GPP specifications: TISPAN and Cablelabs requirements should be treated the same.

Also, a consistent flavour of HTTP Digest should be adopted uniquely across fixed access implementations of IMS, to avoid a complex implementation of the solution (TISPAN and Cablelabs). 

· ( Question raised whether to introduce TISPAN specifications into SA3? 

· Cf. also decisions at 3GPP/TISPAN/CableLabs meeting in Palm Springs in Sept 2006.

The presentation indicated that discussion about impacts on co-existence of authentication schemes should be started at joint meeting, together with discussion on the handling of HTTP DIGEST specification

There were two issues; the urgent issue of finalising 33.803 for Rel-7 and the release 8 work. It was commented on slide 10 and the principle that HTTP DIGEST will need to be augmented that a technical solution is not the only way to solve the HTTP DIGEST issue. TISPAN has adopted HTTP DIGEST and relies on other mechanisms to protect it. It was noted that DIGEST is not fully specified at this time in TISPAN. 
4.2.2
Status of the WI in Support of Cable Deployments
Document TD S3-070267 contained a presentation on Cable Security Requirements in 3GPP. There is a Work Item “IMS Enhancements for Security Requirements in Support of Cable Deployments” was conditionally approved by SA3 in November ’06 (SP-060933), which addresses cable security requirements in support of cable deployment models and client types. It provides a framework for supporting different credential types (username/shared secret, certificates) and a framework for supporting signaling security requirements (TLS) 

At Beijing SA3#46 meeting, CableLabs presented an R8 CR against 3GPP TS 33.203 including requirements for SIP Digest and TLS. Some comments were received and CableLabs will bring an updated CR addressing comments to SA3#47 in May.
There is a work item in ITU SG9 being supported by CableLabs and it was asked what the correlation between this and that WI was. It was not sure, but the specifications are very similar. 

The work will need to be taken into account for Rel-8.

4.2.3
(Any) New TISPAN requirements
It was noted that there is a work item in TISPAN for the further specification for HTTP DIGEST. It was commented earlier in the meeting that this was under-specified. This will result in a release 2 version of TS 183 033 where the annex will become normative text. 
4.2.4
I-CSCF – issue for coexistence?

Document TD S3-070221 contained a presentation and a pCR on I-CSCF coexistence_authenticaion_schemes. In last TISPAN #12Ter and 3GPP SA3 #46 meetings, contributions 12tTD211 and S3-070125 are provided respectively by Huawei to state that the I-CSCF shall be able to perform the function of distinguishing among different authentication schemes. The conclusion is that it will be discussed in the joint meeting in March. This contribution provided some more clarifications on this issue.
Document TD S3-070227 contained a discussion document on I-CSCF and Co-existence of Authentication Mechanisms. This contribution further analyzes I-CSCF handling of authentication mechanisms, based on discussions in TISPAN and at SA3 #46. The contributors believe that the authentication handling in I-CSCF needs to be as aligned as possible for the different authentication options. The contributing companies also believe that the I-CSCF is able to handle authentication mechanism co-existence without explicitly distinguishing between authentication mechanisms. There has been no evidence presented that the I-CSCF needs to be able to explicitly distinguish between authentication mechanisms.

There is a pCR related to this document which would be provided to the TISPAN meeting (). 

It was noted that the conclusions of the two documents are conflicting. There was some support on the view presented in TD S3-070227 that the topology hiding is not necessary. There was some agreement S-CSCF reselection can be handled if the AKA authentication can be identified. This left the issue of IMPI handling.

There was a comment that in TISPAN there is no solution on how the IMPI can be derived from IMPU. There appears to be a solution for 3GPP and it was understood that this could be used also in TISPAN. Indeed the CR in 13bTD159 proposed such a solution.
Documents TD S3-070221 and TD S3-070227 were noted and the outcome of the CR in 13bTD159 was keenly awaited. 

4.2.5
Related company contributions
TD S3-070254 (revision of TD S3-070222) contained a discussion document on P-CSCF coexistence authentication mechanisms. This contribution will first give further analysis on the problem of how the TISPAN-aware P-CSCF shall handle the P-Access-Network-Info (P-A-N-I) header. The document also contained a pCR. 
TD S3-070226 contained a discussion on Handling of P-Access-Network-Info header in TR 33.803. TR 33.803 “Coexistence between TISPAN- and 3GPP-authentication methods” is close to be finalised for 3GPP Release 7. However, there are a few open issues, which need to be resolved before the TR can be sent to 3GPP SA for approval. One of these issues is related to the handling of P-Access-Network-Info (PANI)  header by a “TISPAN-aware” P-CSCF. This issue is discussed in this document. It is proposed to align with the most recent version of 3G TS 24.229, which states that a P-CSCF receiving a registration request over mobile access shall not handle PANI headers in any way. The TR should be finalised by the latest in May and this issue should not hold up this deadline. 

There was some discussion on the alternatives 1 and 2. Alternative 2 was probably the most accepted solution, but requires a CR in CT1 to 24.229. 

A suggestion was received to send a liaison statement to CT1 indicating that a CR is required. However, it was not agreed in SA3 that this meeting could send any liaison statements and so this was not possible. Still, there was nothing wrong with the companies to inform CT1 that the presented CR is acceptable to SA3. 

Another suggestion was to have a working agreement that if the CR to 24.229 was accepted by CT1 then the Huawei solution would be adopted and the pCR in TD S3-070254 would be implemented. It was noted that WG7 was not able to reach agreement on this issue either and were happy to let SA3 decide. This was agreed. 

TD S3-070255 contained comments to S3-070226. This was a revision of TD S3-070228. It was noted. 
4.2.5.1
HTTP DIGEST
TD S3-070225 contained a presentation on common IMS security in 3GPP - issues for 3G Release 8. There were two alternatives provided in this presentation:

-
Alternative 1: take all SOLUTIONS from existing security specs of CableLabs and TISPAN and include them in a 3G TS. Possibly add new solutions.

-
Alternative 2: select from / modify existing CableLabs and TISPAN solutions or develop new solutions and add them in a 3G TS. 

This meeting provided an opportunity to get a joint understanding on the upcoming issue of common IMS for Rel-8. 

It was commented that backwards compatibility will need to be taken into account. It was noted, however, that not all elements would need it. 

Another point made was that not all the information needs to be put into the same document. The example given was all aspects of HTTP DIGEST. It was suggested, therefore, that another alternative where some of this would be put into the TS and some into a TR depending on the outcome of the analysis. Of course, this all depends on the outcome of the alleged merger of 3GPP and TISPAN.

There was a leaning of the meeting towards alternative 2. The issues themselves were endorsed and contributions were encouraged. 

TD S3-070224 contained a presentation on Digest Authentication and Cx: Possible extensions for Rel-8. There were a number assumptions one of which that not all the messages needed to be secured. 

TD S3-070245 contained a document on HTTP Digest as an authentication method for IMS. At recent SA3 meetings there has been some debate about whether or not password based HTTP Digest authentication should be specified in 3GPP as an authentication method for IMS, and if so what conditions or controls should be applied to its use. This document assesses these questions and draws some conclusions. 

TD S3-070270 contained a commenting document to S1-070245. 

Access independence was a noble goal, but it appears to have slipped away. Also, this is about a user that has already a card and if this could be used. There was some support for assumption in TD S3-070245 that:

1. HTTP Digest over GPRS and UMTS access networks is not permitted or supported by the 3GPP specifications. However, HTTP Digest over other access network types is permitted and supported.

Also, on option 3, from an operation point of view it would be very difficult and costly to implement.

The proposal of the document was that 3GPP should create a single specification of HTTP Digest in 3GPP specifications. This was agreed. 

The access use case for HTTP DIGEST must be clearly specified in 3gpp. This is already done in TISPAN. 

4.3
NAT/FW traversal issues (NAT traversal Using ICE and Outbound) (1 hour)
TD S3-070242 contained a presentation on NAT Traversal in 3GPP to introduce the IMS NAT traversal concepts and their relation to SIP signalling security in 3GPP to TISPAN WG7. 
In conclusion there are two methods each for NAT traversal for signalling and media in 3GPP and the NAT traversal solutions for signalling and media in 3GPP largely independent. However, NAT traversal method for signalling and signalling security impact each other.

The dependency of NAT traversal method for media and media security not yet known, but none foreseen. Also the two NAT traversal methods for signalling in 3GPP may be combined for the purpose of simultaneous registrations.

The report was noted. 
Document TD S3-070276 contained a presentation on TR-07022 the TISPAN NAT Traversal feasibility study report. It was asked if this TR was being worked-on in any other groups in TISPAN. It was answered that the technical report is being elaborated in both WG2 and WG7, but it belongs to WG7.

It was asked what the status was on TVRA analysis of IMS ALG with R2 fixes and ICE – Outbound methods. It was answered that work has progressed on this and there is a presentation later in the meeting on the method. This would be of interest to SA3. 
The presentations were noted. The meeting endorsed the Independece of the sginalling and the media and WG7 is requested to keep SA3 in the loop. SA3 needs to know that the work is not in conflict with SA3 TSs. 
4.4
Presentation of TISPAN Threat, Vulnerability and Risk Assessment (eTVRA) method  and tool (20 minutes + 10 minutes for questions)
TD S3-070269 contained a presentation on ETSI TISPAN eTVRA presentation.

It was asked if the tool is available yet. It was answered that there are some negotiations with ETSI to host it and it will be available with an EOL account. An issue is who has access to data; this is likely to be restricted. The read level will be more open. The presentation was noted. 
4.5
Presentation of SA3 perspective on personal area networking (PAN) security (20 minutes + 10 minutes for questions)
TD S3-070250 (revision of TD S3-070244) contained Presentation of 3GPP TS 33.259 Key establishment between a UICC Hosting Device and a Remote Device. 

It was noted that this could be used by TISPAN in the home network scenario. This is the reason it was presented. There is, in TISPAN, a residential gateway which could be the UICC hosting device.

The presentation was noted. 
5
Next steps

6 
Future meeting plans

7
Any other business

8
Close (Tuesday 27th March 17:00 pm at latest) 

The chairmen thanked each other and all the delegates. 

Annex A: List of documents

	Doc-2nd-Level
	Title
	Source
	New doc
	Result

	S3-070220
	Status of work on Coexistence between TISPAN and 3GPP authentication schemes – TR 33.803
	SA3
	223
	Revised to 223

	S3-070221
	I-CSCF coexistence_authenticaion_schemes
	Huawei
	None
	Noted, see also 227

	S3-070222
	P-CSCF coexistence authentication mechanisms
	Huawei
	254
	Revised to 254

	S3-070223
	Presentation of the coexistence authentication schemes TR 33.803
	Orange SA, Siemens Networks
	None
	Noted

	S3-070224
	Digest Authentication and Cx: Possible extensions for Rel-8
	Nokia, Siemens Networks
	None
	See comments in 245

	S3-070225
	Common IMS security in 3GPP - issues for 3G Release 8
	Nokia, Siemens Networks
	None
	Meeting leaned to alternative 2, but issues endorsed

	S3-070226
	Handling of P-Access-Network-Info header in TR 33.803
	Ericsson, Nokia, Siemens Networks
	None
	See 254, noted, if CR to 24.229 is agreed in CT1 then pCR in 254 adopted

	S3-070227
	I-CSCF and Co-existence of Authentication Mechanisms
	Ericsson, Nokia, Siemens Networks
	None
	Noted, see also 221 and 13bTD159

	S3-070229
	Status of work on IMS media plane security in 3GPP
	Vodafone
	None
	Noted

	S3-070241
	Draft agenda for the joint meeting
	Chairs of TISPAN WG7 and 3GPP TSG-SA WG3
	None
	Approved

	S3-070242
	NAT Traversal in 3GPP
	Nokia, Siemens Networks
	None
	Noted

	S3-070243
	IMS media security: proposal to modify requirements regarding access network type
	Gemalto
	None
	Noted; too early to decide on this restriction.

	S3-070244
	Presentation of 3GPP TS 33.259 Key establishment between a UICC Hosting Device and a Remote Device
	Ericsson
	250
	Revised to 250

	S3-070245
	HTTP Digest as an authentication method for IMS
	Vodafone
	None
	Noted; agreed that HTTP DIGEST will be in one TS

	S3-070250
	Presentations of 3GPP SA3 key establishment procedures
	Gemalto and Ericsson
	None
	Noted

	S3-070254
	P-CSCF coexistence authentication mechanisms
	Huawei
	
	See 226, noted, if CR to 24.229 is agreed in CT1 then pCR in 254 adopted

	S3-070255
	Comment to S3-070226
	Huawei
	
	-

	S3-070255
	Comment to S3-070226
	Huawei
	
	-

	S3-070262
	Signalling path and media path key management
	Ericsson
	268
	Revised to 268

	S3-070267
	Cable Security Requirements in 3GPP
	CableLabs
	None
	Noted

	S3-070268
	Signalling path and media path key management
	Ericsson
	None
	Endorsed and the information in the annex will be put into 33.828

	S3-070269
	ETSI TISPAN eTVRA presentation
	TISPAN STF316
	None
	Noted

	S3-070270
	Comments to S3-070245
	Gemalto, Oberthur Card Systems
	None
	Noted

	S3-070276
	TR-07022 TISPAN NAT Traversal feasibility study report
	Maurice Duault
	None
	Noted, meeting endorsed independece of the sginalling and the media

	S3-070277
	Status of work on media security

 in TISPAN (WI7021)
	Huawei
	None
	Noted
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