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Discussion

At the SA2/RAN2/RAN3 joint meeting a package proposal has been agreed on the SAE/LTE architectural principles. T-Mobile International at that meeting objected to the proposal, and had its objection noted in the meeting minutes.

T-Mobile still has strong concerns on the agreed package.
SA WG 2 asked SA WG 3 to ‘supply information on the security impacts of placing the LTE User Plane Encryption function in the base station’. SA WG 3 identified a number of threats and spotted additional costs to mitigate these threats. SA WG 3 also highlighted that ‘the increase of security cost must be off-set by tangible gains’.

The decision taken will severely impact the security of the evolved 3GPP system and will be a step backwards, as the requirement to maintain or increase the security over the existing 3GPP system will never be met. The concerns of the security experts were not taken into account and the tangible benefits to off-set the increase of security costs were not fully explained.
However, T-Mobile has a very strong interest in keeping the pace of specification work for SAE, and in not adding delay, and therefore is prepared to accept the majority view on architectural principles. T-Mobile will not withdraw its objection, but will also not block the progress of the work. 
With the recent decision, security of SAE/LTE is no longer based on its architecture, but needs to be established by network entity implementations. Adequate implementation security according to 3GPP standards cannot be left for individual vendors to decide. This would lead to drastically differing security levels, which operators would need to assess for each and every bidding.

Action

T-Mobile believe that in order to ensure that the appropriate security mechanisms are specified in 3GPP for the evolved 3GPP system, the terms of reference of TSG SA WG 3 will need to be widened. TSG SA WG 3 is expected to work on detailed mandatory guidelines for implementation, and quality of hardware/software security. Such areas have been traditionally considered out of scope of 3GPP. 
T-Mobile would like to ask TSG SA to recommend TSG SA WG 3 to discuss about how to best address the new security areas and prepare a revision of the terms of reference that should be submitted at the next TSG SA.
