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Work Item Description

Title

Key establishment between a UICC hosting device and a remote device
Is this Work Item a "Study Item"? (Yes / No): No.
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3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services
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Linked work items

Personal Network Management (PNPAN) 31081
3

Justification

TS 22.259 describes the service requirements for the Personal Network Management (PNM). PNM allows the users to manage their Personal Network Elements (PNEs), Personal Networks (PNs) and Personal Area Networks (PANs). In the context of PNM, PAN is defined in TS 22.259 as follows: 

“Personal Area Network:  A Personal Area Network (PAN) is a local network of the user.  In the context of Personal Network Management, the PAN consists of at least one UE and may additionally comprise a number of MEs/MTs, with own radio access means that allow them to directly access the PLMN of the UE. The UE and locally connected additional MEs/MTs are the PNEs of the PAN. Alternatively the UE components, i.e TEs and MT, may be handled as separate PNEs. The UE contains the single active USIM of the PAN.”

TS 22.259 describes PNM use cases which require that secure links are established among locally connected devices of a PAN. One example is when a video service is terminating in a PNE (e.g. a laptop) of a PAN and the service is routed through the PNE holding the (U)SIM (i.e. the UE), the local link between the two devices needs to be secured. In particular, the following requirements on local interfaces are set in TS 22.259: 

“-
A secured interface between the UE holding the (U)SIM and other PNE’s in the PAN is required. This "local interface" must be able to protect against eavesdropping, and undetected modification attacks on security-related signalling data (e.g. authentication challenges and responses). Cryptographic or physical means may be used for this purpose.

-
Both endpoints of the local interface shall be mutually authenticated and authorized.”
This calls for mechanisms to establish a shared key between the UICC hosting device and other PNE’s in the PAN. The UICC hosting device may have a (U)SIM that is not able to support secure interaction between the UICC and remote entities, also these devices should have a way to securely communicate with remote entities.

In a Personal Area Network there may reside devices with communication capabilities that do not hold a (U)SIM. For interoperability reasons, it is beneficial, if the means to provision a UICC hosting device and a remote device with a shared secret are as agnostic as possible to the nature of the remote device.
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Objective

The main objective of this work item is to define how to provision a shared key between a UICC hosting device  and a remote device via a local interface. 

Authorisation (e.g. determining which terminal can securely connect to which device) is to be studied as part of the work. 
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Service Aspects

Establishment of a shared key between a UICC hosting device and a remote device will allow operators to provide a wide range of sensitive applications that require a secure local interface to protect the data exchanged between the UICC hosting device and remote devices.
6

MMI-Aspects



The user involvement should be studied as part of the work.
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Charging Aspects



None
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Security Aspects



This is a security Work Item.
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	x
	
	
	
	X 
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS 33.xxx
	Key establishment between a UICC hosting device and a remote device 
	SA3
	
	SA#35
	SA#36
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s)

Ericsson, Vesa Lehtovirta (Vesa.Lehtovirta@ericsson.com)
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Work item leadership

SA3

13

Supporting Companies

3, Ericsson, Nokia, Rogers Wireless, Vodafone
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Classification of the WI (if known)

	
	Study Item (no further information required)

	
	Feature (go to 14a)

	X
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

31081
PNPAN

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

