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Action/Decision Requested:
For action: TSG SA3

For information: TSG SA

Please kindly ensure that the following is adequately taken into account:

It has come to our attention that in recent meetings of 3GPP SA and 3GPP SA3, there was some lack of clarity about the support for the authentication method HTTP Digest required by ETSI TISPAN.

ETSI TISPAN would therefore like to point out that support for HTTP Digest is defined as option for simple NGN scenarios where terminals cannot and will not support an ISIM application, cf. ETSI TS 187001 “NGN SECurity (SEC); Requirements, clause 4.2 Early Deployment”:

· (R-AA- 10):
User Authentication to the NGN IMS using SIP Digest mechanisms shall be supported [as an early deployment scenario].

· (R-AA- 11):
Where both Digest and ISIM solutions are deployed by an NGN IMS operator, that operator shall determine the authentication mechanism (SIP Digest or ISIM-based) on a per-user basis. The authentication mechanism shall be enforced according to both the subscription information in the user's service profile and the specific policies of the NGN IMS operator.

HTTP digest as defined in the informative annex ZA of TS 183033 is applicable only for non-3GPP defined TISPAN access networks, but is not applicable and not intended for 3GPP access networks.
Please note that HTTP Digest is called SIP Digest when used for SIP and is specified in RFC 3261.

Furthermore, a particular function split for HTTP Digest between S-CSCF and UPSF (the TISPAN version of an HSS) is specified in the informative Annex ZA to ETSI TS 183 033:

ETSI TS 183 033 informative Annex ZA specifies the additions to support HTTP Digest authentication across the Cx interface, whereas annex ZA.1 defines the information elements and signalling flows for HTTP Digest authentication; annex ZA.2 specifies the Diameter protocol extensions supporting HTTP Digest authentication and annex ZA.3 defines the additional Cx feature in support of HTTP Digest authentication.
The matter that the specification of HTTP digest for usage in TISPAN Next Generation Networks is documented in an informative Annex of TS 183033 stresses that TISPAN has defined HTTP digest method only as an optional authentication procedure within TISPAN NGN “to allow early legacy implementations” (see TS 187001 clause 4):
“The ISIM over UICC is the preferred solution for achieving the security requirements to access the NGN IMS features. This does not preclude existing solutions such as e.g. Digest Authentication to allow early legacy implementations.”

TISPAN would therefore like to see HTTP Digest as documented in the ETSI TS 183 033 informative Annex ZA to be taken into account in the work on "co-existence of authentication methods", jointly performed by 3GPP SA3 and ETSI TISPAN WG 7.

If HTTP digest were excluded form the considerations and investigations, there is the risk that HTTP Digest as defined in TS 183033 cannot be used by fixed users in a converged fixed-mobile environment.
Note: Such considerations in the TR for the purpose of interworking need not evaluate the security level of HTTP digest, as usage of HTTP digest is only a TISPAN-internal security procedure. Still, the co-existence work may find it necessary to consider the impact any interactions [e.g. bidding-down threats] of HTTP digest to the co-existence of HTTP digest with the other security procedures. The limitations of HTTP digest are well understood by TISPAN such as are documented in TR 33.978 annex A.
TISPAN WG 7 does not foresee any complications by considering HTTP digest as part of the co-existence work; this is because HTTP digest is already being implicitly considered in ongoing investigations.
