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**** Begin of Change ****

6.4.5
MIKEY message structure

6.4.5.1
MSK message structure

The structure of the MIKEY message carrying a MSK key shall be according to Figure 6.5. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.3.)  The actual key that is delivered is kept in the KEMAC payload. The MIKEY-RAND is used to derive e.g. encryption and authentication keys from the received keys. It is sent in all the MSK delivery messages. The identity payloads of the initiator's and responder's IDs shall be included in the MSK transport messages. IDi is the ID of the BM-SC (i.e. NAF‑ID without the Ua security protocol identifier) and IDr is the ID of the UE's username (i.e.B‑TID). Security Policy (SP) payload includes information for the security protocol such as algorithms to use, key lengths, initial values for algorithms etc. The SP payload is used only with streaming services. The BM-SC shall ensure that the UE has received the SP payload before the SP payload needs to be applied in the streaming service. The BM-SC shall include the SP payload when the MSK delivery was triggered by the UE using the MSK request procedure or the MBMS User Service Registration procedure, otherwise it is optional for the BM-SC to include the SP payload into MSK delivery messages. An SRTP key derivation rate of zero shall be used. The BM-SC can achieve this either by explicitly signalling a key derivation rate of zero via MIKEY SRTP policy (RFC 3830 [9]) or by omitting this parameter in MIKEY SRTP policy as the default key derivation rate of SRTP is zero. The Key Validity Data subfield is present in the KEMAC payload when MSK is transported but it is not present for MTK transport. The field defines the Key Validity Time for MSK in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID). The lower limit of the interval defines the original value of SEQl to be used by the MGV-F (see clause 6.5) and the upper limit of the interval defines the SEQu. The BM-SC shall never set SEQu to its maximum possible value.
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Figure 6.5: The logical structure of the MIKEY message used to deliver MSK.
For use of brackets, cf. section 1.3 of RFC 3830 [9] (MIKEY)
**** Begin of Change ****

6.6.2
Protection of streaming data

6.6.2.1
Usage of SRTP

When it is required to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in RFC 3711 [11] shall be used. The MTK is carried to the UEs from the BM-SC using RFC 3830 [9] (MIKEY) with extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to derive the SRTP session keys as defined in section 4.3 of RFC 3711 [11]. A key derivation rate as defined in clause 6.4.5 shall be used.
The correct MTK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which is included in the SRTP packets as defined in RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKI = (MSK ID || MTK ID).

NOTE 1:
The UE knows the Key Domain ID related to this MKI from the User Service Description which includes mapping between IP address and port of the traffic and the corresponding Key Domain ID and MSK ID. 

The SRTP authentication tag shall be appended to the packets as defined in [22]. 

NOTE 2:
In [22] it is specified that the ROC is transferred in every Rth SRTP packet. The specification furthermore defines how the constant R and the integrity transform is negotiated using MIKEY.

The parameter, constant R, shall be included in the MSK delivery messages. 

SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as defined in section 6.10.1 in RFC 3830 [9]. 

FEC shall be applied beneath the SRTP layer as described within TS 26.346 [13]

NOTE 3: This deviates from the default FEC order as described within RFC3711 [11] clause 10. The reversed order is not signalled within the service protection description of the MBMS User Service Announcement.

**** Begin of Change ****

New Annex X (Informative):
SRTP features not used in MBMS
-
An MBMS capable ME and BM-SC do not need to implement an SRTP key derivation rate different from zero. 
**** End of Change ****
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