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** START OF CHANGE ***

6.3.2.1A MBMS User Service Registration procedure

When a UE has received MBM S User Service information via User Service Discovery / Announcement procedures
describing aMBM S User Service and the user has triggered the activation of that User Service, the UE should register
to the MBMS User Service.

NOTE 1. The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It isout of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

NOTE 2: The user service announcements are not protected when sent over MBM S bearer.

The UE shall receive the following information via the User Service Discovery / Announcement procedures: if
protection of the MBM S User Serviceis applied. In this case the UE shall register for the MBMS User Service. If on
the other hand, the MBM S User Service does not require any protection (i.e. if service protection description is not
present in the Service Announcement), the UE shall not register for key management purposes.

- Fully qualified domain name of the key management server (i.e. the BM-SC). Thisis for the UE to know to
which |P address to send the MSK request.

-—Confidentiality-protection:-on/-off
- UICC key management required: yes/ no.
- ldentifiers of the M SK s needed for the User Service.

The Key Number part of the MSK 1D(s) shall be set to 0x0 to denote the current M SK. Specific Key Number
values are not used in Service Announcement since they may change over time and Key Group part of MSK 1D
is sufficient to identify the MSKs, see clause 6.3.2.1.

- Mapping information how the MSK's are used to protect the different User Service Sessions. If the MSK is
applied to streaming data, then the following parameters shall be present per MSK.:

o- SRTP authentication tag length

NOTE 3: If thereis no integrity protection applied to the data, the length of the authentication tag shall be zero.

- SRTP MKI length

NOTE 4: Using the lengths of the authentication tag and the MKI field, the UE is able to locate the beginning of
the MKI field in SRTP packets even before it has received the security policy payload supplied with
the delivery of the MSK. This makes it possible for the UE to request the M SK required for the

packet.

- Back off mode parameters, as defined in TS 26.346 [13], may be specified in association with each MSK 1B-if
wanted by the service provider. The Back off mode is used to avoid congestion in MSK reguests. The Back off
mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off
modeiif it is requested by the BM-SC in the Service Announcement.

3GPP
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In case the UICC key management is required, the UE should only try to access the MBM S user serviceif the used
UICC application is capable of MBMS key management.

UE BM-SC

HTTP POST (Registration indication, >
MBMS User Service ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Registration indication, MBMS User Service
ID)

»
»

HTTP 200 OK Authentication-Info

Figure 6.0A: MBMS User service registration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends aregistration request for the MBM S User Service using the HTTP POST message to the BM-SC Key
Request function. The following information shall be included in the HT TP message.

- Indication that the UE requests to register to the MBMS User Service;
- MBMSUser Service ID.
The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Reqguest function verifies from the BM-SC Membership function
whether the UE is authorized to register to the MBM S User Service specified in the request. If the UE is authorized, the
BM-SC Key Reguest function registers the UE to the MBM S User Service, which means that the UE is registered to
receive the MSKs used in thisMBM S User Service. The BM-SC Key Request function sendsa HT TP 200 OK message
with Authentication-Info header to the UE.

NOTE: The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW
Authorization request headersin the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HT TP 401 Authorization required message with
the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry to
register to the MBMS User Service. Further error cases are described in clause G.2.4.

If the HT TP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery
procedure(s) as specified in clause 6.3.2.3.

NOTE: Thetime between the MBMS User Service Registration procedure and MSK delivery procedure may
vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

3GPP
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*** START OF CHANGE ***

6.3.2.1A MBMS User Service Registration procedure

When a UE has received MBM S User Service information via User Service Discovery / Announcement procedures
describing aMBM S User Service and the user has triggered the activation of that User Service, the UE should register
to the MBMS User Service.

NOTE 1: The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

NOTE 2: The user service announcements are not protected when sent over MBM S bearer.
The UE shall receive the following information via the User Service Discovery / Annhouncement procedures:

- Fully qualified domain name of the key management server (i.e. the BM-SC). Thisis for the UE to know to
which |P address to send the MSK request.

- Confidentiality protection: on/ off.

- Integrity protection: on/ off.

- UICC key management required: yes/ no.

- ldentifiers of the M SK's needed for the User Service.

For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of
the-each MSK 1D{s) shall be set to 0x0 to denote the current MSK. Specific Key Number values are not used in
Service Announcement since they may change over time and Key Group part of MSK ID is sufficient to identify
the MSKss, see clause 6.3.2.1.

- Mapping information how the MSK's are used to protect the different User Service Sessions.

- Back off mode parameters, as defined in TS 26.346 [13], may be specified in association with each MSK ID if
wanted by the service provider. The Back off mode is used to avoid congestion in MSK reguests. The Back off
mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off
modeiif it is requested by the BM-SC in the Service Announcement.

If the MBMS User Service does not require any MBMS data protection (i.e. if security description is not present in the
Service Announcement or if both confidentiality and integrity protection are indicated ‘ off’), the UE shall not register
for key management purposes.

In case the UICC key management is required, the UE should only try to accessthe MBM S user serviceif the used
UICC application is capable of MBM S key management.

3GPP
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UE BM-SC

HTTP POST (Registration indication, >
MBMS User Service ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Registration indication, MBMS User Service
ID)

»
»

HTTP 200 OK Authentication-Info

Figure 6.0A: MBMS User service registration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends aregistration request for the MBMS User Service using the HTTP POST message to the BM-SC Key
Request function. The following information shall be included in the HT TP message.

- Indication that the UE requests to register to the MBMS User Service;
- MBMSUser Service ID.
The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Reqguest function verifies from the BM-SC Membership function
whether the UE is authorized to register to the MBM S User Service specified in the request. If the UE is authorized, the
BM-SC Key Request function registers the UE to the MBM S User Service, which means that the UE is registered to
receive the MSKs used in thisMBMS User Service. The BM-SC Key Request function sendsa HTTP 200 OK message
with Authentication-Info header to the UE.

NOTE: The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW
Authorization request headers in the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HT TP 401 Authorization required message with
the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry to
register to the MBMS User Service. Further error cases are described in clause G.2.4.

If the HT TP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery
procedure(s) as specified in clause 6.3.2.3.

NOTE: Thetime between the MBM S User Service Registration procedure and MSK delivery procedure may
vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

** NEXT CHANGE ***

6.6.2.1 Usage of SRTP

When it isrequired to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in

RFC 3711 [11] shall be used. The MTK is carried to the UES from the BM-SC using RFC 3830 [9] (MIKEY) with
extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to
derive the SRTP session keys as defined in section 4.3 of RFC 3830 [9]. The correct MTK to use to decrypt the datais
indicated using the MK (Master Key identifier) field, which isincluded in the SRTP packets as defined in

RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKl = (MSK ID || MTK ID).

3GPP
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NOTE: The UE knowsthe Key Domain ID related to this MKI from the User Service Description which includes
mapping between | P address and port of the traffic and the corresponding Key Domain ID and MSK ID.

If the SRTP packets are to be integrity protected, the SRTP authentication tag is appended to the packets as defined in
RFC 3830[9].

SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as
defined in section 6.10.1 in RFC 3830 [9].

3GPP
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3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply.
For the definitions of MBMS User Servicerefer to TS 22.246 [5].

HDR =the general MIKEY HeaDeR.

KEMAC = A payload included in the MIKEY message, which contains a set of encrypted sub-payloads and aMAC.

Key Group= A group of MSKsthat are identified by the same Key Group part of the MSK ID. Key Group part is used
to group keys together in order to allow redundant M SKs to be deleted.

MBM S download session: See TS 26.346 [13].
MBM S streaming session: See TS 26.346 [13].
MRK = MBMS Request Key: Thiskey isto authenticate the UE to the BM-SC when performing key requests etc.

M SK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-
SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK).

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV -F with
the MSK. The key MTK is used to decrypt the received MBMS data on the ME.

MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point
transfer of MSK'sto the UE.

NOTE: ThekeysMSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities.

Salt key = arandom or pseudo-random string used to protect against some off-line pre-computation attacks on the
underlying security protocol.

SEQI = Lower limit of the MTK ID segquence number interval: Last accepted MTK ID sequence number interval stored
within MGV-S. The original value of SEQI is delivered in the key validity datafield of MSK messages.

SEQp =The MTK ID, which isreceived inaMIKEY packet.

SEQu = Upper limit of the MTK ID sequence number interval, which is delivered in the key validity datafield of MSK
messages.

*kkkkk NEXT CHANGE *kkkkkk

4.1A  Granularity of MBMS security

An MBMS User Serviceis composed of one or more MBMS Streaming Sessions and/or MBM S Download Sessions-as-
defined-inTS26-346113}1. An MBMS Streaming Session is composed of one or more RTP sessions, and an MBMS
Download Session is composed of one or more FLUTE channels as defined in TS 26.346 [13]. MBMS
streaming/download sessions may be transported over one or more MBMS Transport Services. Transport Services are
defined in TS 23.246 [3]. MBM S security is used to protect-MBMS streaming/dewntoad-sessions RTP sessions and
FLUTE channels. Assuch MBMS User Service protectionseeurity is Transport Service independent, in particular, it is
independent on whether it is carried over point-to-point bearer or MBMS bBearer.
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4.2 Key management overview

The BM-SC controlsthe use of the MBMS Serwce Keys (M SKs) to secure the d|fferent RTP sessionsand FLUTE

ABN ! /Dow es , vice. The M SK's are-not-directhy-used-
ad) hey-are used to protect the delivery of MBMS Transport Keys
(M TKs) wh|ch are used to secure the RTP Sessions and FLUTE channel sMBMS StrearmingtDownload-Sessions as
specified within clauses 6.5 and 6.6. The delivery of MSKsis secured with user specific MBMS User Key (MUK),
which isreceived from GBA, cf. cIause 6.1. MSKs and MTKs are managed at the MBM S User Service Level. Fhe

The following rules apply for MBMS key management:

The use of the same MTK within two different RTP sessions is not allowed according to RFC3711 [11] section 9.1.

TS 26.346[13] specifies the use of a generic FEC mechanism for RTP datain which FEC source packets and FEC
repair packets are respectively put into different RTP streams of the same RTP session. The RTP stream containing the
FEC repair packetsis protected by the MTK of the RTP session.

NOTE 1. When the RTP session contains more than one RTP stream, e.g. the FEC repair stream and FEC source
stream, then adifferent key stream for the included RTP streams is ensured by different SSRC values as
specified by RFC3711.

It shall be possible to update the MTKs during an RTP session or FLUTE channel to enhance the security.

M SK s shall be used to protect MTKs of only one RTP session or FLUTE channel. It shall be possible to update the
MSKs during an RTP session or FLUTE channel to enhance the security.

M SK's within one Key Group shall be used to protect MTKs of only one RTP session or FLUTE channel. To allow
smooth transition from "current" MSK to the "next", the MGV -S shall be capable of storing two MSKs within the same
Key Group as specified in clause 6.3.2.1 of TS 33.246.

Some of therules areillustrated in figures 4.3 and 4.4.

The usage of MSKsand MTKs applied to a RTP session or FLUTE channel (i.e. usage of MSKs and MTKs for one
Key group) is depicted in figure 4.3. Figure 4.4 shows an example of the usage of MSKs and MTKs for three RTP
sessions. In particular it shows that MSKs and MTKs of one Key Group are used to protect exactly one RTP session.

Establish MUK (GBA)

MTK MTK1

3GPP
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Arrow means “ protected by” Establish MUK (GBA)

Data packets for RTP session or FLUTE channel

Figure 4.3: MBMS key hierarchy: usage of MSKs and MTKs within one RTP session or FLUTE
channel

Establish MUK (GBA)
Arrow means “protected by”

MSKs MSKs MSKs
Key Group A Key Group B Key Group C

RTP session;

According to TS 22.246 [5] there exist MBM S User Services with shared and non-shared Transport Services. |n case
two MBMS User Services share an MBMS Transport Service, they also share one or more RTP sessionsor FLUTE
channels carried in the Transport Service. In this case, tit shall be possible for the MBM S User Services to share one or
more MSKs and MTKs of the Key Groups that are used to protect the MBM S datafer-the-shared-Franspert-Services-

An example showing how key management is used with MBM S User and Transport Servicesis depicted in Annex X.

3GPP
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*kkkkk N EXT CHANG E *kkkkkk

6.3.2.1A MBMS User Service Registration procedure

When a UE has received MBM S User Service information via User Service Discovery / Announcement procedures
describing aMBM S User Service and the user has triggered the activation of that User Service, the UE should register
to the MBMS User Service.

NOTE 1. The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It isout of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

NOTE 2: The user service announcements are not protected when sent over MBM S bearer.
The UE shall receive the following information via the User Service Discovery / Annhouncement procedures:

- Fully qualified domain name of the key management server (i.e. the BM-SC). Thisis for the UE to know to
which |P address to send the MSK request.

- Confidentiality protection: on/ off.

- Integrity protection: on/ off.

- UICC key management required: yes/ no.

- ldentifiers of the M SK's needed for the User Service.

The Key Number part of the MSK 1D(s) shall be set to 0x0 to denote the current M SK. Specific Key Number
values are not used in Service Announcement since they may change over time and Key Group part of MSK 1D
is sufficient to identify the MSKs, see clause 6.3.2.1.

- Mapping information how the MSK's are used to protect the different YserService-SessionsRTP sessions or
FLUTE channels.

- Back off mode parameters, as defined in TS 26.346 [13], may be specified in association with each MSK ID if
wanted by the service provider. The Back off mode is used to avoid congestionin MSK requests. The Back off
mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off
modeiif it is requested by the BM-SC in the Service Announcement.

If the MBMS User Service does not require any MBM S data protection (i.e. if security description is not present in the
Service Announcement or if both confidentiality and integrity protection are indicated ‘ off’), the UE shall not register
for key management purposes.

In case the UICC key management is required, the UE should only try to access the MBM S user serviceif the used
UICC application is capable of MBM S key management.

UE BM-SC

HTTP POST (Registration indication,
MBMS User Service ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Registration indication, MBMS User Service
ID)

»
»

HTTP 200 OK Authentication-Info

o
%

Figure 6.0A: MBMS User service registration procedure
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The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a registration request for the MBM S User Service using the HTTP POST message to the BM-SC Key
Request function. The following information shall be included in the HT TP message.

- Indication that the UE requeststo register to the MBMS User Service;
- MBMSUser ServicelD.
The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Reguest function verifies from the BM-SC Membership function
whether the UE is authorized to register to the MBM S User Service specified in the request. If the UE is authorized, the
BM-SC Key Reguest function registers the UE to the MBM S User Service, which means that the UE is registered to
receive the MSKs used in thisMBM S User Service. The BM-SC Key Request function sendsa HTTP 200 OK message
with Authentication-Info header to the UE.

NOTE: The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW
Authorization request headersin the first messagein figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HT TP 401 Authorization required message with
the WWW-Authenticate header.

The UE checks the validity of the HT TP response message. If the message indicated failure, the UE may retry to
register to the MBMS User Service. Further error cases are described in clause G.2.4.

If the HTTP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery
procedure(s) as specified in clause 6.3.2.3.

NOTE: Thetime between the MBM S User Service Registration procedure and MSK delivery procedure may
vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

k*kkkkk N EXT CHAN G E *kkkkkk

Annex x (informative):
Example of using MSKs and MTKs in MBMS

The following table shows an example of two MBMS User Services, sports Mobile TV channel and news Mobile TV
channel. Both of the MBM S User Servicesinclude an MBM S User Service Session that downloads a joke per day. The
table shows how the MBM S User Services are broken down into RTP sessions (each including one data stream with
related RTCP and FEC streams) and FLUTE channels.

The table shows how MSKs and MTKs belonging to different Key Groups are used to protect the RTP sessions and
FLUTE channels. It should be noted that the MBM S download session is shared with User Services 1 and 2 so these
MBMS User Services need to be able to share MSKsin Key Group C.

Furthermore the table shows how traffic could be carried over MBMS bearers, but thisis not a security issue and is only
shown here for compl eteness.

Table x.-1: Example of using MSKs and MTKs in MBMS

User User_ Sport channel with joke of the day
Service | Service
level 1
User News channel with joke of the day
Service
2
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User User MBMS Streaming Session (Sport) MBMS MBMS Streaming Session (News)
Service | Service Download
Session Session Session
level (Joke / day)
RTP streaming audio | streaming video file object streaming audio | streaming video
session/ ) ) download (RTP session) )
FLUTE | (RTPsession) (RTP session) (FLUTE (RTP session)
channel channel
Key Key MCC/MNC MCC/MNC MCC/MNC MCC/MNC MCC/MNC
manage | Domain
ment
level Key Key Group A Key Group B Key Group C | Key Group D Key Group E
Group
M SK MSKA1 | MSK | MSKB1 [ MSK | MSK [ MSK MSK MSK MSKE1 | MSK
- current A2 B2 C1 Cc2 D1 D2 E2
Note 1 (next)
MTK | MIK [ MTI[ MK I M [ M [M[[MI[IM] . [M] .. [M].
K TK T T K T T T
Note 1 K K K K K
Transpo | Transp | MBMS Bearer N MBMS Bearer MBMS MBMS Bearer MBMS Bearer
rt ort N+1 Bearer N+2 N+3 N+4
Service | Service
level
Note1: Thisrow hasatime dimension.to illustrate that MSKs and MTKSs can be updated.
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6.3.3.2 MTK update procedure
The MTK isdelivered to the UE using MIKEY over UDP, but the V-bit in the common header shall not be set.

The UE shall not send an error message to the BM-SC as aresult of receiving an MTK message.
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MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of aMBMS Uuser
Sserviceisto be able to securely transmit datato a given set of users. In order to achieve this, there needsto be a
method of authentication, key distribution and data protection for aMBMS Uuser Sservice.

) ) BSF HSS
HTTP Digest AKA (Establish Ks) p Ks
Derivation Zh
,,,,,,,,,,,,,,, n
BM-SC M ember ship
.............. Ub FUnCtiOn
Ua
K ey M anagement Funhction
UE 2) HTTP Digest Key Request Function
MRK <4 rachemcaon (R P> MRK
v M GV-S/F Ks xx_NAF
Ks MRK
* . MRK - Derivation 3)
Derivation ) | perivation 3) 5 MUK
v S
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Ks xx_NAF =
4 2 Key Distribution Function
\ 4
MRS MIKEY MSK deliver ( MSK message MSK
decryption {protected With MUK) § generation generation
— MSK
MTK message MIKEY MTK delivery MTK message
decyption E (protected with MSK) generation
£ MTK F=————
= eneration
3 [ . ] 1 Content
MTK e I provider
‘é’ Session & Transmission Function !
Data 2 MTK I
Traffic Encrypted Data 1) Traffic Dat |
decryption || (Protecteawitmvi TR L encryption a f
|

Note 1) SRTP isused for streaming and
modified DCF format for download

Note 2)Ks xx_NAF stands for GBA_ME or
GBA_U based NAF keys

Note 3) Not applicable for GBA U, since
MRK=Ks_ext_NAF

Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elementsinvolved in MBMS from a security perspective. Nearly all the
security functionality for MBMS, except for the normal network bearer security, resides in either the BM-SC or the UE.
The BSF isapart of GBA (TS 33.220[6]). The UE and the BM-SC use GBA to establish shared keysthat are used to
protect the point-to-point communication between the UE and the BM-SC.

The BM-SC isasource for MBMS data. It could also be responsible for scheduling data and receiving data from third
parties (thisis beyond the scope of the standardisation work) for transmission. The BM-SC is responsible for
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establishing shared secrets with the UE using GBA, authenticating the UE with HT TP digest authentication mechanism,
registering and de-registering UEs for MBMS User Services, generating and distributing the keys necessary for MBMS
security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part
of aMBMS Uuser Sservice. The BM-SC also provides the MBMS bearer authorisation for UEs attempting to establish
MBMS bearer.

The UE isresponsible for establishing shared secrets with the BM-SC using GBA, registering to; and de-registering
from; MBM S User Services, requesting and receiving keys for the MBM S Uuser Sservice from the BM-SC and also
using those keys to decrypt the MBM S datathat is received.

MBM S imposes the following requirements on the MBM S capabl e elements:
- aUICC that contains MBM S key management functions shall implement GBA_U;

- aME that supports MBM S shall implement GBA_U and GBA_ME, and shall be capable of utilisingthe MBMS
key management functions on the UICC as well as providing MBM S key management functions itself;

- aBM-SC shall support using both GBA_ME and GBA_U keysto enable both ME based and UICC based
MBMS key management, respectively.

4.1.2 BM-SC sub-functions
The BM-SC has the following sub-functions related to MBM S security, see figure 4.1.

- Key Management function: The Key Management function includes two sub-functions: Key Request function
and Key Delivery-Distribution function.

- Key Request function: The sub-function is responsible for retrieving GBA keys from the BSF, deriving MUK
and MRK from GBA keys, performing MBM S User Service Registration, Deregistration and MSK request
procedures and related user authentication using MRK, providing MUK to Key Ddlistribution function,
performing subscription check from Membership function. The sub-function implements the following-_
functions and procedures:

- Bootstrapping initiation

- Bootstrapping re-negotiation

- HTTP digest authentication

- MRK derivation

- MBMS User Service Registration procedure

- MBMS User Service Deregistration procedure
- MSK reguest procedure

- Key Ddistribution function: The sub-function is responsible for retrieving MUK from Registration function,
generating and distributing MSKs and MTKs to the UE, providing MTK to Session and Transmission function.
The sub-function implements the following security procedures:

- MSK delivery procedure
- MTK delivery procedure
- BM-SC solicited pull procedure

- Session and Transmission function: The sub-function is responsible for session and transmission functions cf.
TS 26.346 [13]. As part of these session and transmission functions, this function performs protection of data
with MTK (encryption and/or integrity protection). The sub-function implements the following security
procedures:

- Protection of streaming data

- Protection of download cententdata
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- Membership function: The Membership function is used to verify if a user isauthorized to register, receive
keys or to establish aMBMS bearer. The Membership function isdefined in TS 23.246 [3].

*kkkkk NEXT CHANGE *kkkkkk

5.1  Authenticating and authorizing the user

A UE isauthenticated and authorised such that only legitimate users are able to participatein an MBMS User Service.

When the UE uses HT TP protocol towards the BM-SC, the UE is authenticated with HTTP digest as described in
clause 6.2.1. The Membership function within the BM-SC is used to verify the subscription information.

The following procedures use HTTP digest authentication:
- MBMS Uuser Sservice Rregistration procedure (clause 6.3.2);
- MBMS Uuser Sservice Dderegistration procedure (clause 6.3.2);
- MSK request procedure. This can have many triggers (clause 6.3.2);
- Associated delivery procedures (specified in TS 26.346 [13]).

When the UE establishes (or releases) the MBM S bearer(s) to receive an MBMS Uuser Sservice, it is authenticated and
authorized as defined in clause 6.2.2.

5.2 Key derivation, management and distribution

Like any service, the keysthat are used to protect the transmitted datain aMBM S Uuser Sservice should be regularly
changed to ensure that they are fresh. This ensures that only legitimate users can get access to the datain the MBM S
User Sservice. In particular frequent re-keying acts as a deterrent for an attacker to pass the MBM S keys to others users
to allow those other users to access the datain an MBMS User sService.

The BM-SC isresponsible for the generation and distribution of the MBM S keys to the UE. A UE has the ability to
request a key when it does not have the relevant key to decrypt the data. This request may also be initiated by a message
from the BM-SC to indicate that a new key is available.

The following function is used by the procedures listed below:

- MRK derivation (clause 6.1);

The following procedures are involved in Key management and distribution:
- MRK derivation{clause 6:1);

- MBMS Uuser Sservice Rregistration procedure (clause 6.3.2);

- MBMS Uuser Sservice Dderegistration procedure (clause 6.3.2);

- MSK request procedure (clause 6.3.2);

- MSK delivery procedure (clause 6.3.2);

- MTK delivery procedure (clause 6.3.3);

- BM-SC solicited pull procedure (clause 6.3.2).

3GPP



3GPP TS 33.246 v6.0.0 (2004-09) CR page 6

5.3 Protection of the transmitted traffic

The traffic for aparticular MBM S User sService may require some protection depending on the sensitivity of the data
being transmitted (e.g. it is possible that the data being transmitted by the MBM S User Sserviceis actually protected by
the DRM security method and hence might not require additional protection. However, MBMS protection is
independent of DRM protection). If this protection is required, it will be either confidentiality and integrity or
confidentiality only, or integrity only. The protection is applied end-to-end between the BM-SC and the UEs and will
be based on a symmetric key shared between the BM-SC and the UEs that are currently accessing the service. The
actual method of protection specified may vary depending on the type of data being transmitted, e.g. media streaming
application or file download.

NOTE: When MBMS datais received over a point-to-point MBMS radio bearer, it would be ciphered between
the BM-SC and UE and may also ciphered over the radio interface. This "double ciphering” is
unnecessary from a security point of view and hence the decision of whether or not to apply radio
interface ciphering to a point-to-point MBMS radio bearer is outside the scope of this specification.

The following traffic protection functions can be distinguishedp
tribution:

- Protection of streaming data (clause 6.6.2);

- Protection of download eentent-data (clause 6.6.3).

*kkkkk NEXT CHANGE *kkkkkk

6.1 Using GBA for MBMS

TS 33.220 [6] GBA (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBM S Uuser
Sservice.

Before a user can access an MBM S User Sservice, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-
keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within
TS 33.220 [6]. The BM-SC will act asa NAF (Network Application Function) according to TS 33.220 [6].

The MSKsfor an MBM S User Sservice shall be stored on either the UICC if the UICC is capable of MBMS key
management or the ME if the UICC is not capable of MBMS key management.

Storing the MSK's on the UICC requires a UICC that contains the MBM S management functions.

Asaresult of aGBA_U run, the BM-SC will share akey Ks_ext NAF with the ME and share akey Ks_int NAF with
the UICC. Thiskey Ks_int_NAF isused by the BM-SC and the UICC asthe key MUK (MBMS User Key) to protect
MSK (MBMS Service Key) deliveriesto the UICC as described within clause 6.3. The key Ks_ext NAF is used asthe
key MRK (MBMS Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME resultsin the BM-SC sharing a key Ks_NAF with the ME. Both the BM-SC and the ME use the key
Ks NAF as MUK. Thekey MRK is derived from the key Ks_NAF by the BM-SC and the ME as specified in Annex F
of this specification. The key MUK isused to protect MSK deliveriesto the ME as described within clause 6.3. The key
MRK is used to authenticate the UE towards the BM-SC within the protocols as described within clause 6.2.

The MUK isidentified by the combination of B-TID and NAF-ID and the MRK is defined by B-TID, where B-TID and
NAF-ID are defined as specified in TS 33.220 [6].

In the UE two different MUK, i.e. the last generated and the last successfully used, are used to guarantee that the UE
and the BM-SC share aways one MUK. The last generated MUK is replaced immediately after when anew MUK is
generated and the last successfully used MUK is updated after the successful reception of the MIKEY message, which
is protected using the last generated MUK. The usage of MUKSs is described within clause 6.3.

For ME based key management:

- All MBMS keys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is
inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be ableto
compare that with the used Ul CC-identity at UICC insertion and power on.
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- All MBMSkeys (MRK, MSK and MTK) may be deleted from the ME when the ME is powered down. If the
ME does not delete the MBM S keys at power down then the MBM S keys need to be stored in non-volatile
memory. The ME should store the MUK s in non-volatile memory in order to be able to authenticate the first
MIKEY message of apusi-BM-SC solicited pull procedure (see clause 6.3.2.2.4).

NOTE: If the ME deletesthe MSK at power down, then the MBM S client would need to request MSK to the
BM-SC and may need to run GBA to reconvene an MBM S session.

*kkkkk NEXT CHANGE *kkkkkk

6.2.1.1 General

This clause describes authentication of the user to the BM-SC when using HT TP digest with bootstrapped security
associations.

*kkkkk NEXT CHANGE *kkkkkk

6.2.1.3 HTTP digest authentication

When the UE initiates an HT TP procedure towards the BM-SC, HTTP digest authentication as defined in RFC 2617 [8]
shall be used for mutual authentication. HTTP digest is run between BM-SC and ME. The MBM S authentication
procedure is based on the general user authentication procedure over Uainterface that is specified in clause " Procedures
using the bootstrapped Security Association” in TS 33.220 [6]. The BM-SC will act asa NAF according to

TS 33.220[6]. The details of HTTP digest authentication are specified in clause 5.2 of TS 24.109 [18]

The following adaptations apply to HTTP digest:

- theB-TID as specified in TS 33.220 [6] is used as username;

- MRK (MBMS Request Key) is used as password:.
All HTTP procedures within this specification including the associated delivery proceduresin TS 26.346 [13] shall be
integrity protected with HTTP digest as specified in this clause.

*kkkkk NEXT CHANGE *kkkkkk

6.3.1 General

In order to protect an MBM S User Sservice, it is necessary to deliver both MSKs and MTKs from the BM-SC to the
UE.

MSK procedures are further divided to MSK request procedures, described in clause 6.3.2.2, and MSK delivery
procedure, described in clause 6.3.2.3. MSK procedures use a point-to-point bearer. MSK procedures are similar for
both streaming and download services.

The operator may configure the BM-SC may-alse-to refrain from sending-pushing the MSK update message to the UE
and let the UE request for the MSK. This may be needed in some download services where the UE fetches the MSK
after receiving encrypted download object. In this case the back-off mode as described in clause 6.3.2.2.2 shall be used
if present within the Service Announcement.

MTK delivery procedures use the same bearer asthe MBM S User Servicebearer. MTK delivery procedures are
different for streaming and download services and they are described in clause 6.3.3.

The details of the HTTP procedures and HTTP error situations are specified in Annex G. An example of detailed MSK
request procedure is described in Annex H. The XML schemas of the HT TP payloads is-are specified in
TS 26.346 [13].
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*kkkkk NEXT CHANGE *kkkkkk

6.3.2.1 MSK identification
Every MSK isuniquely identifiable by its Key Domain ID and MSK ID
where

Key Domain ID = MCC || MNC and is 3 byteslong.

NOTE_1: When MCC || MNC is used as key identifier, the UE should not try to use it in another context, e.g. the
UE should not compare the received MCC || MNC to parametersin radio level.

MSK 1D is4 byteslong and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the
Key Number part. The Key Number part is used to distinguish M SKs that have the same Key Domain ID and
Key Group part. Key Group part is used to group keys together in order to allow redundant M SKs to be del eted.
The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE 2: It needsto be ensured that the Key Group parts are unique within an operator, i.e. two BM-SCs within an
operator shall not use the same Key Group value.

If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part,
then the UE shall delete the older of these two MSKs.
6.3.2.1A MBMS User Service Registration procedure

When a UE has received MBM S User Service information via User Service Discovery / Announcement procedures
describing aMBM S User Service and the user has-triggered-the-activation-ofwants to receive that MBM S User Service,
the UE should register to the MBM S User Service.

NOTE 1. The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It isout of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

NOTE 2: The MBM S uUser sService announcements are not protected when sent over MBMS bearer.
The UE shall receive the following information via the User Service Discovery / Announcement procedures:

- Fully qualified domain name of the key management server (i.e. the BM-SC). Thisis for the UE to know to
which IP address to send within the MBM S User Service MSK-Registration/Deregistration and MSK reguest

Proceduresreguest.

- Confidentiality protection: on / off.

- Integrity protection: on/ off.
- UICC key management required: yes/ no.
- ldentifiers of the M SKs needed for the User Service.

The Key Number part of the MSK 1D(s) shall be set to 0x0 to denote the current M SK. Specific Key Number
values are not used in Service Announcement since they may change over time and Key Group part of MSK 1D
is sufficient to identify the MSKs, see clause 6.3.2.1.

- Mapping information how the MSK's are used to protect the different User Service Sessions.

- Back off mode parameters, as defined in TS 26.346 [13], may be specified in association with each MSK ID if
wanted by the service provider. The Back off mode is used to avoid congestionin MSK requests. The Back off
mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off
mode if it is requested by the BM-SC in the Service Announcement.

If the MBMS User Service does not require any MBM S data protection (i.e. if security description is not present in the
Service Announcement or if both confidentiality and integrity protection are indicated ‘off’), the UE shall not register
for key management purposes.
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| In case the UICC key management is required, the UE should only try to access the MBM S Uuser Sserviceiif the used
UICC application is capable of MBMS key management.

UE BM-SC

HTTP POST (Registration indication, >
MBMS User Service ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Registration indication, MBMS User Service
ID)

»
»

HTTP 200 OK Authentication-Info

Figure 6.0A: MBMS User Sservice Rregistration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends aregistration request for the MBM S User Service using the HTTP POST message to the BM-SC Key
Request function. The following information shall be included in the HT TP message.

- Indication that the UE requests to register to the MBMS User Service,
- MBMSUser Service ID.
The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Reqguest function verifies from the BM-SC Membership function
whether the UE is authorized to register to the MBM S User Service specified in the request. If the UE is authorized, the
BM-SC Key Reguest function registers the UE to the MBM S User Service, which means that the UE is registered to
receive the MSKs used in thisMBM S User Service. The BM-SC Key Request function sendsa HT TP 200 OK message
with Authentication-Info header to the UE.

NOTE: The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW
Authorization request headersin the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HT TP 401 Authorization required message with
the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry to
register to the MBM S User Service. Further error cases are described in clause G.2.4.

If the HT TP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery
procedure(s) as specified in clause 6.3.2.3.

NOTE: Thetime between the MBM S User Service Registration procedure and MSK delivery procedure may
vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

6.3.2.1B MBMS User Service Deregistration procedure

When the UE desires to deregister froman MBM S User Service, it shall indicate this to the BM-SC.
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UE BM-SC

HTTP POST (Deregistration indication,
MBMS User Service ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Deregistration indication, MBMS User
Service ID)

v

HTTP 200 OK Authentication-Info

Figure 6.0B: MBMS User Sservice Dderegistration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a deregistration request for the MBM S User Service using the HTTP POST message to the BM-SC Key
Request function. The following information shall be included in the HT TP message.

- Indication that the UE requests to deregister from the MBM S User Service;
- MBMSUser Service ID.
The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function deregisters the UE from the MBMS User Service,
which means that the UE will no longer receive the MSK's used in this MBM S User Service. The BM-SC Key Request
function sendsa HTTP 200 OK message with Authentication-Info header.

NOTE: TheBM-SC may not need to challenge the UE (dashed box in figure 6.0B), if the UE has used WWW
| Authorization request headers in the first message in figure 6.20.B and BM-SC is able to authenticate the
UE.

If the authentication fails then the BM-SC Key Request function resends HT TP 401 Authorization required message
with the WWW-Authenticate header.

The UE checks the validity of the HT TP response message. Error cases are described in clause G.2.4.

The BM-SC should invalidate those M SK s from the UE, which are not used by any other MBMS User Services where
the UE isregistered. The BM-SC Key Distribution function performs this by running MSK delivery procedure for each
MSK, where the Key Validity datais set to invalid value (see clause 6.3.2.3), i.e. SEQI is greater than SEQu.

*kkkkk NEXT CHANGE *kkkkkk

6.3.2.2.1 Basic MSK request procedure

When a UE detects that it needs the MSK(s) for a specific MBMS User Sservice, the UE should try to get the MSKs
that will be used to protect the data transmitted as part of thisMBM S User Service. Inthe MSK request procedure the
UE shdll list the MSK IDs for which the UE needs the M SK(s).

The basic MSK request procedureis a part of different other procedures, e.g.:
| - initiation of key management when the UE has joined the MBM S Uuser Sservice;
- reguest of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.

| - BM-SC solicited pull_procedure.
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UE . BM-SC
HTTP POST (List of MSK IDs)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(List of MSK IDs)

HTTP 200 OK Authentication-Info

A

Figure 6.1: Basic MSK request procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE requests for the MSK s using the HTTP POST message. The following information isincluded in the HTTP
message.

- key identification information: alist of MSK IDs.

UEs may request specific M SKs by setting the Key Number part of the MSK ID to the requested value. When the Key
Number part of the MSK ID is set to 0x0, this means the current MSK, see clause 6.3.2.1.

NOTE_1: The exact syntax of the XML schema of the request parametersin the client payload and its MIME type
are specified in TS 23.346 [13].

The BM-SC Key Request function authenticates the UE with HTTP Digest using the keys received from GBA as
described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function verifies whether the UE is registered to any
MBMS User Service that uses the MSK s specified in the request. If the UE is authorized, the BM-SC Key Distribution
function shall deliver requested M SKs to the UE (see clause 6.3.2.3). The BM-SC sendsa HTTP 200 OK message with
Authentication-Info header.

NOTE 2: The BM-SC may not need to challenge the UE (dashed box in figure 6.1), if the UE has used WWW
Authorization request headersin the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails then the BM-SC Key Request function resends HT TP 401 Authorization required message
with the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry or leave
the MBMS User Service.

If the HT TP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery
procedure as specified in clause 6.3.2.3.

NOTE 3: The time between the MSK request procedure and MSK delivery procedure may vary, i.e. the UE should
not expect the MSK delivery proceduresto start immediately.

*kkkkk NEXT CHANGE *kkkkkk

6.3.2.2.3 Missed key update procedure

When the UE has missed an MSK update and it detects that it has not got the current MSK, e.g. from the received
traffic, it may trigger the retrieval of the current MSK from the BM-SC. The procedure is the same as the Basic MSK
Retrieval-request procedurein clause 6.3.2.2.1.
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6.3.2.2.4 BM-SC solicited pull_procedure

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC Key
Distribution function solicits the UE to contact the BM-SC and request for new MSK. An example of such asituationis
when the BM-SC Key Distribution function wants the UE to trigger a UE that it needs to update the MSK.

UE BM-SC
MIKEY (Key Number part of MSK ID = 0x0) with last MUK known by the BM-SC

-y

Validate message based on last MUK i
known by BM-SC. Run GBA if that MUK !
was expired and no valid GBA-key is i
present

HTTP POST (MSK ID)

»
>

Figure 6.2b: BM-SC solicited pull

The BM-SC Key Distribution function sends a MIKEY message over UDP to the UE. The MIKEY message shall be
protected by the last MUK known by the BM-SC. The Key Number part of the MSK ID in the extension payload of the
MIKEY message shall be set to 0x0 to indicate that the UE should request for current MSK from the BM-SC.

If the received MUK_ID (i.e. the last MUK known by the BM-SC) does not correspond to the last MUK known by the
UE, then the UE checks the solicited pull MIKEY message with the last MUK successfully used by the BM-SC.

The BM-SC shall not set the V-bit in the common header when initiating the BM-SC solicited pull procedure.

NOTE 1: A MUK may be used by the BM-SC Key Distribution function beyond the GBA key lifetime of the
corresponding Ks_xx_NAF for the purpose of using the MUK within the first MIKEY message of a push
solicited pull procedure.

NOTE 2: Sincethe integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included
inthe MIKEY message from the BM-SC Key Distribution function. There is however no key present in
the message. Thus by setting the Encr data len field to zero, only the MAC of the message will be
included.

When receiving the message, the UE shall request for the current MSK for the specified Key Group as specified in
clause 6.3.2.2.1.

*kkkkk NEXT CHANGE *kkkkkk

6.3.2.3.1 Pushing the MSK to the UE

| The BM-SC Key Distribution function controls when the MSKs used inaMBMS Uuser Sservice are to be changed.
The below flow describes how MSK changes are performed. This procedure can be initiated after the UE has requested
for MSK(s) as described in clause 6.3.2.2.

UE BM-SC
MIKEY (MSK )/UDP

d
-

MIKEY ACK / UDP

v

Figure 6.3: Pushing the MSKs to the UE

When the BM-SC Key Distribution function decides that it is time to update the MSK, the BM-SC Key Distribution
function sends MIKEY message over UDP transporting the requested MSK to the UE.

3GPP



3GPP TS 33.246 v6.0.0 (2004-09) CR page 13

If requested by the BM-SC Key Distribution function, the UE sendsa MIKEY acknowledgement message to the BM-
SC.

NOTE: TheMSK isnot necessarily updated in the message, since a M SK transport message can be sent e.g. to
update the Key Validity data.

When an MSK push MIKEY message is not directly preceded by an MSK key request, then it may happen that the BM-
SC uses astill valid MUK that is not the last generated MUK at the UE. The UE shall handle such aMIKEY push
message in asimilar way as the push solicited pull MIKEY message (i.e. upon a successful integrity check the UE shall
initiate an MSK request with the specified Key Group). Additionally, in this case, the UE shall not create aMIKEY
acknowledgement message.

NOTE: This procedure guarantees that the UE contacts the BM-SC with the last B-TID, such that the UE now
receivesaMIKEY push message with the last generated MUK. The integrity of the initial pushed
MIKEY message can be verified at the UE with the MUK-ID that is known as the last successfully used
BM-SC MUK-ID.

*kkkkk NEXT CHANGE *kkkkkk

6.3.3.1 MTK identification
Every MTK isuniquely identifiable by its Key Domain ID, MSK ID and MTK ID
where

Key Domain ID, and MSK ID are as defined in clause 6.3.2.1.

MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID
and MSK ID. Itiscarried inthe MTK -ID field of MIKEY extension payload. The MTK ID shall be increased
every timethe MTK isupdated. The MTK ID shall be reset every time the MSK is updated.

*kkkkk N EXT CHAN G E *kkkkkk

6.4.4 General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To
be able to keep track of the key that is derived in the message, a genera Extension Payload (EXT) with Type field value
x is used that conforms to the structure defined in reference [16].

Editor's Note: The type value will be replaced by value requested from IANA.

The EXT includes aKey Domain ID and one or two Key Type ID sub-payloads depending on the message. These are
used as follows.

For MSK delivery the EXT includes the Key Domain ID and a Key Type |D sub-payload. The Key Domain ID hasthe
value as specified in clause 6.3.2.1. The Key Type ID sub-payload includes the type and ID of the key that is delivered
in the message, i.e. the MSK ID, seefigure 6.4a. The key that is used to protect the message, i.e. MUK, isidentified as
specified in clause 6.1.

For MTK delivery the EXT includes the Key Domain ID and two Key Type ID sub-payloads. The Key Domain ID has
the value as specified in clause 6.3.2.1. Thefirst Key Type ID sub-payload includes the type and ID of the key that is
used to protect the message, i.e. the MSK 1D, and the second Key Type ID sub-payload includes the type and ID of the
key that is delivered in the message, i.e. the MTK ID, see figure 6.4b.

See clauses 6.3.2.1 and 6.3.3.1 for definition of MSK ID and MTK ID. The MTK ID isincreased every time the
corresponding key is updated. It is possible that the same MTK is delivered several times over MBMS bearer, and the
ME can then discard messages related to akey it already has instead of passing them to the MGV -F.

The MGV -F (see clause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of the
MIKEY message.
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The format of the key I1Ds shall be represented by unsigned integers, different from zero. The reason for disallowing

zero isthat it isreserved for future use. Note that this means that there can only be 2" - 1 different keysin use during the
same session, where n isthe number of bitsinthe ID field.

Key Domain ID

Key Type ID sub-payload (MSK ID)

Figure 6.4a: Extension payload used with MIKEY MSK message

Key Domain ID

Key Type ID sub-payload (MSK ID)

Key Type ID sub-payload (MTK ID)

‘ Figure 6.4b: Extension payload used with MIKEY MTK message

*kkkkk NEXT CHANGE *kkkkkk

‘ 6.4.5.2 MSK Verification message _structure

If the BM-SC expects a response to the M SK -transport message (i.e., the V-bit in the MIKEY common header is equal
to 1), the UE shall send a verification message as aresponse. The verification message shall be constructed according to
section 3.1 of MIKEY, and shall consist of the following fields: HDR || TS || IDr ||V, where IDr isthe ID of the UE.
Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's
ID aswell asthe timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. The key
used in the MAC computation isthe MUK _I.

Common HDR
TS
IDr

Vv

Figure 6.6: The logical structure of the MIKEY Verification message

The verification message shall not be sent as aresponse to MIKEY messages delivering MTK.

The ME shall send the verification message, when received as result from the MGV -F, to the BM-SC.

*kkkkk NEXT CHANGE *kkkkkk

6.5.2 Usage of MUK

When aMUK has been installed inthe MGV-S, i.e. asaresult of a GBA run, it is used as pre-shared secret used to
| verify the integrity of the MSK transport message and decrypt the key-M SK carried in the KEMAC payload as
described in RFC 3830 [9].
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6.6.1 General

The data transmitted to the UEs is protected by a symmetric key (an MTK) that is shared by the BM-SC and UEs that
are accessing the MBM S User sService. The protection of the datais applied by the BM-SC Session and Transmission
Function. In order to determine which key-MTK was used to protect the data key identification information isincluded
with the protected data. The key identification information will uniquely identify the MSK and MTK. The MTK is
processed according to the methods described in clauses 6.4 and 6.5. Whenever datafrom an MBM S User Service has
been decrypted, if it isto be stored on the UE it will be stored decrypted.

NOTE: Including the key identification information with the protected data stops the UE trying to decrypt and
render content for which it does not have the MSK.

*kkkkk NEXT CHANGE *kkkkkk

6.6.2.1 Usage of SRTP

When it isrequired to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in

RFC 3711 [11] shall be used. The MTK is carried to the UESs from the BM-SC using RFC 3830 [9] (MIKEY) with
extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to
derive the SRTP session keys as defined in section 4.3 of RFC 3830-3711 [911]. The correct MTK to use to decrypt the
dataisindicated using the MKI (Master Key identifier) field, which isincluded in the SRTP packets as defined in

RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKl = (MSK ID || MTK ID).

If the SRTP packets are to be integrity protected, the SRTP authentication tag is appended to the packets as defined in
RFC 3830-3711 [911].

SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as
defined in section 6.10.1 in RFC 3830 [9].

*kkkkk NEXT CHANGE *kkkkkk

6.6.3.2 Usage of OMA DRM DCF
NOTE: If the OMA DRM V2.0 DCF [15] specification is upgraded, these upgrades do not apply for the present
document.

When it isrequired to protect MBM S download data, OMA DRM V2.0 DCF as defined in reference [15] shall be used.
In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect MBM S
download data. MBM S download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM
Rights Objects are not utilized. Instead, encryption and authentication keys are generated from MTK. For integrity
protection, an OMADRM Signature as specified below is attached inside the optional Mutable DRM information box
(‘'mdri") of the DCF.

The OMADRM Signature Box is an extension to OMA DRM V2.0 DCF for use by MBMS, and is defined as follows:;

al i gned(8) class OVADRMSI gnat ure extends Ful |l box(‘ odfssign’, version, flags) {
Unsi gned int(8) SignaturelMethod; /1 Signature Method

Char Signature[]; /1 Actual Signature
}
Si gnat ur eMet hod Fi el d:
NULL 0x00

HVAC- SHA1 0x01

The range of datafor the HMAC calculation shall be according to section 5.3 of reference [15].
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The correct MTK for decrypting and verifying the integrity of the download datais indicated by the key_id in the
RightslssuerURL field as follows:

mbms-key://<key_id>
where key_id is defined as the base64 encoded concatenation (Key Domain ID || MSK —ID || MTK ID).

In casethe FDT of the FLUTE protocol needsto be protected, the FDT may also be wrapped in a different DCF.
Confidentiality and/or integrity protection of FDT can be provided this way.

The MBMS DCF implementation shall support the following boxes specified in OMA DRM V2.0 DCF [15]:
- Fixed DCF header;
- Mutable DRM information Box;
- OMA DRM Container Box.

Editors note: The optionality of FDT protection is still under study (i.e. whether it should be mandated).
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*kkkkk NEXT CHANGE *kkkkkk

B.1 Threats associated with attacks on the radio
interface

The threats associated with attacks on the radio interface are split into the following categories, which are described in
the following clauses:

- unauthorized accessto MBMS Uuser Sservice data;

threats to integrity;

denial of service;
- unauthorized accessto MBMS User Sservices,
- privacy violation.

The attacks on the MBM S service announcements to the users on the radio interface are not discussed here because in
case these are transferred on a point-to-point connection (e.g. PS signalling connection), they are already secured. In
case the service announcement is transferred over HTTP, it is protected by HTTP Digest as defined in the current
specification and/or it may be integrity protected and optionally encrypted at the RAN level. In case the service
announcements are sent over MBMS bearer, it isimpractical to protect them.

B.1.1 Unauthorised access to MBMS Uuser Sservice data

Al: Intruders may eavesdrop MBM S Uuser Sservice data on the air-interface.

A2 Users that have not joined and activated a MBM S Uuser Sservice receiving that service without being
charged.

A3: Users that have joined and then left aMBM S Uuser Sservice continuing to receive the MBM S Uuser
Sservice without being charged.

Ad: Valid subscribers may derive decryption keys (MTK) and distribute them to unauthorized parties.

NOTE: Itisassumed that the legitimate end user has a motivation to defeat the system and distribute the shared
keys (MSK, MTK) that are a necessary feature of any broadcast security scheme.

*kkkkk NEXT CHANGE *kkkkkk

B.1.4 Unauthorised access to MBMS User Sservices

D1 An attacker using the 3GPP network to gain "free access’ of MBM S User Sservices and other services on
another user's bill.

D2: An attacker using MBM S shared keys (MSK, MTK) to gain free access to content without any
knowledge of the service provider.

NOTE: It cannot be assumed that keys held in aterminal are secure. No matter how the shared keys (MSK,
MTK) are delivered to the terminal, we have to assume they can be derived in an attack. For example, the
shared keys, while secure in the UICC, may be passed over an insecure SIM-ME interface.
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*kkkkk NEXT CHANGE *kkkkkk

B.2

Threats associated with attacks on other parts of the
system

The threats associated with attacks on other parts of the system are split into the following categories, which are
described in the following clauses:

- unauthorized accessto data;

threats to integrity;

denial of service;

- Aamalicious UE generating MTKs for malicious use later on;

B.2.1

F1:

F2:

B.2.2

G1:

B.2.5

J1:
J2:

J3:

Yunauthorized insertion of MBMS user data and key management data.

Unauthorised access to data

It is assumed that the BM-SC and the GGSN are located in the same network. The BM-SC can though be
located in a different place than the GGSN, and therefore can open up for intruders who may eavesdrop
the rew-interface Gi and Gmb between the BM-SC and GGSN.

Intruders may eavesdrop the new-interface between the content provider and the BM-SC.

Threats to integrity

It is assumed that the BM-SC and the GGSN are located in the same network. The BM-SC can though be
located in a different place than the GGSN, and therefore can open up for new attacks on the new-
interfaces Gi and Gmb between the BM-SC and GGSN.

The rew-interface between the content provider and the BM-SC may open up for attacks as modifications
of multimedia content.

*kkkkk NEXT CHANGE *kkkkkk

Unauthorised insertion of MBMS user data and key
management data

An ME, which deliberately inserts key management and malicious data, encrypted with valid (previously
retrieved) MTK from the MTK generation function, within the MBM S Uuser Sservice stream.

An ME, which deliberately inserts key management and malicious data, encrypted with old (using
replayed key management messages) MTK, within the MBMS Uuser Sservice stream.

An attacker, which deliberately insertsincorrect key management information within the MBM S Uuser
Sservice stream to cause Denial of Service attacks.
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*kkkkk NEXT CHANGE *kkkkkk

C.2 Requirements on MBMS tTransport Service signaling
protection

R3a: It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS
transport service signaling on the Gmb reference point.

NOTE 1. Thisrequirement may be fulfilled by physical or proprietary security measures if the Gmb protocol
endpoints (i.e. GGSN, Gmb-Proxy and BM-SC) are |ocated within the same security domain of the
operator’s network. Otherwise the security mechanisms as specified within TS 33.210 [14] shall be

applied.

| R3b: Unauthorized modification, insertion, replay or deletion of all MBM S tTransport sService signaling, on
the RAN shall be prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of
MBMS datato the UE.

| NOTE 2: UTRAN bBearer signalling integrity protection will not be provided for point to multipoint MBMS
signalling and GERAN has no bearer signalling integrity protection, even for point to point signalling.

C.3 Requirements on Privacy

R4a The User identity should not be exposed to the content provider or linked to the content in the case the
Content Provider is located outside the 3GPP operator's network.

R4b: MBMS identity and control information shall not be exposed when the RAN sel ects a point-to-multipoint
link for the distribution of MBM S data to the UE.

| NOTE: UTRAN and GERAN bBearer confidentiality protection will be not be provided for point to multipoint
MBMS sessions.

*kkkkk NEXT CHANGE *kkkkkk

C.5 Requirements on integrity protection of MBMS User
Service data

R6a: It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS
User Service data sent to the UE on the radio interface. The use of integrity shall be optional.

| NOTE_1: It may be possible to detect the deletion of MBM S data packets, but it isimpossible to prevent the
deletion. Packets may be lost because of bad radio conditions, providing integrity protection will not help
to detect or recover from this situation.

| NOTE 2: The use of shared keys (integrity and confidentiality) to a group of untrusted users only prevents attacks
of lower levels of sophistication, such as preventing eavesdroppers from simply listening in

R6b: The MBMS User Service data may be integrity protected with a common integrity key, which shall be
available to all usersthat have joined the MBM S User Service.

R6cC: It may be required to integrity protect the "BM-SC - GGSN" interface i.e. reference point Gi.
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*kkkkk NEXT CHANGE *kkkkkk

D.3 MTK generation and validation

This procedure is part of the MTK generation and validation function as described in clause 6.5.4 (MTK validation-and-
derhvatienprocessing).

The ME receives the MIKEY message (containing Header, Time stamp, Key Domain ID, MSK ID, MTK ID = SEQp,
MSK_C[MTK||Salt (if salt is available)] and MAC). After performing some validity checks, the ME sends the whole
message to the UICC. The UICC computes the MGV -F function as described in clause 6.5. (Validation and key
derivation functionsin MGV -F). After successful MGV -F procedure the UICC returnsthe MTK.

uicC ME
MBMS Procedure (MTK traffic Mode)
MIKEY
MBMS Procedure response

MTK || Salt (if available)/ Failure

v

Figure D.3: MTK Generation and Validation
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G.2 Key management procedures

This clause contains the following HT TP based procedures:
- MBMS User Service Registration;
- MBMSUser Service Deregistration,;

- MSK request;.

G.2.1 MBMS User Service Registration

The UE shall generate arequest for MBM S User Service Registration according to clause 6.3.2x.1Ax. The UE shall
send the Registration request to the BM-SC in the HTTP payload in aHTTP POST request. The Request-URI shall
indicate the type of the message, i.e. Registration request. Upon successful request, BM-SC shall return indication of
success.

The UE populates the HTTP POST request as follows:
- the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

- the base of the Request-URI shall contain the full BM-SC key management URI (e.g.
http://bmsc.homel.net/keymanagement);

- the Request-URI shall contain an URI parameter "requesttype” that shall be set to "register”, i.e. Request-URI
takes the form of "/bmsc.homel.net/keymanagement?requesttype= register”;

- the UE may add additional URI parameters to the Request-URI;

- the HTTP header Content-Type shall be the MIME type of the payload, e.g. "application/vnd.3gpp.mbms-
register+xml". The XML schema of the payload is specified in TS 26.346 [13];

- the HTTP header Content-Length shall be the length of the Base64 encoded Register request in octets; and

- the HTTP payload shall contain the Base64 encoded Register request including the userServiceld of MBMS
User Service to which the UE wants to register;

- the UE may add additional HTTP headersto the HTTP POST request.

The UE sendsthe HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST isvalid, and extracts the
Base64 encoded Register request for further processing. The BM-SC Key Management function shall verify from BM-
SC Membership function that the subscriber is authorized to register to the particular MBM S User Service.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.
The BM-SC shall populate HTTP response as follows:
- the HTTP status code shall be 200
The BM-SC shall send the HT TP response to the UE. The UE shall check that the HTTP response is valid.

G.2.2 MBMS User Service Deregistration

The UE shall generate arequest for MBMS User Service Deregistration according to clause 6.3.x2.1Bx. The UE shall
send the Deregistration request to the BM-SC in the HTTP payload in aHTTP POST request. The Request-URI shall
indicate the type of the message, i.e. Deregistration request. Upon successful request, BM-SC shall return indication of
success.
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The UE populates the HTTP POST request as follows:

the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

the base of the Request-URI shall contain the full BM-SC key management URI (e.g.
http://bmsc.homel.net/keymanagement);

the Request-URI shall contain an URI parameter "requesttype” that shall be set to "deregister”, i.e. Request-URI
takes the form of "/bmsc.homel.net/keymanagement?requesttype= deregister”;

the UE may add additional URI parameters to the Request-URI;

the HTTP header Content-Type shall be the MIME type of the payload, e.g. "application/vnd.3gpp.mbms-
deregister+xml”. The XML schema of payload is specified in TS 26.346 [13];

the HTTP header Content-Length shall be the length of the Base64 encoded Deregister request in octets; and

the HTTP payload shall contain the Base64 encoded Deregister request including the userServiceld of MBMS
User Service from which the UE wants to deregister;

the UE may add additional HTTP headersto the HTTP POST request.

The UE sendsthe HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST isvalid, and extracts the
Base64 encoded Deregister request for further processing.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.

The BM-SC shall populate HTTP response as follows:

the HT TP status code shall be 200

The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

*kkkkk N EXT CHAN G E *kkkkkk

H.2.1 Successful MSK request procedure

The signalling flow in figure H.2.1-1 describes the message exchange between UE and BM-SC when UE wants to
request MSK.
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Figure H.2.1-1: Successful MSK request procedure.

1. Initial MSK request (UE to BM-SC) - see examplein table H.2.1-1

The UE sends an HTTP request to the BM-SC containing a MSK request.

Table H.2.1-1: MSK request (UE to BM-SC)

POST / bnsc. honel. net / keynanagenent ?r equest t ype=nsk-request HITP/ 1.1
Host: bnsc. honel. net: 1234

Cont ent - Type: application/vnd. 3gpp. mbns- nsk+xmni

Content-Length: (...)

User - Agent: MBMSAgent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50: 35 GVl

Accept: */*

Referrer: http://bnsc. honel. net: 1234/ servi ce

<MSK request BLOB>

Request-URI:  The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the
resource of this POST request. The Request-URI contains the parameter "requesttype” which is set
to "msk-request” to indicate to the BM-SC the desired request type, i.e. UE requests for one or

several MSKs.

Host: Specifies the Internet host and port number of the BM-SC, obtained from the original URI given

by referring resource.

Content-Type:  Contains the media type "application/vnd.3gpp.mbms-msk+xml", i.e. MSK request.

Content-Length:  Indicates the size of the entity-body, in decimal number of OCTETS, sent to the recipient.

User-Agent: Contains information about the user agent originating the request and it shall include the static
string " 3gpp-gba" to indicate to the application server (i.e. NAF) that the UE supports 3GPP-

bootstrapping based authentication.

Date: Represents the date and time at which the message was originated.
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Accept: Mediatypes which are acceptable for the response.

Referrer: Allows the user agent to specify the address (URI) of the resource from which the URI for the
BM-SC was obtained.

NOTE 1: Thisstep is used to trigger the GBA-based authentication between the UE and the BM-SC.
2. 401 Unauthorized response (BM-SC to UE) - see examplein table H.2.1-2

Upon receiving an HTTP request that contains static string " 3gpp-gba in the User-Agent header the BM-SC
responds with HT TP response code 401 "Unauthorized" which contains a WWW Authenticate header. The
header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table H.2.1-2: 401 Unauthorized response (BM-SC to UE)

HTTP/ 1.1 401 Unaut hori zed

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMI

WA Aut hent i cat e: Di gest real ne" 3GPP- boot st rappi ng@nsc. honel. net",
nonce="6629f ae49393a05397450978507c4ef 1", al gorit hneNMD5, qop="auth, auth-int",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41"

Server: Contains information about the software used by the origin server (BM-SC).
Date: Represents the date and time at which the message was originated.

WWW-Authenticate: The BM-SC challenges the user. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association.

The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the
payload of the following HT TP requests and responses should be integrity protected.

The realm attribute contains two parts delimited by "@" sign. The first part is a constant string
"3GPP-bootstrapping” instructing the UE to use a bootstrapped security association. The second
part is the hostname of the server (i.e. FQDN of the BM-SC).

3. Generation of NAF specific keysat UE
The UE verifies that the second part of the realm attribute does correspond to the server it istalking to.

UE derives the NAF specific key material as specified in TS 33.220 [6]. UE further derives MBM S specific
key material MRK and MUK as specified in clause 6.1.

NOTE 2: If UE does not have a bootstrapped security association available, it will obtain one by running
bootstrapping procedure over Ub interface.

4. Authenticated M SK request (UE to BM-SC) - see examplein table H.2.1-3

UE generates the HT TP reguest by calculating the Authorization header values using the bootstrapping
transaction identifier B-TID it received from the BSF as the username and the MRK (base64 encoded) as the
password, and sends the request to BM-SC.

Table H.2.1-3: Authenticated enrelment-MSK request (UE to BM-SC)

POST / bnsc. honel. net/ keymanagenent ?r equest t ype=nsk-request HTTP/ 1.1

Host: bm sc. honel. net: 1234

Cont ent - Type: application/vnd. 3gpp. mbns- nsk+xmni

Content-Length: (...)

User - Agent: MBMSAgent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50: 35 GMI'

Accept: */*

Referer: http://bnsc. honel. net: 1234/ servi ce

Aut hori zation: Digest usernane="(B-TID)", real n¥"3GPP-boot strappi ng@nsc. honel. net",

nonce="a6332f f d2d234==", uri ="/bmsc. honmel. net/ keymanagenent ?r equesttype=nsk-request”, qop=auth-int,
nc=00000001, cnonce="6629f ae49393a05397450978507c4ef 1", response="6629f ae49393a05397450978507c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41", al gori t hm=NMD5

<MSK request BLOB>
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Authorization: This carries the response to the authentication challenge received in step 2 along with the
username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque,
and the algorithm.

The qop attribute is set to "auth-int" by default.

NOTE 3: If step 1 was a POST request then this request would also be a POST request and contain the same client
payload in the HTTP request aswas carried in step 1.

5. Zn: NAF specific key procedure

BM-SC retrieves the NAF specific key material. BM-SC further derives MBM S specific key material MRK
and MUK as specified in clause 6.1.

For detailed signalling flows see TS 29.109 [4820].

Table H.2.1-4: Bootstrapping authentication information procedure (BM-SC to BSF)

Message source and Zn Information element Information Source in Description
destination name GET
NAF to BSF B-TID Authorization The bootstrapping transaction

identifier is encoded in the
username field according to the
Authorization protocol.

6. Authentication and-certificategeneration-at BM-SC

BM-SC verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key
MRK. BM-SC calculates the corresponding digest values using MRK, and compares the calculated values
with the received values in the Authorization header.

The BM-SC aso verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own.

If the verification succeeds, the incoming client-payload request is taken in for further processing. The BM-
SC continues processing of the MSK request according to itsinternal policies. The BM-SC verifies that the
subscriber is allowed to receive the particular MSK(s) indicated in the MSK request by checking the BM-SC
Membership function.

7. Responseindicating success (BM-SC to UE) - see examplein table H.2.1-5

The BM-SC sends 200 OK response to the UE to indicate the success of the authentication and the MSK
reguest. The BM-SC generatesa HT TP response. The BM-SC can use key MRK derived from NAF key
material to integrity protect and authenticate the response.

NOTE 5: The requested MSK keys are not delivered within the MSK request procedure. They are delivered with a
separate MIKEY procedure, see clause 6.3.2.3.

Table H.2.1-5: Successful HTTP response (BM-SC to UE)

HTTP/ 1.1 200 K

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Aut henti cati on-1nfo: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef 1"
cnonce="6629f ae49393a05397450978507c4ef 1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMI

Expires: Fri, 09 Jan 2004 10:50:36 GMI

Authentication-Info:  This carries the protection.
Expires: Gives the date/time after which the response is considered stale.

8. Authentication at UE
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The UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the
UE can regard the MSK request procedure as successful.
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6.1 Using GBA for MBMS

TS 33.220 [6] (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBMS user service.

Before a user can access an MBM S User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-
keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within
TS 33.220 [6]. The BM-SC will act asa NAF (Network Application Function) according to TS 33.220 [6].

The MSKsfor an MBMS User service shall be stored on either the UICC if the UICC is capable of MBMS key
management or the ME if the UICC is not capable of MBM S key management.

Storing the MSK's on the UICC requires a UICC that contains the MBM S management functions.

Asaresult of aGBA_U run, the BM-SC will share akey Ks_ext NAF with the ME and share akey Ks_int. NAF with
the UICC. Thiskey Ks_int_NAF is used by the BM-SC and the UICC asthe key MUK (MBMS User Key) to protect
MSK (MBMS Service Key) deliveriesto the UICC as described within clause 6.3. The key Ks_ext NAF isused asthe
key MRK (MBMS Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME resultsin the BM-SC sharing a key Ks_NAF with the ME. Both the BM-SC and the ME use the key
Ks NAF asMUK. The key MRK is derived from the key Ks_NAF by the BM-SC and the ME as specified in Annex F
of this specification. The key MUK is used to protect MSK deliveries to the ME as described within clause 6.3. The key
MRK is used to authenticate the UE towards the BM-SC within the protocol s as described within clause 6.2.

The MUK and MRK are isidentified by the combination of B-TID and NAF-ID in the UE and the MRK-is-defined-by
B-TID_in the BM-SC, where B-TID and NAF-ID are defined as specified in TS 33.220 [6].

In the UE two different MUK, i.e. the last generated and the last successfully used, are used to guarantee that the UE
and the BM-SC share always one MUK. The last generated MUK isreplaced immediately after when anew MUK is
generated and the last successfully used MUK is updated after the successful reception of the MIKEY message, which
is protected using the last generated MUK. The usage of MUK s s described within clause 6.3.

For ME based key management:

- All MBMSkeys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is
inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be able to
compare that with the used UICC-identity at UICC insertion and power on.

- All MBMSkeys (MRK, MSK and MTK) may be deleted from the ME when the ME is powered down. If the
ME does not delete the MBM S keys at power down then the MBM S keys need to be stored in non-volatile
memory. The ME should store the MUKSs in non-volatile memory in order to be able to authenticate the first
MIKEY message of apush solicited pull procedure (see clause 6.3.2.2.4).

NOTE: If the ME deletesthe MSK at power down, then the MBMSS client would need to request MSK to the
BM-SC and may need to run GBA to reconvene an MBMSS session.

*kkkkk NEXT CHANGE *kkkkkk

6.3.2.1 MSK identification
Every MSK isuniquely identifiable by its Key Domain ID MSK ID
where

Key Domain ID = MCC || MNC and is 3 byteslong.

NOTE: When MCC || MNC is used as key identifier, the UE should not try to use it in another context, e.g. the
UE should not compare the received MCC || MNC to parametersin radio level.

MSK 1D is4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the
Key Number part. The Key Number part is used to distinguish M SKs that have the same Key Domain ID and
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Key Group part. Key Group part is used to group keys together in order to allow redundant M SKs to be del eted.
The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE: If the Key Domain ID does not uniquely identify the BM-SC, tit needs to be ensured that the Key Group
parts are unique within an operator, i.e. two BM-SCs within an operator shall not use the same Key
Group value.

If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part,
then the UE shall delete the older of these two MSKs.

*kkkkk NEXT CHANGE *kkkkkk

6.3.2.2.1 Basic MSK request procedure

When a UE detects that it needs the MSK(s) for a specific MBMS User service, the UE should try to get the MSKs that
will be used to protect the data transmitted as part of this User Service. In the MSK request the UE shall list the M SK
IDs for which the UE needs the MSK(s).

The basic MSK request procedureis a part of different other procedures, e.g.:
- initiation of key management when the UE has joined the MBM S user service;
- request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.
- BM-SC solicited pull.

UE BM-SC
HTTP POST (List of MSK IDs)

HTTP 401 WWW-Authenticate

A

(List of MSK IDs)

HTTP POST Authorization request

HTTP 200 OK Authentication-Info

A

Figure 6.1: Basic MSK request procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE requests for the MSK s using the HTTP POST message. The following information isincluded in the HTTP
message.

- key identification information: alist of MSK IDs.

UEs may request specific M SKs by setting the Key Number part of the MSK ID to the requested value. When the Key
Number part of the MSK ID is set to 0x0, this means the current MSK, see clause 6.3.2.1.

NOTE: The exact syntax of the XML schema of the request parametersin the client payload and its MIME type
are specified in TS 23.346 [13].

The BM-SC Key Request function authenticates the UE with HTTP Digest using the keys received from GBA as
described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function verifies whether the UE is registered to any
MBMS User Service that uses the MSK's specified in the request. If the UE is authorized, the BM-SC Key Distribution
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function shall deliver requested M SKs to the UE (see clause 6.3.2.3). The BM-SC sendsa HTTP 200 OK message with
Authentication-Info header.

NOTE: The BM-SC may not need to challenge the UE (dashed box in figure 6.1), if the UE has used WWW
Authorization request headersin the first messagein figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails then the BM-SC Key Request function resends HTTP 401 Authorization required message
with the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry or leave
the MBMS User Service.

If the HT TP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery
procedure as specified in clause 6.3.2.3.

*kkkkk N EXT CHANG E *kkkkkk

6.4.6.1 MSK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following
section 5.3 of RFC 3830 [9]).

1. The Extension Payload (EXT) isexamined, and if it indicates an MSK delivery protected with MUK, the MUK
ID isreceived by combining IDi and IDr.

2. The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is
smaller or equal to the stored replay counter associated with the g|ven MUK (the stored replay counter vaI ueis
retrieved from MGV-S). b g . es d
botnthesonsoo-RFCL082 L0k

3. The Security Policy payload is stored temporarily in the ME if it was present.

4. The message is transported to MGV -F for further processing, cf clause 6.5.2.

5. The MGV-F replies success or failure. In case of success the temporarily stored Security Policy payload is taken
into use. Otherwiseit is deleted.

6.4.6.2 MTK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following
section 5.3 of RFC 3830 [9]).

1. The Extension Payload (EXT) isexamined, and if it indicates an MTK delivery protected with MSK, the MSK
ID is extracted from the Extension Payload.

2. The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is
smaller or equal to the stored replay counter associated with the glven M SK (the stored replay counter vaueis
retrieved from MGV-S). b p-a

SoRse-eRFCA082 Ok

3. If the MTK ID extracted from the Extension payload is less than or equal to the current MTK ID (kept in the
ME), the message shall be discarded.

4. The message is transported to MGV -F for further processing, cf 6.5.3.
5. The MGV-F replies success (i.e. sending the MTK and salt if available) or failure.
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*kkkkk NEXT CHANGE *kkkkkk

G.2.2 MBMS User Service Deregistration

The UE shall generate arequest for MBM S User Service Deregistration according to clause 6.3.x.x. The UE shall send
the Deregistration request to the BM-SC inthe HTTP payload in aHTTP POST request. The Request-URI shall
indicate the type of the message, i.e. Deregistration request. Upon successful request, BM-SC shall return indication of
success.

The UE populates the HTTP POST request as follows:
- the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

- the base of the Request-URI shall contain the full BM-SC key management URI (e.g.
http://bmsc.homel.net/keymanagement);

- the Request-URI shall contain an URI parameter "requesttype” that shall be set to "deregister”, i.e. Request-URI
takes the form of "/bmsc.homel.net/keymanagement?requesttype= deregister”;

- the UE may add additional URI parameters to the Request-URI;

- the HTTP header Content-Type shall be the MIME type of the payload, e.g. " application/vnd.3gpp.mbms-
deregister+xml”. The XML schema of payload is specified in TS 26.346 [13];

- the HTTP header Content-L ength shall be the length of the Base64 encoded Deregister request in octets; and

- the HTTP payload shall contain the Base64 encoded Deregister request including the userServiceld of MBMS
User Service from which the UE wants to deregister;

- the UE may add additional HTTP headersto the HTTP POST request.

The UE sendsthe HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST isvalid, and extracts the
Base64 encoded Deregister request for further processing.

Upon successful autherization-authentication verification, tThe BM-SC shall return the HTTP 200 OK to the UE.
The BM-SC shall populate HTTP response as follows:

- the HTTP status code shall be 200
The BM-SC shall send the HT TP response to the UE. The UE shall check that the HTTP response is valid.
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3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply.
For the definitions of MBMS User Servicerefer to TS 22.246 [5].

HDR =the general MIKEY HeaDeR.

IMPI = In the context of current specification IMSI is used in the format of IMPI as specified in GBA, cf. TS 33.220
[6].

KEMAC = A payload included in the MIKEY message, which contains a set of encrypted sub-payloads and aMAC.

MBM S download session: See TS 26.346 [13].
MBM S streaming session: See TS 26.346 [13].
MRK = MBMS Request Key: Thiskey is to authenticate the UE to the BM-SC when performing key requests etc.

M SK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-
SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK).

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV -F with
the MSK. The key MTK is used to decrypt the received MBMS data on the ME.

MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point
transfer of MSK'sto the UE.

NOTE: ThekeysMSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities.

Salt key = arandom or pseudo-random string used to protect against some off-line pre-computation attacks on the
underlying security protocol.

SEQI = Lower limit of the MTK ID segquence number interval: Last accepted MTK ID sequence number interval stored
within MGV-S. The original value of SEQI isdelivered in the key validity data field of MSK messages.

SEQp =The MTK ID, whichisreceived inaMIKEY packet.
SEQu = Upper limit of the MTK ID sequence number interval, which is delivered in the key validity datafield of MSK
messages.

*kkkkk NEXT CHANGE *kkkkkk

6.1 Using GBA for MBMS

TS 33.220 [6] (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBM S user service.

Before a user can access an MBM S User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-
keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within
TS 33.220 [6]. The BM-SC will act asa NAF (Network Application Function) according to TS 33.220 [6].

Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. When the UE has bootstrapped, it
will use anew B-TID over the Uareference point. The IMPI is used in the BM-SC to bind the old and the new B-TID

together.

The MSKsfor an MBMS User service shall be stored on either the UICC if the UICC is capable of MBMS key
management or the ME if the UICC is not capable of MBM S key management.

Storing the MSK's on the UICC requires a UICC that contains the MBM S management functions.

Asaresult of aGBA_U run, the BM-SC will share akey Ks_ext NAF with the ME and share akey Ks_int. NAF with
the UICC. Thiskey Ks_int_NAF isused by the BM-SC and the UICC as the key MUK (MBMS User Key) to protect
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MSK (MBMS Service Key) deliveriesto the UICC as described within clause 6.3. The key Ks_ext NAF isused asthe
key MRK (MBMS Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME resultsin the BM-SC sharing a key Ks_NAF with the ME. Both the BM-SC and the ME use the key
Ks NAF asMUK. The key MRK is derived from the key Ks_NAF by the BM-SC and the ME as specified in Annex F
of this specification. The key MUK is used to protect MSK deliveries to the ME as described within clause 6.3. The key
MRK is used to authenticate the UE towards the BM-SC within the protocol s as described within clause 6.2.

The MUK isidentified by the combination of B-TID and NAF-ID and the MRK is defined by B-TID, where B-TID and
NAF-ID are defined as specified in TS 33.220 [6].

In the UE two different MUK, i.e. the last generated and the last successfully used, are used to guarantee that the UE
and the BM-SC share always one MUK. The last generated MUK isreplaced immediately after when anew MUK is
generated and the last successfully used MUK is updated after the successful reception of the MIKEY message, which
is protected using the last generated MUK. The usage of MUK s is described within clause 6.3.

For ME based key management:

- All MBMSkeys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is
inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be able to
compare that with the used UICC-identity at UICC insertion and power on.

- All MBMSkeys (MRK, MSK and MTK) may be deleted from the ME when the ME is powered down. If the
ME does not delete the MBM S keys at power down then the MBM S keys need to be stored in non-volatile
memory. The ME should store the MUKSs in non-volatile memory in order to be able to authenticate the first
MIKEY message of apush solicited pull procedure (see clause 6.3.2.2.4).

NOTE: If the ME deletesthe MSK at power down, then the MBMSS client would need to request MSK to the
BM-SC and may need to run GBA to reconvene an MBMSS session.

*kkkkk NEXT CHANGE *kkkkkk

6.2.1.3 HTTP digest authentication

When the UE initiates an HT TP procedure towards the BM-SC, HTTP digest authentication as defined in RFC 2617 [8]
shall be used for mutual authentication. HTTP digest is run between BM-SC and ME. The MBM S authentication
procedure is based on the general user authentication procedure over Uainterface that is specified in clause " Procedures
using the bootstrapped Security Association” in TS 33.220 [6]. The BM-SC will act asa NAF according to

TS 33.220[6]. Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. The details of HTTP
digest authentication are specified in clause 5.2 of TS 24.109 [18]

The following adaptations apply to HTTP digest:
- theB-TID as specified in TS 33.220 [6] is used as username;
- MRK (MBMS Request Key) is used as password,;

All HTTP procedures within this specification including the associated delivery proceduresin TS 26.346 [13] shall be
integrity protected with HTTP digest as specified in this clause.

*kkkkk N EXT CHANG E *kkkkkk

H.2.1 Successful MSK request procedure

The signalling flow in figure H.2.1-1 describes the message exchange between UE and BM-SC when UE wants to
request MSK.

3GPP
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Figure H.2.1-1: Successful MSK request procedure.

1. Initial MSK request (UE to BM-SC) - see examplein table H.2.1-1

The UE sends an HTTP request to the BM-SC containing a MSK request.

Table H.2.1-1: MSK request (UE to BM-SC)

POST / bnsc. honel. net / keynanagenent ?r equest t ype=nsk-request HITP/ 1.1
Host: bnsc. honel. net: 1234

Cont ent - Type: application/vnd. 3gpp. mbns- nsk+xmni

Content-Length: (...)

User - Agent: MBMSAgent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50: 35 GVl

Accept: */*

Referrer: http://bnsc. honel. net: 1234/ servi ce

<MSK request BLOB>

Request-URI:  The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the
resource of this POST request. The Request-URI contains the parameter "requesttype” which is set
to "msk-request” to indicate to the BM-SC the desired request type, i.e. UE requests for one or

several MSKs.

Host: Specifies the Internet host and port number of the BM-SC, obtained from the original URI given

by referring resource.

Content-Type:  Contains the media type "application/vnd.3gpp.mbms-msk+xml", i.e. MSK request.

Content-Length:  Indicates the size of the entity-body, in decimal number of OCTETS, sent to the recipient.

User-Agent: Contains information about the user agent originating the request and it shall include the static
string " 3gpp-gba" to indicate to the application server (i.e. NAF) that the UE supports 3GPP-

bootstrapping based authentication.

Date: Represents the date and time at which the message was originated.

3GPP
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Accept: Mediatypes which are acceptable for the response.

Referrer: Allows the user agent to specify the address (URI) of the resource from which the URI for the
BM-SC was obtained.

NOTE 1: Thisstep is used to trigger the GBA-based authentication between the UE and the BM-SC.
2. 401 Unauthorized response (BM-SC to UE) - see examplein table H.2.1-2

Upon receiving an HTTP request that contains static string " 3gpp-gba in the User-Agent header the BM-SC
responds with HT TP response code 401 "Unauthorized" which contains a WWW Authenticate header. The
header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table H.2.1-2: 401 Unauthorized response (BM-SC to UE)

HTTP/ 1.1 401 Unaut hori zed

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMI

WA Aut hent i cat e: Di gest real ne" 3GPP- boot st rappi ng@nsc. honel. net",
nonce="6629f ae49393a05397450978507c4ef 1", al gorit hneNMD5, qop="auth, auth-int",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41"

Server: Contains information about the software used by the origin server (BM-SC).
Date: Represents the date and time at which the message was originated.

WWW-Authenticate: The BM-SC challenges the user. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association.

The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the
payload of the following HT TP requests and responses should be integrity protected.

The realm attribute contains two parts delimited by "@" sign. The first part is a constant string
"3GPP-bootstrapping” instructing the UE to use a bootstrapped security association. The second
part is the hostname of the server (i.e. FQDN of the BM-SC).

3. Generation of NAF specific keysat UE
The UE verifies that the second part of the realm attribute does correspond to the server it istalking to.

UE derives the NAF specific key material as specified in TS 33.220 [6]. UE further derives MBM S specific
key material MRK and MUK as specified in clause 6.1.

NOTE 2: If UE does not have a bootstrapped security association available, it will obtain one by running
bootstrapping procedure over Ub interface.

4. Authenticated M SK request (UE to BM-SC) - see examplein table H.2.1-3

UE generates the HT TP reguest by calculating the Authorization header values using the bootstrapping
transaction identifier B-TID it received from the BSF as the username and the MRK (base64 encoded) as the
password, and sends the request to BM-SC.

Table H.2.1-3: Authenticated enrolment request (UE to BM-SC)

POST / bnsc. honel. net/ keymanagenent ?r equest t ype=nsk-request HTTP/ 1.1

Host: bm sc. honel. net: 1234

Cont ent - Type: application/vnd. 3gpp. mbns- nsk+xmni

Content-Length: (...)

User - Agent: MBMSAgent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50: 35 GMI'

Accept: */*

Referer: http://bnsc. honel. net: 1234/ servi ce

Aut hori zation: Digest usernane="(B-TID)", real n¥"3GPP-boot strappi ng@nsc. honel. net",

nonce="a6332f f d2d234==", uri ="/bmsc. honel. net/ keymanagenent ?r equesttype=nsk-request”, qop=auth-int,
nc=00000001, cnonce="6629f ae49393a05397450978507c4ef 1", response="6629f ae49393a05397450978507c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41", al gori t hm=NMD5

<MSK request BLOB>
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Authorization: This carries the response to the authentication challenge received in step 2 along with the
username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque,
and the algorithm.

The qop attribute is set to "auth-int" by default.

NOTE 3: If step 1 was a POST request then this request would also be a POST request and contain the same client
payload in the HTTP request aswas carried in step 1.

5. Zn: NAF specific key procedure

BM-SC retrieves the NAF specific key material_and IMPI of the user. BM-SC further derives MBMS
specific key material MRK and MUK as specified in clause 6.1.

For detailed signalling flows see TS 29.109 [18].

Table H.2.1-4: Bootstrapping authentication information procedure (BM-SC to BSF)

Message source and Zn Information element Information Source in Description
destination name GET
NAF to BSF B-TID Authorization The bootstrapping transaction

identifier is encoded in the
username field according to the
Authorization protocol.

6. Authentication and certificate generation at BM-SC

BM-SC verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key
MRK. BM-SC calculates the corresponding digest values using MRK, and compares the calculated values
with the received values in the Authorization header.

The BM-SC aso verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own.

If the verification succeeds, the incoming client-payload request is taken in for further processing. The BM-
SC continues processing of the MSK request according to itsinternal policies. The BM-SC verifies that the
subscriber is allowed to receive the particular MSK(s) indicated in the MSK request by checking the BM-SC
Membership function.

7. Responseindicating success (BM-SC to UE) - see examplein table H.2.1-5

The BM-SC sends 200 OK response to the UE to indicate the success of the authentication and the MSK
reguest. The BM-SC generatesa HT TP response. The BM-SC can use key MRK derived from NAF key
material to integrity protect and authenticate the response.

NOTE 5: The requested MSK keys are not delivered within the MSK request procedure. They are delivered with a
separate MIKEY procedure, see clause 6.3.2.3.

Table H.2.1-5: Successful HTTP response (BM-SC to UE)

HTTP/ 1.1 200 K

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Aut henti cati on-1nfo: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef 1"
cnonce="6629f ae49393a05397450978507c4ef 1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMI

Expires: Fri, 09 Jan 2004 10:50:36 GMI

Authentication-Info:  This carries the protection.
Expires: Gives the date/time after which the response is considered stale.

8. Authentication at UE

3GPP
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The UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the
UE can regard the MSK request procedure as successful.

3GPP
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swxxx BEGIN OF CHANGE *+++%

6.4.2 MIKEY common header

MSKs shall be carried in MIKEY messages. The messages are sent point-to-point between the BM-SC and each UE.
The messages use the MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY .

Oncethe MSK isin place in the UE, the UE can make use of the MTK messages sent by the BM-SC over MBMS
bearer. The MTK is carried in messages conforming to the structure defined by MIKEY and use the MSK as the pre-
shared secret.

If the BM-SC requires an ACK for an MSK key update message thisisindicated by setting the V-bit in the MIKEY
common header. The UE shall then respond with a MIKEY message containing the verification payload. In the case the
server does not receive an ACK, normal reliability constructions can be used, e.g., start atimer when the messageis
sent and then resend the message if no ACK isreceived before the timer expires.

The CSB ID field of MIKEY common header is not used for identification purposes but shall be present. The UE shall
use the same CSB |D of the M SK delivery message in the ACK message.

NOTE: Asthe CSB ID field has no meaning within the context of MBMS, the BM-SC is free to assign any value to
CSB ID. Assigning random valuesto CSB |ID enhances security as CSB |ID is taken into account for
MIKEY key derivations (section 4.1.3 and 4.1.4 of RFC 3830 [9]).

In case of download services, the SP payload shall not be present is-ret-used and CS ID map typeis set to value'1' as
defined in [16]. In case of streaming servicesthe CS ID map typeis set to value ‘0" asdefined in RFC 3830 [9].

sxxxx END OF CHANGE *s
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** START OF CHANGE ***

G.2.1 MBMS User Service Registration

The UE shall generate arequest for MBM S User Service Registration according to clause 6.3.x.x. The UE shall send
the Registration request to the BM-SC in the HTTP payload in aHTTP POST request. The Request-URI shall indicate
the type of the message, i.e. Registration reguest. Upon successful request, BM-SC shall return indication of success.

The UE populatesthe HTTP POST request as follows:
- the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

- the base of the Request-URI shall contain the full BM-SC key management URI (e.g.
http://bmsc.homel.net/keymanagement);

- the Request-URI shall contain an URI parameter "requesttype” that shall be set to "register”, i.e. Request-URI
takes the form of "/bmsc.homel.net/keymanagement?requesttype= register”;

- the UE may add additional URI parameters to the Request-URI;

- the HTTP header Content-Type shall be the MIME type of the payload, e.g. " application/vne-3gpp-mbms-
register+xml". The XML schema of the payload is specified in TS 26.346 [13];

- the HTTP header Content-Length shall be the length of the Base64 encoded Register request in octets; and

- the HTTP payload shall contain the Base64 encoded Register request including the userServiceld of MBMS
User Service to which the UE wants to register;

- the UE may add additional HTTP headersto the HTTP POST request.

The UE sendsthe HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST isvalid, and extracts the
Base64 encoded Register request for further processing. The BM-SC Key Management function shall verify from BM-
SC Membership function that the subscriber is authorized to register to the particular MBM S User Service.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.
The BM-SC shall populate HTTP response as follows:
- the HTTP status code shall be 200
The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

G.2.2 MBMS User Service Deregistration

The UE shall generate arequest for MBM S User Service Deregistration according to clause 6.3.x.x. The UE shall send
the Deregistration request to the BM-SC inthe HTTP payload in aHTTP POST request. The Request-URI shall
indicate the type of the message, i.e. Deregistration request. Upon successful request, BM-SC shall return indication of
success.

The UE populates the HTTP POST request as follows:
- the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

- the base of the Request-URI shall contain the full BM-SC key management URI (e.g.
http://bmsc.homel.net/keymanagement);
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- the Request-URI shall contain an URI parameter "requesttype” that shall be set to "deregister”, i.e. Request-URI
takes the form of "/bmsc.homel.net/keymanagement?requesttype= deregister”;
- the UE may add additional URI parameters to the Request-URI;

- the HTTP header Content-Type shall be the MIME type of the payload, e.g. "application/vad-3gpp-mbms-
deregister+xml". The XML schema of payload is specified in TS 26.346 [13];

- the HTTP header Content-Length shall be the length of the Base64 encoded Deregister request in octets; and

- the HTTP payload shall contain the Base64 encoded Deregister request including the userServiceld of MBMS
User Service from which the UE wants to deregister;

- the UE may add additional HTTP headersto the HTTP POST request.

The UE sendsthe HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST isvalid, and extracts the
Base64 encoded Deregister request for further processing.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.
The BM-SC shall populate HTTP response as follows:
- the HTTP status code shall be 200
The BM-SC shall send the HT TP response to the UE. The UE shall check that the HTTP response is valid.

G.2.3 MSK request

The UE shall generate aM SK request according to clause 6.3.2.2. The UE shall send the MSK reguest to the BM-SC in
the HTTP payload in aHT TP POST request. The Request-URI shall indicate the type of the message, e.g. MSK
request. Upon successful request, BM-SC shall return indication of success.

The UE populatesthe HTTP POST request as follows:
- the HTTP version shall be 1.1 which is specified in RFC 2616 [19];

- the base of the Request-URI shall contain the full BM-SC key management URI (e.g.
http://bmsc.homel.net/keymanagement);

- the Request-URI shall contain an URI parameter "requesttype” that shall be set to "msk-request”, i.e. Request-
URI takes the form of "/bmsc.homel.net/keymanagement?requesttype= msk-request”;

- the UE may add additional URI parameters to the Request-URI;

- the HTTP header Content-Type shall be the MIME type of the payload, e.g. " application/vne-3gpp-mbms-
msk+xml"”. The XML schema of payload is specified in TS 26.346 [13];

- the HTTP header Content-L ength shall be the length of the Base64 encoded M SK request in octets; and
- the HTTP payload shall contain the Base64 encoded MSK request;
- the UE may add additional HTTP headersto the HTTP POST request.

The UE sendsthe HTTP POST to the BM-SC. The BM-SC checks that the HTTP POST isvalid, and extracts the
Base64 encoded MSK request for further processing. The BM-SC Key Management function shall verify from the BM-
SC Membership function that the subscriber is authorized to receive the particular MSKs.

Upon successful authorization verification, the BM-SC shall return the HTTP 200 OK to the UE.
The BM-SC shall populate HTTP response as follows:
- the HTTP status code shall be 200
The BM-SC shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.

An example flow of asuccessful MSK request procedure can be found in Annex H.
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*x NEXT CHANGE ***

H.2  Signalling flows demonstrating a successful MSK
request procedure

H.2.1 Successful MSK request procedure

The signalling flow in figure H.2.1-1 describes the message exchange between UE and BM-SC when UE wantsto
request MSK.

UE BM-SC BSF
1. Initial MSK request
>
2. 401 Unauthorized
<
3. Generation of NAF
specific key material
4. Authenticated MSK request q

< 5. Zn interface >

6. Authentication and
Membership Function
check

7. Response indicating success

<

8. Authentication

Figure H.2.1-1: Successful MSK request procedure.

1. Initial MSK request (UE to BM-SC) - see examplein table H.2.1-1
The UE sends an HTTP request to the BM-SC containing a M SK request.
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Table H.2.1-1: MSK request (UE to BM-SC)

POST / bnsc. honel. net/ keymanagenent ?r equest t ype=nsk-request HTTP/ 1.1
Host: bnsc. honel. net: 1234

Cont ent - Type: appl i cati on/ vre—3gpp—nbns- nek+xmni

Content-Length: (...)

User - Agent: MBMSAgent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50:35 GMI

Accept: */*

Referrer: http://bnsc. honel. net: 1234/ service

<MSK request BLOB>

Request-URI:  The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the
resource of this POST request. The Request-URI contains the parameter "requesttype” which is set
to "msk-request” to indicate to the BM-SC the desired request type, i.e. UE requests for one or
several MSKs.

Host: Specifies the Internet host and port number of the BM-SC, obtained from the original URI given
by referring resource.

Content-Type: Contains the media type " application/vad-3gpp-mbms-msk+xml", i.e. MSK request.
Content-Length:  Indicates the size of the entity-body, in decimal number of OCTETSs, sent to the recipient.

User-Agent: Contains information about the user agent originating the request and it shall include the static
string " 3gpp-gba" to indicate to the application server (i.e. NAF) that the UE supports 3GPP-
bootstrapping based authentication.

Date: Represents the date and time at which the message was originated.
Accept: Media types which are acceptable for the response.
Referrer: Allows the user agent to specify the address (URI) of the resource from which the URI for the

BM-SC was obtained.
NOTE 1. Thisstepisused to trigger the GBA-based authentication between the UE and the BM-SC.
2. 401 Unauthorized response (BM-SC to UE) - see example in table H.2.1-2

Upon receiving an HTTP request that contains static string " 3gpp-gba’ in the User-Agent header the BM-SC
responds with HT TP response code 401 "Unauthorized" which contains a WWW Authenticate header. The
header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table H.2.1-2: 401 Unauthorized response (BM-SC to UE)

HTTP/ 1.1 401 Unauthori zed

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50: 35 GMI

WAV Aut hent i cat e: Di gest real n¥" 3GPP- boot st rappi ng@nsc. honel. net",
nonce="6629f ae49393a05397450978507c4ef 1", al gorithm=MD5, qop="auth, auth-int",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41"

Server: Contains information about the software used by the origin server (BM-SC).
Date: Represents the date and time at which the message was originated.

WWW-Authenticate: The BM-SC challenges the user. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association.

The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the
payload of the following HT TP requests and responses should be integrity protected.

The realm attribute contains two parts delimited by "@" sign. The first part is a constant string
"3GPP-bootstrapping” instructing the UE to use a bootstrapped security association. The second
part is the hostname of the server (i.e. FQDN of the BM-SC).
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3. Generation of NAF specific keysat UE
The UE verifies that the second part of the realm attribute does correspond to the server it is talking to.

UE derives the NAF specific key material as specified in TS 33.220 [6]. UE further derives MBM S specific
key material MRK and MUK as specified in clause 6.1.

NOTE 2: If UE does not have a bootstrapped security association available, it will obtain one by running
bootstrapping procedure over Ub interface.

4. Authenticated M SK request (UE to BM-SC) - see examplein table H.2.1-3

UE generates the HT TP request by calculating the Authorization header values using the bootstrapping
transaction identifier B-TID it received from the BSF as the username and the MRK (base64 encoded) as the
password, and sends the request to BM-SC.

Table H.2.1-3: Authenticated enrolment request (UE to BM-SC)

POST / bnsc. honel. net / keynanagenent ?r equest t ype=nsk-request HITP/ 1.1

Host: bm sc. honel. net: 1234

|| Content-Type: application/vad-3gpp—bns- msk+xni

Content-Length: (...)

User - Agent : MBMSAgent; Rel ease-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50: 35 GMI

Accept: */*

Referer: http://bnsc. honel. net: 1234/ servi ce

Aut hori zati on: Di gest usernane="(B-TID)", real ne"3GPP-boot strappi ng@nsc. honel. net",

nonce="a6332f f d2d234==", uri ="/bnsc. honel. net/ keymanagenent ?r equesttype=nsk-request”, qop=auth-int,
nc=00000001, cnonce="6629f ae49393a05397450978507c4ef 1", response="6629f ae49393a05397450978507c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 30e41", al gorit hm=MD5

<MSK request BLOB>

Authorization: This carries the response to the authentication challenge received in step 2 along with the
username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opague,
and the algorithm.

The qop attribute is set to "auth-int" by default.

NOTE 3: If step 1 wasaPOST request then this request would also be a POST request and contain the same client
payload in the HTTP request as was carried in step 1.

5. Zn: NAF specific key procedure

BM-SC retrieves the NAF specific key material. BM-SC further derives MBM S specific key material MRK
and MUK as specified in clause 6.1.

For detailed signalling flows see TS 29.109 [18].

Table H.2.1-4: Bootstrapping authentication information procedure (BM-SC to BSF)

Message source and Zn Information element Information Source in Description
destination name GET
NAF to BSF B-TID Authorization The bootstrapping transaction

identifier is encoded in the
username field according to the
Authorization protocol.

6. Authentication and certificate generation at BM-SC

BM-SC verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key
MRK. BM-SC calculates the corresponding digest values using MRK, and compares the cal culated values
with the received values in the Authorization header.

The BM-SC aso verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own.
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If the verification succeeds, the incoming client-payload request is taken in for further processing. The BM-
SC continues processing of the MSK request according to itsinternal policies. The BM-SC verifies that the
subscriber is allowed to receive the particular MSK(s) indicated in the MSK request by checking the BM-SC
Membership function.

7. Responseindicating success (BM-SC to UE) - see examplein table H.2.1-5

The BM-SC sends 200 OK response to the UE to indicate the success of the authentication and the MSK
request. The BM-SC generates a HTTP response. The BM-SC can use key MRK derived from NAF key
material to integrity protect and authenticate the response.

NOTE 5: The requested MSK keys are not delivered within the MSK request procedure. They are delivered with a
separate MIKEY procedure, see clause 6.3.2.3.

Table H.2.1-5: Successful HTTP response (BM-SC to UE)

HTTP/ 1.1 200 K

Server: Apache/1.3.22 (Unix) nod_perl/1.27

Aut henti cati on-1nfo: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef 1"
cnonce="6629f ae49393a05397450978507c4ef 1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMI

Expires: Fri, 09 Jan 2004 10:50:36 GMI

Authentication-Info:  This carries the protection.
Expires: Gives the date/time after which the response is considered stale.
8. Authentication at UE

The UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the
UE can regard the MSK request procedure as successful.

3GPP
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Annex X (informative):
Mapping the MBMS security requirements into security
functions and mechanism

Ax.1  Consistency check

Ax.1.1 Requirements on secure service access

Security reqguirement Check result

Rla: A valid USIM shall be required to access MBM S User Thisis provided by GBA.

Services. Ks xxx_NAF generation requires
avalid USIM.

R1b: It shall be possible to prevent intruders from obtaining GBA and HTTP digest

unauthorized access of MBM S User Services by masguerading as authentication provide this.

authorized users.

R2a: It shall be possible for the network (e.g. BM-SC) to A user is authenticated during the

authenticate users at the start of, and during, service delivery to MBMS user service registration

prevent intruders from obtaining unauthorized accessto MBMS User | and MSK re-keying.

Services.

R2b: It shall be possible to prevent the use of a particular USIM to GAA user security settings provide

access MBM S User Services. this.

Ax.1.2 Requirements on MBMS transport Service signaling protection

Security requirement Check result

R3a: It shall be possible to protect against unauthorized NDS/IP coversthis.
modification, insertion, replay or deletion of MBM S transport service
signaling on the Gmb reference point.

R3b: Unauthorized modification, insertion, replay or deletion of all Examples of the attacks could be:

transport service signaling, on the RAN shall be prevented when the e Changing the source

RAN selects a point-to-multipoint (ptm) link for the distribution of address of the content e.q.

MBMS datato the UE. from indicating company
A to company B.

e Changing dataindicating
the type of content from
type A to Type B
e Changing dataindicating
type of protection
required etc
e Appending content to the
end of the original content
Analysis has shown that there is
not any transport service signaling
sent over PTM that would need
protection.
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Ax.1.3 Requirements on Privacy

Security requirement Check result
R4a.  The User identity should not be exposed to the content The content provider knows only
provider or linked to the content in the case the Content Provider is the BM-SC.

located outside the 3GPP operator's network.

R4b: MBMS identity and control information shall not be exposed Such identity and control
when the RAN selects a point-to-multipoint link for the distribution of | information could be:
MBMS datato the UE. *  The identities of the
content providers
e Information on which
content providers have
the most customers
e Theidentities of the
content recipientsin the
case of multicast services
to small groups of users
Information which could be used
to identify specific usersis not
exposed on the point-to-multipoint
channel. However, it may still be
possible to identify whether a
particular user is subscribed to a
particular MBMS service. This
could be done by following the
physical movement of a particular
subscriber and the changes
between the use of point-to-point
and point-to-multipoint bearers for
particular MBMS servicesin the
cellsthat serve the target
subscriber. It is seen unnecessary
to protect against this kind of an
attack.
The only control information
exposed on the point-to-multipoint
channel isthe unprotected fieldsin
the MIKEY MTK transport
message. However, revealing this
information does not seem to pose
asignificant security risk.

Ax.1.4 Requirements on MBMS Key Management

Security requirement Check result

R5a.  Thetransfer of the MBMS keys between the MBM S key The MSK and MTK update
generator and the UE shall be confidentiality protected.. messages are encrypted.

R5b: Thetransfer of the MBMS keys between the MBMS key The MSK and MTK deliveries can
generator and the UE shall be integrity protected. be integrity protected.

R5c. The UE and MBMS key generator shall support the operator to | Supported by re-keying
perform re-keying as frequently as it believes necessary to ensure that: | functionality.

- usersthat have joined an MBM S User Service, but then left,
shall not gain further accessto the MBM S User Service
without being charged appropriately

- usersjoining an MBMS User Service shall not gain access to
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data from previous transmissions in the MBMS User Service
without having been charged appropriately

- theeffect of subscribed users distributing decryption keys to
non-subscribed users shall be controllable.

R5d:  Only authorized users that have joined an MBM S User Service

MSKs are delivered only to

shall be able to receive MBM S keys delivered from the MBMS key

authorized users and the delivery is

generator.

protected using MUK level keys.

R5e:  The MBMS keys shall not allow the BM-SC to infer any
information about used UE-keys at radio level (i.e. if they would be

The same CK and IK are not used in

GBA and radio level. In addition,

derived fromit).

Ks xxx_NAF generation uses a one-
way function.

R5f:  All keys used for the MBMS User Service shall be uniquely

MUK isidentified by the

identifiable. The identity may be used by the UE to retrieve the actual

combination of B-TID and NAF-ID

key (based on identity match, and mismatch recognition) when an

and the MRK is defined by B-TID

update was missed or was erroneous/incompl ete

MSK isuniquely identifiable by its
Key Domain ID and MSK ID

MTK isuniquely identifiable by its
Key Domain ID, MSK ID and MTK

1D

R50: The BM-SC shall be aware of where al MBMS specific keys

ﬁe BM-SC knows whether

are stored in the UE (i.e. ME or UICC).

Ks int NAF + Ks ext NAF or
Ks NAF was generated.

R5h: The function of providing MTK to the ME shall only deliver a

Freshnessis checked by MGV-F.

MTK to the ME if the input values used for obtaining the MTK were
fresh (have not been replayed) and came from atrusted source.

Ax.1.5 Requirements on inteqrity protection of MBMS User Service data

Security requirement

Check result

R6a. It shall be possible to protect against unauthorized
modification, insertion, replay or deletion of MBMS User Service

Thisis provided at the application
layer using SRTP or OMA DRM

data sent to the UE on the radio interface. The use of integrity shall be

DCF.

optional.

R6b: The MBMS User Service data may be integrity protected with

Thisis provided at the application

acommon integrity key, which shall be available to all users that have

layer using SRTP or OMA DRM

joined the MBM S User Service.

DCFE.

R6c. |t may berequired to integrity protect the "BM-SC - GGSN"

This can be provided by NDY/IP.

interfacei.e. reference point Gi.

Ax.1.6 Requirements on confidentiality protection of MBMS User Service

data

Security requirement

Check result

R7a |t shall be possible to protect the confidentiality of MBMS

Thisis provided at the application

User Service data on the radio interface.

layer using SRTP or OMA DRM
DCEF..

R7b: The MBMS User Service data may be encrypted with common

Thisis provided at the application

encryption keys, which shall be available to all users that have joined

layer using SRTP or OMA DRM

the MBMS User Service

DCF.
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R7c. It may berequired to encrypt the MBMS User Servicedataon | This can be provided by NDSY/IP.
the "BM-SC - GGSN" interface, i.e. the reference points Gi.

R7d: 1t shall beinfeasible for a man-in-the-middle to bid down the The BM-SC decides about the

confidentiality protection used on protect the MBMS User Service security level. There is no security

from the BM-SC to the UE. associ ation negotiation between
the UE and the BM-SC.

R7e: It shall beinfeasible for an eavesdropper to break the Thisis provided at the application

confidentiality protection of the MBMS User Servicewhen it is layer using SRTP or OMA DRM

applied. DCEF.

Ax.1.7 Requirements on content provider to BM-SC reference point

Security requirement Check result

R8a The BM-SC shall be able to authenticate and authorize a 3™ The mechanism to meet the

party content provider that wishes to transmit data to the BM-SC. reguirement is left to be
implemented between the BM-SC
and a 3rd party.

R8b: It shall be possible to integrity and confidentiality protect data | The mechanism to meet the

sent from a 3 party content provider to the BM-SC. requirement is left to be
implemented between the BM-SC
and a 3rd party.

AX.2 Conclusions

Based on the above results of the consistency check between the security requirements and security
functions/mechanisms the MBM S security requirements have been adequately met.

swr0% END OF CHANGE *br
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