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*** FIRST MODIFICATION ***

7.1 Identifiers

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different handover interfaces (H12 and HI3). The identifiers are defined in the subsections bel ow.

For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the
HI2 and HI3. The correlation number provided in the PS domain (SGSN, GGSN) is unique per PDP context and is used
to correlate CC with IRI and the different IRI's of one PDP context.

Interception is performed on an IMS identifier(s) associated with the intercept subject including identifiers such as
SIP-URL and Tel-URL [30].

*** NEXT MODIFICATION ***

7.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception Identifier (LI1D), which has been agreed between the LEA and theoperator (NO/AN/SP).

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge about a specific
interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.

The LIID isacomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LI1ID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was issued.

The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, aunique LIID for each
target identity of the interception subject or asingle LIID for multiple target identities al pertaining to the same
interception subject.

Note that, in order to simplify the use of the L1I1D at LEMF for the purpose of correlating IMS signalling with GSN CC,
the use of asingle L11D in association with potentially numerous IMS identities (SIP and TEL URIS) is recommended.

If more than one LEA intercepts the same target identity, there shall be unique LI1Ds assigned relating to each LEA.

*** NEXT MODIFICATION ***

7.1.3  Correlation number

The GPRS Correlation Number is unique per PDP context and used for the following purposes:
- correlate CC with GSN IR,
- correlate different GSN IRI records within one PDP context.

As an example, inthe UMTS system, the Correlation Number may be the combination of GGSN address and charging
ID.

NOTE: It isanimplementation matter how CSCF generates Correlation number value. However, in this release
CSCEF should use gPRSCorrelationNumber ASN.1 parameter as a container.
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*** NEXT MODIFICATION ***

7.2 IRI for IMS

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.

The IRl may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information).
2. Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if thisis required. The following table gives the mapping between event
type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

Event IRl Record Type
SIP-Message REPORT

A set of information is used to generate the record. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new |Es are available and if thisis
necessary in a specific country. The following table gives the mapping between information received per event and
information sent in records.

Table 7.2: Mapping between IMS Events Information and IRI Information

Parameter Description HI2 ASN.1 parameter
Observed SIP URI Observed SIP URI partylnformation (sip-uri)
Observed TEL URL | Observed TEL URL partylnformation (tel-url)
Event type IMS Event iMSevent
Event date Date of the event generation in the CSCF timeStamp
Event time Time of the event generation in the CSCF
Network identifier Unigue number of the intercepting CSCF networkldentifier

Correlation number Unigue number for each PDP context delivered to the gPRSCorrelationNumber
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

Lawful interception Unique number for each lawful authorization. lawfullnterceptionldentifier
identifier
SIP message Either whole SIP message, or SIP message header. sIPMessage

SIP message header is used if warrant requires only
IRI. In such case, specific content in the SIPMessage
(e.g. ‘Message’, etc.) must be deleted.

NOTE 1: LIID parameter must be present in each record sent to the LEMF.

NOTE 2: Details for the parameter SIP message. If the warrant requires only signaling information, specific content
in the parameter ‘SIP message’ like IMS (Immediate Messaging) has to be deleted/filtered.

NOTE 3: In case of IMS event reporting, the gPRSCorrelationNumber HI2 ASN.1 parameter, which is also used in
the IRIs coming from PS nodes, is used as container.

*** END OF MODIFICATIONS ***
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