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***** NEXT CHANGE *****

6.3
Key management procedures

Editor's Note: The contents of the http client payloads are FFS and may require input from TSG SA WG4.

6.3.1
General

In order to protect an MBMS User service, it is necessary to deliver both MSKs and MTKs from the BM-SC to the UE. 
MSK procedures are further divided to MSK request procedures, described in clause 6.3.2.2, and MSK delivery procedure, described in clause 6.3.2.3. MSK procedures use a point-to-point bearer. MSK procedures are similar for both streaming and download services. 
The BM-SC may also refrain from sending the MSK update message to the UE and let the UE request for the MSK. This may be needed in some download services where the UE fetches the MSK after receiving encrypted download object. In this case the back-off mode as described in 6.3.2.2.2 shall be used if present within the Service Announcement.
MTK delivery procedures use the MBMS bearer. MTK delivery procedures are different for streaming and download services and they are described in clause 6.3.3. 
***** NEXT CHANGE *****

6.3.2
MSK procedures

6.3.2.1
MSK identification

Every MSK is uniquely identifiable by its Key Domain ID MSK ID

where


Key Domain ID = MCC || MNC and is 3 bytes long.


MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. The Key Number part is used to distinguish MSKs that have the same Key Domain ID and Key Group part. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted. The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE:
It needs to be ensured that the Key Group parts are unique within an operator, i.e. two BM‑SCs within an operator shall not use the same Key Group value.

If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall delete the older of these two MSKs.


6.3.2.1A
MBMS User Service Registration procedure
When a UE has received MBMS User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user has triggered the activation of that User Service, the UE should register to the MBMS User Service. 
NOTE:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

The UE shall receive the following information via the User Service Discovery / Announcement procedures:

-
Fully qualified domain name of the key management server (i.e. the BM-SC). This is for the UE to know to which IP address to send the MSK request.

-
Confidentiality protection: on / off.

-
Integrity protection: on / off.

- 
UICC key management required: yes/ no.

-
Identifiers of the MSKs needed for the User Service.


The Key Number part of the MSK ID(s) shall be set to 0x0 to denote the current MSK. Specific Key Number values are not used in Service Announcement since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different User Service Sessions.
-
Back off mode parameters, as defined in [13], may be specified in association with each MSK ID if wanted by the service provider. The Back off mode is used to avoid congestion in MSK requests. The Back off mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off mode if it is requested by the BM-SC in the Service Announcement. 
If the MBMS User Service does not require any MBMS data protection (i.e. if security description is not present in the Service Announcement or if both confidentiality and integrity protection are indicated ‘off’), the UE shall not register for key management purposes.

In case the UICC key management is required, the UE should only try to access the MBMS user service if the used UICC application is capable of MBMS key management.
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Figure 6.x: MBMS User service registration procedure
The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to register to the MBMS User Service;

-
MBMS User Service ID.
The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1. 
If the authentication is successful, the BM-SC Key Request function verifies from the BM-SC Membership function whether the UE is authorized to register to the MBMS User Service specified in the request. If the UE is authorized, the BM-SC Key Request function registers the UE to the MBMS User Service, which means that the UE is registered to receive the MSKs used in this MBMS User Service. The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header to the UE.

NOTE:
The BM-SC may not need to challenge the UE (dashed box in Figure 6.x), if the UE has used WWW Authorization request headers in the first message in Figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header. 
The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry to register to the MBMS User Service. Further error cases are described in Annex F.2.4.
If the HTTP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery procedure(s) as specified in clause 6.3.2.3.

NOTE: 
The time between the MBMS User Service Registration procedure and MSK delivery procedure may vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.  
6.3.2.1B
MBMS User Service Deregistration procedure

When the UE desires to deregister from an MBMS User Service, it shall indicate this to the BM-SC. 
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Figure 6.x1: MBMS User service deregistration procedure
The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a deregistration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to deregister from the MBMS User Service;

-
MBMS User Service ID.

The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1. 
If the authentication is successful, the BM-SC Key Request function deregisters the UE from the MBMS User Service, which means that the UE will no longer receive the MSKs used in this MBMS User Service.  The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header.

NOTE:
The BM-SC may not need to challenge the UE (dashed box in Figure 6.x), if the UE has used WWW Authorization request headers in the first message in Figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails then the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header. 

The UE checks the validity of the HTTP response message. Error cases are described in Annex F.2.4.

The BM-SC should invalidate those MSKs from the UE, which are not used by any other MBMS User Services where the UE is registered. The BM-SC Key Distribution function performs this by running MSK delivery procedure for each MSK, where the Key Validity data is set to invalid value (cf. clause 6.3.2.3), i.e. SEQl is greater than SEQu.
6.3.2.2
MSK request procedures

6.3.2.2.1
Basic MSK request procedure

When a UE detects that it needs the MSK(s) for a specific MBMS User service, the UE should try to get the MSKs that will be used to protect the data transmitted as part of this User Service. In the MSK request the UE shall list the MSK IDs for which the UE needs the MSK(s).

The basic MSK request procedure is a part of different other procedures, e.g.:

-
initiation of key management when the UE has joined the MBMS user service;

-
request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.

-
BM-SC solicited pull.
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Figure 6.1: Basic MSK request procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE requests for the MSKs using the HTTP POST message. The following information is included in the HTTP message.

-
key identification information: a list of MSK IDs.

UEs may request specific MSKs by setting the Key Number part of the MSK ID to the requested value. When the Key Number part of the MSK ID is set to 0x0, this means the current MSK, see clause 6.3.2.1.

Editors' Note:
The exact syntax of the HTTP request message, e.g. possible XML schema of the request parameters in the client payload and its MIME type are to be specified in stage 3.

The BM-SC Key Request function authenticates the UE with HTTP Digest using the keys received from GBA as described in clause 6.2.1. 
If the authentication is successful, the BM-SC Key Request function verifies whether the UE is registered to any MBMS User Service that uses the MSKs specified in the request. If the UE is authorized, the BM-SC Key Distribution function shall deliver requested MSKs to the UE (cf. clause 6.3.2.3). The BM-SC sends a HTTP 200 OK message with Authentication-Info header.


NOTE:
The BM-SC may not need to challenge the UE (dashed box in Figure 6.1), if the UE has used WWW Authorization request headers in the first message in Figure 6.1 and BM-SC is able to authenticate the UE.
If the authentication fails then the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header.

Editors' Note:
The exact syntax of the HTTP response message, e.g. possible XML schema of the success or failure parameters in the client payload and its MIME type are to be specified in stage 3.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry or leave the MBMS User Service.

If the HTTP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery procedure as specified in clause 6.3.2.3.

NOTE: 
The time between the MSK request procedure and MSK delivery procedure may vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.  


6.3.2.2.2
Void


















6.3.2.2.3
Missed key update procedure

When the UE has missed an MSK update and it detects that it has not got the current MSK, e.g. from the received traffic, it may trigger the retrieval of the current MSK from the BM-SC. The procedure is the same as the Basic MSK Retrieval procedure in clause 6.3.2.2.1.

6.3.2.2.4
BM-SC solicited pull

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC Key Distribution function solicits the UE to contact the BM-SC and request for new MSK. An example of such a situation is when the BM-SC Key Distribution function wants the UE to trigger a UE that it needs to update the MSK.



[image: image7.wmf] 

UE

 

 

 

BM

-

SC

 

MIKEY (Key Number part of MSK ID = 0x0) with last MUK known by the BM

-

SC

 

HTTP POST (MSK ID)

 

Validate message based on last MUK 

known by BM

-

SC. 

Run GBA if that MUK 

was expired and no valid GBA

-

key is 

present

 


Figure 6.2b: BM-SC solicited pull

The BM-SC Key Distribution function sends a MIKEY message over UDP to the UE. The MIKEY message shall be protected by the last MUK known by the BM-SC. The Key Number part of the MSK ID in the extension payload of the MIKEY message shall be set to 0x0 to indicate that the UE should request for current MSK from the BM-SC.
If the received MUK_ID (i.e. the last MUK known by the BM-SC) does not correspond to the last MUK known by the UE, then the UE checks the solicited pull MIKEY message with the last MUK successfully used by the BM-SC.
The BM-SC shall not set the V-bit in the common header when initiating the BM-SC solicited pull procedure.
NOTE 1:
A MUK may be used by the BM-SC Key Distribution function beyond the GBA key lifetime of the corresponding Ks_xx_NAF for the purpose of using the MUK within the first MIKEY message of a push solicited pull procedure.

NOTE 2:
Since the integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included in the MIKEY message from the BM-SC Key Distribution function. There is however no key present in the message. Thus by setting the Encr data len field to zero, only the MAC of the message will be included.

When receiving the message, the UE shall request for the current MSK for the specified Key Group as specified in clause 6.3.2.2.1. 

6.3.2.3
MSK delivery procedures

6.3.2.3.1
Pushing the MSK to the UE

The BM-SC Key Distribution function controls when the MSKs used in a MBMS user service are to be changed. The below flow describes how MSK changes are performed. This procedure can be initiated after the UE has requested for MSK(s) as described in clause 6.3.2.2.
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Figure 6.3: Pushing the MSKs to the UE

When the BM-SC Key Distribution function decides that it is time to update the MSK, the BM-SC Key Distribution function sends MIKEY message over UDP transporting the requested MSK to the UE.

If requested by the BM-SC Key Distribution function, the UE sends a MIKEY acknowledgement message to the BM-SC.
NOTE:
The MSK is not necessarily updated in the message, since a MSK transport message can be sent e.g. to update the Key Validity data.

***** NEXT CHANGE *****
6.3.3.2
MTK update procedure

The MTK is delivered to the UE using MIKEY over UDP, but theV-bit in the common header shall not be set.

6.3.3.2.1
MTK delivery in download

In the download case the MIKEY message carrying the MTK shall be delivered over the same FLUTE stream as the object to be downloaded to the UE (see TS 26.346 [13]). This means that the message is specified as a separate object in the FLUTE File Delivery Table (FDT), having its own identifier. This means the MTK delivery inherits the reliability features of FLUTE. The mime-type of the object carrying the MIKEY message shall be the IANA-registered type for MIKEY.

6.3.3.2.12
MTK delivery in streaming

MIKEY messages transporting MTKs shall be sent using the same IP destination address as the RTP traffic. MIKEY messages shall be transported to UDP port number 2269 specified for MIKEY. Reliability of MTK delivery is reached by re-sending MTK messages periodically. In order to increase the possibility that UEs receive a new MTK in time, MTK messages may be sent before the RTP traffic changes over to a new MTK. 
Editor's Note:
The UDP port number needs to be specified for MIKEY.

**** NEXT CHANGE *****

6.4.6.1
MSK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following section 5.3 of RFC 3830 [9]).

1.
The Extension Payload (EXT) is examined, and if it indicates an MSK delivery protected with MUK, the MUK ID is received by combining IDi and IDr.

2.
The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is smaller or equal to the stored replay counter associated with the given MUK (the stored replay counter value is retrieved from MGV-S). To avoid issues with wrap around of the Timestamp payload field ''smaller than'' should be in the sense of RFC 1982 [10].

3.
The Security Policy payload is stored if it was present.

4.
The message is transported to MGV-F for further processing, cf clause 6.5.2.

5.
The MGV-F replies success or failure.

6.4.6.2
MTK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following section 5.3 of RFC 3830 [9]). 

1.
The Extension Payload (EXT) is examined, and if it indicates an MTK delivery protected with MSK, the MSK ID is extracted from the Extension Payload.

2.
The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is smaller or equal to the stored replay counter associated with the given MSK (the stored replay counter value is retrieved from MGV-S). To avoid issues with wrap around of the Timestamp payload field ``smaller than´´ should be in the sense of RFC 1982 [10].

3.
If the MTK ID extracted from the Extension payload is less than or equal to the current MTK ID (kept in the ME), the message shall be discarded.

4.
The message is transported to MGV-F for further processing, cf 6.5.3.

5.
The MGV-F replies success (i.e. sending the MTK and salt if available) or failure.

**** NEXT CHANGE *****

6.5.1
General

When an MSK or MTK message is received in the UE, it is processed in protected environment MGV-S.
Editor's Note: The choice between MIKEY key derivation algorithms and other suitable key derivations has not been made as there could be algorithms already in the UE.

6.5.2
Usage of MUK
When a MUK has been installed in the MGV-S, i.e. as a result of a GBA run, it is used as pre-shared secret used to verify the integrity of the MSK transport message and decrypt the key carried in the KEMAC payload as described in RFC 3830 [9].

6.5.3
MSK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key in the message is an MSK protected by MUK, MGV-F retrieves the MUK identified as specified in clause 6.1.

The integrity of the message is validated and the MSK is extracted from the KEMAC payload as described in section 5 of reference [9] if the validation is successful. The Key Validity data is extracted from the message and stored (in the form of MTK ID interval). The lower limit of the interval defines the SEQs.


If the MGV-F receives an MSK message, which has the same MSK ID as a stored MSK, the new MSK shall replace the old MSK. In case the message does not include any key in KEMAC payload, the Key Validity data shall be updated for the specified MSK.
If message validation is successful, then the MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding MUK ID.

**** NEXT CHANGE *****

6.6.1
General

The data transmitted to the UEs is protected by a symmetric key (an MTK) that is shared by the BM-SC and UEs that are accessing the MBMS service. The protection of the data is applied by the BM-SC Session and Transmission Function. In order to determine which key was used to protect the data key identification information is included with the protected data. The key identification information will uniquely identify the MSK and MTK. The MTK is processed according to the methods described in clauses 6.4 and 6.5. Whenever data from an MBMS User Service has been decrypted, if it is to be stored on the UE it will be stored decrypted.

NOTE:
Including the key identification information with the protected data stops the UE trying to decrypt and render content for which it does not have the MSK.
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