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===== BEGIN CHANGE =====

6.3.2.2.2
Initiation of key management

When a UE has received User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user has triggered the activation of that User Service, the UE should try to get the MSK(s) that will be used to protect the data transmitted as part of this User Service.

NOTE1:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.
NOTE2:
The user service announcements are not protected when sent over MBMS bearer.
The UE shall receive the following information via the User Service Discovery / Announcement procedures:

-
Fully qualified domain name of the key management server (i.e. the BM-SC). This for the UE to know to which IP address to send the MSK request.

-
Confidentiality protection: on / off.

-
Integrity protection: on / off.

- 
UICC key management required: yes/ no.

-
Identifiers of the MSKs needed for the User Service.


The Key Number part of the MSK ID(s) shall be set to 0x0 to denote the current MSK. Specific Key Number values are not used since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different User Service Sessions.

Editors' Note:
The exact syntax of the service announcement information including security parameters, e.g. possible XML schema of the parameters and its MIME type are to be specified in SA4.
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Figure 6.2a: MSK retrieval procedure

In case the UICC key management is required, the UE should only try to access the MBMS user service if the used UICC application is capable of MBMS key management.

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest as described in clause 6.2.1 of this specification.

The UE requests for the MSKs using with the HTTP POST message.

The rest of the procedure is the same as in clause 6.3.2.3.1.

===== NEXT CHANGE =====

Annex B (informative):
Security threats

B.1
Threats associated with attacks on the radio interface

The threats associated with attacks on the radio interface are split into the following categories, which are described in the following clauses:

-
unauthorized access to multicast data;

-
threats to integrity;

-
denial of service;

-
unauthorized access to MBMS services;

-
privacy violation.

The attacks on the MBMS service announcements to the users on the radio interface are not discussed here because in case these are transferred on a point-to-point connection (e.g. PS signaling connection) they are already secured. In case the service announcement is transferred over HTTP, it is protected by HTTP Digest as defined in the current specification and/or it may be integrity protected and optionally encrypted at the RAN level. In case the service announcements are sent over MBMS bearer, it is impractical to protect them.
===== END CHANGE =====
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