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swxcernoss BEGIN OF 150 MODIFIED SECTION s

55 Authentication methods

Authentication methods are discussed in TS 33.234 [6].

5.6 Service Authorization Principles for WLAN 3GPP IP Access

The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription
information, visited network capabilities and roaming agreement.

5.6.1  Accessing Home Network provided services
The following functionality and requirements have been identified:

- It shall be possible to support multiple service authorizations after a successful WLAN
authentication/authorisation (i.e. EAP success).

- The Service authorisation procedure should, asfar as possible, be independent from WLAN Access
authentication and authorisation.

- Therouting policy applied at WLAN Access Authentication and A uthorisation may include policy determining
whether the user has | P connectivity to the PDGs used for access to external |P networks.

- It shall be possible to permit access to different services simultaneously.
- Service authorization information shall be protected

- The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking
authorization (namely W-APN). In a service authorization procedure:

- W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the
service authorization decision is made by the 3GPP AAA Server based on the requested W-APN and
subscription information retrieved from the HSS/HL R, which includes e.g. the subscribed W-APNS).

top's rotes ¢ cberiction information

- The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

- The PDG selection shall be performed under control of the 3GPP Home Network by means of answersto
DNS queriesy for the requested W-APN and tunnel redirection. The selection is based on the requested W-
APN and user subscription information. The WLAN UE shall choose thean | P address of the PDG, if thereis
more than one PDG addressin the answer to the DNS queriesy.

The mechanism to select the PDG by the home network is out of scope of this specification, since it depends
on the operator's preference.

- The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.2  Accessing Visited Network provided services
When accessing visited network provided services, additional principles below apply:

- Inorder for the WLAN UE to be able to use W-APNsin the VPLMN, the 3GPP AAA Server needs to passto
the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited
Network to perform the service.

- The W-APN needs to be understood by both the Home and the Visited Networks.
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- TheV-PDG selection is shall be under control of the 3GPP Visited Network by means of answersto DNS query
for the requested W-APN and tunnel redirection. The selection is based on the authorized W-APN and service
related information. The WLAN UE shall choose the | P address of the PDG if there is more than one PDG
address in the answer to DNS query.

The mechanism to select the V-PDG by the Visited Network is out of scope of this specification, since it
depends on the operator's preference.

- Thesdlected PDG in the Visited Network needs to know the authorized W-APN to select the external network,
i.e. Wi interface.
5.6.3 External IP Network selection

The WLAN UE can connect to different External 1P networks, such as the Internet, an operator's | P network or a
corporate 1P network. The user may indicate a preferred I P network with a requested WLAN Access Point Name (W-
APN). The Requested W-APN may also indicate a point of interconnection to the external 1P network (i.e. PDG).

A W-APN isindicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and aPDG. It
isthen forwarded to the 3GPP AAA server/proxy in the same network as the PDG.

swxceross END OF 10 MODIFIED SECTION s

swxcernos BEGIN OF 2" MODIFIED SECTION stttk

6.3.10 Wm reference point
The Wm reference point appliesto WLAN 3GPP IP Access.

Thisreference point is located between 3GPP AAA Server and Packet Data Gateway respectively between 3GPP AAA
Proxy and Packet Data Gateway. The functionality of this reference point isto enable:

- The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's | P configuration parameters
from/via Packet Data Gateway.

- The 3GPP AAA Server to provide the PDG with the WLAN UE’sremote | P address, received from the HSS,
when static remote | P address allocation is used.

- The 3GPP AAA Server to provide the PDG with charging data (subscribed Charging Characteristics or W-APN
Charging Characteristics) for 3GPP PS based services charging

- Carrying messages between PDG and AAA Server in support of the user authentication exchange which takes
place between WLAN UE and 3GPP AAA server/proxy.

- Carrying messages for user authorization between PDG and 3GPP AAA server/proxy. These messages transport
e.g. the requested W-APN from PDG to 3GPP AAA server/proxy and eventually the authorized W-APN from
3GPP AAA server/proxy to PDG.

- Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

- Carrying mapping of auser identifier and atunnel identifier sent from the PDG to the AAA Proxy through the
AAA Server.
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6.3.11 Wd reference point

swxxeross END OF 2" MODIFIED SECTION #sccts
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swxcernoss BEGIN OF 150 MODIFIED SECTION s

2 References
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[10] 3GPP TS 29.002: "Mobile Application Part (MAP) specification”.

[11] 3GPP TS 29.329: " Sh Interface based on the Diameter protocol; Protocol details”.
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20034).
[238] IETF Internet-Draft: "EAP SIM Authentication" draft-haverinen-pppext-eap-sim-132
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3

Definitions, symbols and abbreviations

sexcerooss END OF 10 MODIFIED SECTION stk

wwxeroirss BEGIN OF 2" MODIFIED SECTION #ssces

5.11  Charging

The following functionality and regquirements have been identified:

The WLAN Access Network shall be able to report the WLAN access usage to the appropriate 3GPP system (i.e.
VPLMN in the roaming case and HPLMN in the non-roaming case).

It shall be possible for the 3GPP system to control a specific ongoing WLAN access session for online charging
purposes.

It shall be possible for an operator to maintain a single prepaid account for WLAN, PS, CS, and IMS for a user.

The 3GPP system shall be able to process the WLAN access resource usage information, and convert it into the
format used in 3GPP networks (e.g. CDR).

It shall be possible to correlate charging and accounting records generated in WLAN Access related nodes and
records generated in 3GPP nodes.

It shall be possible to apply offline charging and online charging mechanisms for the WLAN interworking with
3GPP network.

Additionally, for WLAN 3GPP IP Access:

It shall be possible to generate per user charging information in the HPLMN and in the VPLMN irrespective of
whether the serviceis provided in the HPLMN or in the VPLMN.

WLAN Charging Information shall be collected for each WLAN UE by the WAG and the PDG that are serving
the WLAN UE. The operator can control whether charging information shall be collected in the PDG on an
individual WLAN UE and/or W-APN context basis by appropriately setting the Subscribed Charging
Characteristics and/or W-APN Charging Characteristics in the HSS. The Charging Characteristics on the WLAN
subscription and individually subscribed W-APNSs are specified in 3GPP TS 32.252 [265].
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5.12  AAA Protocol Requirements

swxxeross END OF 2" MODIFIED SECTION #ssccts
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FrRxExE FIRST MODIFIED SECTION **x*x*

542 I-WLAN Access Network Advertisement and Selection

5421 Case of IEEE 802.11 WLANSs

54211 General
The following principles shall apply:

- Require no modifications of existing legacy APs.

- Have noimpact on existing legacy clients (implies no modification of current broadcast SSIDs).

- Havelow latency and overhead.

- The WLAN UE should be able to select the I-WLAN Access Network supporting the preferred PLMN.
In the case of IEEE 802.11 WLANS:

- Moadification of current broadcast SSIDs shall not be required;

- Active scanning should be supported by the WLAN UE;

- Passive scanning shall be supported by the WLAN UE;

- Multiple SSIDs may be supported (i.e. only standard 802.11 capable APs are required).

54.2.1.2 WLAN Access Network Advertisement

A WLAN network name is provided in WLAN beacon signal in so-called SSID (Service Set ID) information element.
Thereisaso the possibility for aWLAN UE to actively solicit support for specific SSIDs by sending a probe request
message and receive areply if the access point does support the solicited SSID. Active and passing scanning are defined
in |EEE 802.11 [21].

A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the
WLAN AN.

The above regquirement may be met through explicit EAP-based procedures or through the generic Preferred SSID list
procedures — for example Preferred SSID lists could include SSID formats defined by operators for the above purposes.

54.2.1.3 [I-WLAN Access Network Selection

For purpose of selecting the preferred I-WLAN AN the WLAN UE may contain lists of I-WLAN identities
preferences. One list will contain the -SSIDs preferred by the Home Network operator and one list containsthe SSID’s
preferred by the user.

The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot
operators with whom the Home Operator has adirect or indirect (through VPLMN in a roaming case) relationship.

There are two modes in network selection, i.e. Manual mode and automatic mode

M anual mode

In Mthe manual mode, the WLAN UE shall try to find sean{passweseanmng}iepall avallable SSIDs hrough p
scanning and/or actlve scanni ng (when it |s supported) [ , .

r-Manual-mede-eOnce alist of al available SSIDs has been obtained, it shall be possible for the WLAN UE

to obtain alist of al available PLMNSs from each SSID. When alist of PLMNSs has been obtained from all SSIDsiit shall
present them to the user- to select one. The WLAN UE shall then associate with the SSID that supports the PLMN that
is selected by the user.
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Automatic M ode

In the automatic mode the procedure is as follows:

| 0. TheWLAN UE scansfor al available SSIDs using passive scan and/or active scan. If the WLAN UE contains
the I-WLAN identities preference lists, the scan should be done in the order of these lists. It is not required to
continue the scanning after the highest priority SSID is found.

UE contains [-WLAN identities preference lists, the association shall be done in the order of these lists.

‘ 1. Start association and perform Network Discovery. When there is more than one available SSID and the WLAN

1a) If authentication to HPLMN succeeds (i.e. EAP-Success is received), then stop this procedure.

1b)If Network Advertisement information isreceived (i.e. EAP-ldentity/Request is received), then store the list
and start again step 1.

| Repeat stepl for al available SSID Wi HieeH i Hies .
If the scanning in step 0 was stopped due to the d|scovery of the h| ghest pr|or|ty SSI D, but the HPLMN has
not been found (e.g. because the SSID list is not updated or the selected SSID was a fake one), then the user
should go back to step 0 and scan for all avaitableremaining SSIDs.

Note that if an AP supporting HPLMN is found in the middle of the procedure, step 1a, then step 1 is stopped
and association with the remaining available APs will not take place.

2. Usethelists of ‘User Controlled PLMN Selector list for I-WLAN'’ and ‘ Operator Controlled PLMN Selector list
for I-WLAN' and the lists from step 1b) to select the best matching PLMN. Note that the * User Controlled
PLMN Selector list for I-WLAN’ has higher priority than the ‘ Operator Controlled PLMN Selector list for I-
WLAN'. Then select the I-WLAN AN that supports the best match PLMN. If more than one I-WLAN AN
supports the best matched PLMN, the I-WLAN AN having the highest priority SSID is selected, if ‘I-WLAN
identities preference lists are available.

| 3. Associate with the AP selected in step 2 and attempt authentication with the best match PLMN. An -WLAN AN
may indicate that it provides 3G interworking without the involvement of any other network than the WLAN
AN.

If such an indication is provided by the WLAN AN and if the WLAN UE supports the indication, then the
WLAN UE shall useit at SSID selection as defined in 3GPP TS 24.234 [9].

The above requirement may be met through explicit EAP-based procedures or through the generic ‘I-WLAN
identities' preference lists procedures —for example I-WLAN identities preference lists could include SSID
formats defined by operators for the above purposes.

*xxx%% END OF CHANGES ******
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5.1 Access Control Requirements

The following functional requirements have been identified:

- Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security
reasons.

- Minimal impact on the user equipment, i.e. client software.

- Minimal impact on existing WLAN networks.

- Theneed for operators to administer and maintain end user software shall be minimized.
- Existing SIM and USIM shall be supported.

- Authentication shall rely on (U)SIM based authentication mechanisms.

- R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

- Changesin the HSS/HLR/AuC shall be minimized.

- SLF node shall be used in the same way as defined in 3GPP TS 23.228 [24] to find the address of the HSS that
holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been
deployed by the network operator.

- Methodsfor key distribution to the WLAN access network shall be supported.

- The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having
simultaneous PS and CS connections for the same subscriber.

- WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into
account the user's subscription profile and optionally information about the WLAN AN, suchasWLAN AN
operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN
throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egresstraffic). This
information is used to enable use-case scenarios like location based authentication/authorization, location based
billing / customer care, and location based service offerings.

- It shall be possible to indicate to the user of the results of authorization requests.

- Resultsof WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take
appropriate action.

- The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any
change in service provision.

- This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for WLAN 3GPP |P Access.
- Service Authorization shall occur after the WH-AN-Aeeesssuccessful AuthenticationfAuthorization-procedure.

- Service based policy control shall be possible for the services authorized for the user.

- Access to 3GPP PS based services shall be provided viaWLAN. The interworking architecture shall be able to
support all 3GPP PS based services.

- Accessto PS based services normally provided by the 3GPP PS Core Network shall be provided via WLAN.
WLAN access to these services shall support the same features as those supported via the 3GPP PS Core
Network according to operator choice, e.g. private addressing schemes, external address allocation, secure
tunneling to private external network. Quality of Service shall be supported when accessing these services via
WLAN, although some limitations may exist because of the WLAN AN.
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A WLAN inter-working system supporting both WLAN Direct |P Access and WLAN 3GPP IP Access shall be
able to support WLAN UEs operating in the WLAN Direct P Access mode only, e.g. according to subscription.

A combined access capable user should be able to choose between a WLAN Direct |P Access only” or a
WLAN 3GPP IP Access, when the network allowsit.- When the WLAN inter-working system does not
support access to 3GPP PS based services, the WLAN UE shall be able to detect it.

A WLAN 3GPP IP Access capable WLAN inter-working system shall be able to mandate all flows for 3G PS
based services to be routed to the HPLMN or the VPLMN, e.g. according to subscription. This routing
enforcement shall not rely on the WLAN UE client.

Note: This may mandate additional functionality existing inthe WLAN AN

The technical solution for access control to local |P networks from WLAN shall be decoupled from WLAN
Access Control.

swxcerooss END OF 10 MODIFIED SECTION st
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5.6

Service Authorization Principles for WLAN 3GPP IP Access

The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription
information, visited network capabilities and roaming agreement.

5.6.1  Accessing Home Network provided services

The following functionality and requirements have been identified:

It shall be possible to support multiple service authorizations after a-successful WEAN
authenti cati onfastherisation-(e-EAP-sdueeess).

The Service authorisation procedure should, as far as possible, be independent from WLAN Access
authentication and authorisation.

The routing policy applied at WLAN Access Authentication and Authorisation may include policy determining
whether the user has | P connectivity to the PDGs used for access to external |P networks.

It shall be possible to permit access to different services simultaneously.
Service authorization information shall be protected

The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking
authorization (namely W-APN). In a service authorization procedure:

- W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the
service authorization decision is made by the 3GPP AAA Server based on subscription information retrieved
fromthe HSSHLR).

Editor's note: the use of subscription information is FFS.

- The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

- The PDG selection shall be performed under control of the 3GPP Home Network by means of answersto
DNS query for the requested W-APN and tunnel redirection. The selection is based on the requested W-APN
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and user subscription information. The WLAN UE shall choose the | P address of the PDG if there is more
than one PDG address in the answer to DNS query.

The mechanism to select the PDG by the home network is out of scope of this specification, since it depends
on the operator's preference.

- The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.2  Accessing Visited Network provided services

swxxeross END OF 2" MODIFIED SECTION #sccts
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55 Authentication methods

Authentication methods are discussed in TS 33.234 [6].

5.6 Service Authorization Principles for WLAN 3GPP IP Access

The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription
information, visited network capabilities and roaming agreement.

5.6.1  Accessing Home Network provided services

The following functionality and requirements have been identified:

- It shall be possible to support multiple service authorizations after a successful WLAN
authentication/authorisation (i.e. EAP success).

- The Service authorisation procedure should, asfar as possible, be independent from WLAN Access
authentication and authorisation.

- Therouting policy applied at WLAN Access Authentication and A uthorisation may include policy determining
whether the user has | P connectivity to the PDGs used for access to external |P networks.

- It shall be possible to permit access to different services simultaneously.

- It shall be possible to provide | P related configuration parameters to the WLAN UE during or after successful
service authorisation. These configuration parameters may include e.q. the WLAN UE’s remote | P address and
addresses of DHCP and DNS serversin the HPLMN.

- Service authorization information shall be protected

- The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking
authorization (namely W-APN). In a service authorization procedure:

- W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the
service authorization decision is made by the 3GPP AAA Server based on subscription information retrieved
from the HSS'HLR).

Editor's note: the use of subscription information is FFS.
-  TheWLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

- The PDG selection shall be performed under control of the 3GPP Home Network by means of answersto
DNS query for the requested W-APN and tunnel redirection. The selection is based on the requested W-APN
and user subscription information. The WLAN UE shall choose the |P address of the PDG if there is more
than one PDG address in the answer to DNS query.

The mechanism to select the PDG by the home network is out of scope of this specification, since it depends
on the operator's preference.

- The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.2  Accessing Visited Network provided services

When accessing visited network provided services, additional principles below apply:
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- Inorder for the WLAN UE to be able to use W-APNsin the VPLMN, the 3GPP AAA Server needs to passto
the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited
Network to perform the service.

- The W-APN needs to be understood by both the Home and the Visited Networks.

- TheV-PDG sdlection is shall be under control of the 3GPP Visited Network by means of answersto DNS query
for the requested W-APN and tunnel redirection. The selection is based on the authorized W-APN and service
related information. The WLAN UE shall choose the | P address of the PDG if there is more than one PDG
addressin the answer to DNS query.

The mechanism to select the V-PDG by the Visited Network is out of scope of this specification, since it
depends on the operator's preference.

- Thesdlected PDG in the Visited Network needs to know the authorized W-APN to select the externa network,
i.e. Wi interface.

- It shall be possible to provide | P related configuration parameters to the WLAN UE during or after successful
service authorisation. These configuration parameters may include e.q. the WLAN UE’s remote | P address and
addresses of DHCP and DNS serversin the VPLMN.

5.6.3 External IP Network selection
The WLAN UE can connect to different External P networks, such asthe Internet, an operator's | P network or a

corporate IP network. The user may indicate a preferred | P network with arequested WLAN Access Point Name (W-
APN). The Requested W-APN may also indicate a point of interconnection to the external IP network (i.e. PDG).

A W-APN isindicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and aPDG. It
isthen forwarded to the 3GPP AAA server/proxy in the same network as the PDG.

5.7 IP Connectivity for WLAN 3GPP IP Access

swxcerook END OF MODIFIED SECTION #sees
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7 Procedures

7.1 I-WLAN and VPLMN Selection Procedure

sexcerooss END OF 10 MODIFIED SECTION s

swxceroos BEGIN OF 2" MODIFIED SECTION stttk

7.9 W-APN resolution and Tunnel establishment

Thisinformation flow presents the generic message exchange necessary in order to resolve the selected W-APN and
establish aWLAN UE-Initiated tunnel for WLAN 3GPP |P Access purposes.

Asaprerequisite of these procedures it is necessary to perform the following:

1. WLAN Access Authentication and Authorisation and provisioning of the WLAN UE'slocal IP address
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Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network |D associated to
the service requested by the user.

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending oninternal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a
PDG in VPLMN.

| Note: The configuration of the WLAN UE regarding W-APNs-_can be controlled by e.g. USIM Application
Toolkit-based mechanisms.

2.1WLAN UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator
Identifier and performs a DNS query to resolve it. The DNS response will contain one or more | P addresses
of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS
procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case,
the WLAN UE continues with step 3.

2.2The WLAN UE selectsa PDG from the list received in step 2.1. If the DNS response contains | Pv4 and 1Pv6
adresses, the WLAN UE hasto select an address that has the same format asits own local |P address. If a
PDG isfinaly selected,; the establishment of an end-to-end tunnel is performed between the WLAN UE and
thisPDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment
request.

2.3 During the tunnel establishment, the PDG contacts the 3GPP AAA Server inthe HPLMN viathe 3GPP AAA
proxy for authorization of the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve
the information required for the mutual authentication part of the tunnel establishment. As a result of
successful mutua authentication the 3GPP AAA Server registers the WEAN-UE itself at the HSS (WLAN
registration procedure). This action may be omitted, if the WLAN-UE3GPP AAA Server is aready registered
at this3GPRP-AAA-Serverthe HSS.

The 3GPP AAA Server shal be able to check that the user requesting the tunnel establishment has been
aready successfully WLAN Access Authorized. Based on operator policy it shall be possible to turn this
check on and off. The check may be based on the user’s subscription data, e.g. the user’ s subscribed services.
If the check is not successful, the tunnel establishment request is rejected.
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If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, the AAA Server shall send
arejection message to the PDG and then the tunnel establishment shall be rejected by the PDG. The 3GPP
AAA server shal provide PDG with the subscribed Charging Characteristics or W-APN Charging
Characteristics. If it is not possible to establish the tunnel with any of the PDGs received from step2.1, or
the tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access
the given W-APN, then the WLAN UE continues with step 3.

2.4 During the tunnel establishment procedure, the PDG and the WAG exchange information viathe 3GPP AAA
Proxy in order to establish afiltering policy to allow the forwarding of tunnelled packets to the PDG. The
3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG.
The 3GPP AAA Proxy decides which filtering policy could be applied by the WA G according to local
information (e.g. based on number of users, WAG capabilities, roaming agreement policy, €etc).

3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN
resolution and tunnel establishment with a PDG in HPLMN.

3.1 WLAN UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator
Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more | P addresses
of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS
procedures.

3.2The WLAN UE selects a PDG from the list received in step 3.1. If the DNS response contains |Pv4 and | Pv6
addresses, the WLAN UE has to select an address that has the same format asits own local IP address. If a
PDG isfinally selected,; establishment of an end-to-end tunnel is performed between the WLAN UE and this
PDGs. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment
request.

3.3 During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of
the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve the information required
for the mutual authentication part of tunnel establishment. As aresult of successful mutual authentication the
3GPP AAA Server registers the WEAN-usersitself at the HSS (WLAN registration procedure). This action
may be omitted, if the WEAN-UE3GPP AAA Server is aready registered at this3GPRP-AAA-Serverthe HSS.
The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been
aready WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and
off. The check may be based on the user’s subscription data, e.g. the user’ s subscribed services. If the check
is not successful, the tunnel establishment request is rejected.

If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his
subscription, the AAA Server shall send a rejection message to the PDG and then the tunnel establishment
shall be rejected by the Home PDG. The 3GPP AAA Server shall provide the PDG with the WLAN UE’'s
remote | P address, received from the HSS, when static remote | P address alocation is used. The 3GPP AAA
server shall provide PDG with the subscribed Charging Characteristics or W-APN Charging Characteristics.

3.4 During the tunnel establishment, the PDG and the WAG exchange information viathe 3GPP AAA Server
and 3GPP AAA Proxy in order to establish afiltering policy to allow the forwarding of tunnelled packets to
the PDG. The 3GPP AAA server requests to the WAG to apply filtering policy based on information
obtained from the PDG. The 3GPP AAA server decides which filtering policy could be applied by the WAG
according to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy,
etc). The applied filtering policy is communicated to the Home-PDG.

79.1 Redirection

wwxeorss END OF 2" MODIFIED SECTION e
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5.12  AAA Protocol Requirements

- Asfar aspossible, acommon AAA protocol shall be used across all AAA interfaces. This may not be possible
for the Wa and Wd mterfaces when the WLAN AN isusi nq aleqacy AAA protocol A—eemmenAAA—meeeel—

- |If protocol interworking is needed, then in the non-roaming case it shall be performed at the edge of the 3GPP
network. For roaming, such interworking shall be performed either in the visited network or in the home network

(dependent upon inter-operator roami ng aqreements) H—FH%GFWGFKI—HQAM—FhﬁJQg%y—AAA—BFOEGGGFFS—H@Gde—FhEH
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/********** FIrSt amended Sections**********/

5.6.1  Accessing Home Network provided services

The following functionality and requirements have been identified:

It shall be possible to support multiple service authorizations after a successful WLAN
authentication/authorisation (i.e. EAP success).

The Service authorisation procedure should, as far as possible, be independent from WLAN Access
authentication and authorisation.

The routing policy applied at WLAN Access Authentication and Authorisation may include policy determining
whether the user has | P connectivity to the PDGs used for access to external |P networks.

It shall be possible to permit access to different services simultaneously.
Service authorization information shall be protected

The Access Point Name (APN) concept defined in 3GPP TS 23.003 shall be used for WLAN interworking
authorization (namely W-APN). In a service authorization procedure:

- W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the
service authorization decision is made by the 3GPP AAA Server based on subscription information retrieved
fromthe HSSHLR).

Editor's note: the use of subscription information is FFS,

- The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

- The PDG selection shall be performed under control of the 3GPP Home Network by means of answers to
DNS query for the requested W-APN-ane-tunnel-redirection. The selection is based on the requested W-APN
and user subscription information. The WLAN UE shall choose the | P address of the PDG if there is more
than one PDG address in the answer to DNS query.

The mechanism to select the PDG by the home network is out of scope of this specification, since it depends
on the operator's preference.

- The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

5.6.2  Accessing Visited Network provided services

When accessing visited network provided services, additional principles below apply:

In order for the WLAN UE to be able to use W-APNsin the VPLMN, the 3GPP AAA Server needs to passto
the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited
Network to perform the service.

The W-APN needs to be understood by both the Home and the Visited Networks.

The V-PDG selection is shall be under control of the 3GPP Visited Network by means of answersto DNS query
for the requested W-APN-and-tunnel-redirection. The selection is based on the authorized W-APN and service
related information. The WLAN UE shall choose the | P address of the PDG if there is more than one PDG
addressin the answer to DNS query.

The mechanism to select the V-PDG by the Visited Network is out of scope of this specification, since it
depends on the operator's preference.

The selected PDG in the Visited Network needs to know the authorized W-APN to select the externa network,
i.e. Wi interface.
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/********** NeXt amended SECtIOn **********/

6.2.6 Packet Data Gateway
The Packet Data Gateway appliesto aWLAN 3GPP IP Access enabled system.

3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet
Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service
selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home
network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the
selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the
PDG isintended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped
with adual IP stack.

Successful activation of a selected service resultsin:
- Determination of the Packet Data Gateway | P address used by the WLAN UE;
- Allocation of aWLAN UE's remote | P address to the WLAN UE (if one is not already allocated);

- Registration of the WLAN UE's|ocal 1P address with the Packet Data Gateway and binding of this address with
the WLAN UE's remote | P address.

The Packet Data Gateway:
- Contains routeing information for WLAN-3G connected users;
- Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;
- Performs address trandlation and mapping;
- Performs de-capsulation and encapsulation;

- accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

Allows alocation of the WLAN UE's remote | P address;

- Relaysthe WLAN UE'sremote | P address allocated by an external |P network to the WLAN UE, when external
IP network address allocation is used.

- Performsregistration of the WLAN UE'slocal |P address and binding of this address with the WLAN UE's
remote | P address;

- Provides procedures for unbinding aWLAN UE'slocal 1P address with the WLAN UE's remote | P address;

- Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE
initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote | P address, unbinding
etc.)

- May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening
are left to the operators control, e.g. by use of Internet firewalls.

- Generates per user charging information.
- Deliversthe mapping of auser identifier and atunnel identifier to the AAA Proxy.

- Generates charging information related to user data traffic for offline and online charging purposes.

CR page 4
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- May apply IP flow based bearer level charging [13], [15], e.g. in order to differentiate or suppress WLAN bearer
charging for 3GPP PS based services.

Annex F describes how PDG functionality can be provided by re-useing existing unmodified GGSN functionality.

/********** Next amer]ded %tlon **********/

79.1 VoidRedirection
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The initial tunnel establishment request and service authentication &authorization exchange

Redirection Message with alternative PDG IP address
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[FrExxxxkxk 1ot Ammended Section: New reference */

2

[aal

References

3GPP TS 32.252: "Telecommunication management; Charging management; Wireless Local Area

Network (WLAN) charging”.

[bb]

3GPP TS 32.296: "Telecommunication management; Charging management; Online Charging

System (OCS) applications and interfaces’

/********** Next amer]ded %Ctions**********/

3.2 Symbols

For the purposes of the present document the following symbols apply:

D' Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Dw Reference point between a 3GPP AAA Server and an SLF

Gr' Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and
control signalling)

wd Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control
signalling)

Wt Reference point between an Offline Charging SystemCGw/CCF and a 3GPP AAA Server/Proxy

Wg Reference point between a 3GPP AAA Server/Proxy and WAG

Wi Reference point between a Packet Data Gateway and an external |P Network

Wm Reference point between a Packet Data Gateway and a 3GPP AAA Server or 3GPP AAA proxy

Wn Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp Reference point between a WLAN Access Gateway and a Packet Data Gateway

Wo Reference point between a 3GPP AAA Server and an OCS

Wu Reference point between a WLAN UE and a Packet Data Gateway

Wx Reference point between an HSS and a 3GPP AAA Server

Wy Reference point between a PDG and an OCS

Wz Reference point between a PDG and an Offline Charging System

3.3 Abbreviations

AAA Authentication, Authorisation and Accounting

ACL Access Control List

AKA Authentication and Key Agreement

AP Access Point

APN Access Point Name

g; Q;I g;“a'g.”'g Q;eleeue bRGHOR

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

EAP Extensible Authentication Protocol

FQDN Fully Qualified Domain Name

GGSN Gateway GPRS Support Node

GTP GPRS Tunnelling Protocol

HLR Home L ocation Register

HPLMN Home PLMN

HSS Home Subscriber Server

|IEEE Institute of Electrical and Electronics Engineers
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P
IP-SM-GW
ISP
[-WLAN
NAI

NAT

OCS

PDA

PDG
PLMN
SIM

SSID
VLAN

UE

UMTS
USIM
SSID
VPLMN
WAG
W-APN
WLAN
WLAN AN
WLAN UE

/********** NeXt amended SeCtionS**********/

Internet Protocol

IP Short Message Gateway
Internet Service Provider
Interworking WLAN
Network Access |dentifier
Network Address Trandation
Online Charging System
Personal Digital Assistant
Packet Data Gateway

Public Land Mobile Network
Subscriber Identity Module
Service Set ID

Virtual Local Area Network
User Equipment

Universal Mobile Telecommunications System
UMTS SIM

Service Set IDentifier
Visited PLMN

WLAN Access Gateway
WLAN APN

Wireless Local Area Network
WLAN Access Network
WLAN User Equipment
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6.1.1 Non Roaming WLAN Inter-working Reference Model
3GPP Home Network
Intranet / Internet SLF HSS HLR
N Offline
S X Y Charging
SV ) Qi System
Wa 3GSPP AAA Wo ocs N
WLAN Access Network erver =
o) M/ >
WLAN Ww = B =
UE i
ey WAG Wp poc |
WLAN 3GPP IP Access
Wu
3GPP Home Network
Intranet /
Internet
SLF HSS HLR
Iy
D§ s‘\- S \ CGw/CC
QO F
WLAN Access Network Wa 3GPP AAA Wo OCSs
Server
WLAN Ww o W
UE =
el WAG Wp PDG Wi
WLAN 3GPP IP Access
Wu
Note: The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 6.1: Non-roaming reference model
6.1.2 Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home
3GPP networks. The Wx and Wo reference points are intra-operator. The home 3GPP network interfaces to other 3GPP

networks via the inter-operator Wd reference point.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server

using the Wd reference point.

It can also issue charging records to the visited network EGw/CCF-Offline Charging System when required. The 3GPP
network interfaces to WLAN Access Networks via the Wa reference point.

CR page 5



3GPP TS 23.234 v6.2.0 (2004-09) CR page 6

Intranet / Internet

3GPP Visited Network

3GPP ARA | wf | OMine
Charging
% Proxy System
WLAN Access Network — We
WLAN (Ww
UE Wl wac
o
=
(%]
(%]
(<5}
3 SLF
< . )
o
= =
= 3GPP AAA WX [ | oo
?5 Server 0.
™ &6\ o /O
pa
Z = 4N HLR
Wu = Packet Data |- — OCS

Gatewa
y K Offline
Charging

= System
3GPP Home Network
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Intranet /
Internet
3GPP Visited Network
3GPP AAA
% Proxy CGw/CCF
WLAN Access Network — o
WLAN |Ww
UE WAl wac
©
>
(9]}
[%2)
3
2 N 0@ SLF
o
o = 3GPPAAA WX [ oo
% Server Q0.
& O S
b
< § @, HLR
Wu = Packet Data
Gateway
ocs CGw/CC
F
§
3GPP Home Network
Note: The shaded area refers to WLAN 3GPP IP Access functionality.

Figure 6.2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home

Network
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WLAN
UE

Wwi

WLAN Access Network

Wu

Intranet / Internet
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3GPP Visited Network
3GPP AAA
Wa Proxy
W3 —xm “
— S
Wi Wp | Packet Data |y,
WAG Gateway Offline
Charging
WLAN 3GPR s System
[P Access kS
=
SLF “
Wx 3GPP AAA
HSS ) Server
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Offline
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Intranet / Internet
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3GPP Visited Network
Wa 3655) XAyAA W | cowiccF
W9 &
WLAN Access Network i— W
WLAN |Ww: Wi Wp | Packet Data
UE WAG Gateway
s s
Wu WLAN 3GP
[P Access
o SLF
3GPP AAA [ Wx
Server 0. HSS
7
G
g @ HLR
cew/
OCS CCF
3GPP Home Network
Note: The shaded area refers to WLAN 3GPP IP Access functionality.

Figure 6.2b: Roaming reference model - 3GPP PS based services provided via the 3GPP Visited
Network

/********** Next amended SeCtionS***********/

6.2.2

3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that resides in the Visited 3GPP Network. The 3GPP
AAA Proxy functionsinclude:

- Relaying the AAA information between WLAN and the 3GPP AAA Server.

- Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and
3GPP operator

- Providing access scope limitation information to the WLAN based on authorization information from the Home
network

- Reporting per-user charging/accounting information to the VPLMN SSHEGwOffline Charging System for
roaming users

- Servicetermination (O&M initiated termination from visited network operator)

CR page 9
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Protocol conversion when the Wa and Wd reference points do not use the same protocol

For WLAN 3GPP IP Accessonly:

Receiving per-tunnel charging information based on the tunnel identifier from the WAG and mapping of a user
identifier and atunnel identifier from the PDG; generating per user charging records for roaming users.

Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network
Authorization of accessto Visited network W-APNs according to local policy

Receiving the suitable policy enforcement information from AAA-Server and providesit to the WAG in
VPLMN.

May provide suitable routing enforcement information to WLAN AN.

The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA
Server or any other physical network node.

6.2.3 3GPP AAA Server

The 3GPP AAA server islocated within the 3GPP network. There should be only one 3GPP AAA Server for aWLAN
attached subscriber. The 3GPP AAA Server:

Retrieves authentication information and subscriber profile (including subscriber's authorization information)
from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signaling may pass through AAA proxies.

Communicates authorization information to the WLAN potentialy via AAA proxies.

Registersits (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized
3GPP subscriber.

Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber.

May act also asa AAA proxy (see above).

Maintains the WLAN UE's WLAN-attach status.

Provides the WLAN UE's WLAN-attach status to other entities (which are out of the scope of thisTS).

Generates and reports per-user charging/accounting information about WLAN Direct |P Access to the HPLMN

QGF.LGGWOffI ine Charging System.

Transfer a subscriber’ s authentication to a 3GPP AAA Server when it is requested by HSS/HLR.

For WLAN 3GPP IP Access.

Communicates service authorization information (e.g. authorized W-APN, necessary keying material for tunnel
establishment and user data traffics) to the PDG. AAA proxiesif the PDG islocated in VPLMN.

Provides the PDG with the WLAN UE’ s remote | P address, received from the HSS, when static remote | P
address allocation is used.

Provides the AAA-Proxy with suitable policy enforcement information.
Provides suitable policy enforcement information to WAG in HPLMN.

May provide suitable routing enforcement information to WLAN AN.

/********** NeN Sections**********/
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6.2.8 Offline Charging System

The Offline Charging System is within the 3GPP network. The mapping of the Offline Charging System in the Release
6 charging architecture is specified in 3GPP TS 32.252 [ad].

6.2.9 Online Charging System

The Online Charging System (OCS) is |located within the 3GPP network. The OCS is described in 3GPP
TS 32.296 [bb].

/********** Next amer]ded %Ctions**********/

6.3.5  Wfreference point

The WT reference point is located between 3GPP AAA Server/Proxy and 3GPP Offline Charging SystemGateway-
Funetion{CGR){Charging-Collection-Funetion{CCF). The prime purpose of the protocol s crossing this reference point

is to transport/forward offline charging information towards 3GPP operator's Offline Charging System
Gateway/Charging-coHectionfunetionlocated in the visited network or home network where the subscriber isresiding.
The information forwarded to the Offline Charging SystemGateway/Charging-ceHectionfunction istypically used for:

- Generating billsfor offline charged subscribers by the subscribers home operator.

- Cdculation of inter-operator accounting from all roaming users. Thisinter operator accounting is used to settle
the payments between visited and home network operator and/or between home/visited network and WLAN.

The functionality of the reference point is to transport:

- WLAN access-related charging data per WLAN user.

/********** N€VV SeCtionS**********/

6.3.15 WYy reference point

The WYy reference point is used by a PDG to communicate with an Online Charging System (OCS). The purpose of the
protocol(s) crossing this reference point is to transport online charging related information about WLAN 3GPP |P
Access so as to perform credit control for the online charged subscriber.

6.3.16 Wz reference point

The Wz reference point is used by a PDG to communicate with an Offline Charging System. The purpose of the
protocol(s) crossing this reference point is to transport offline charging related information about WLAN 3GPP IP
Access.

/********** NG\N %Ctions**********/
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7.7 Charging offline charged subscribers

3GPP AAA CGw/CCF
server

1. WLAN User is Authenticated and Authorized

2. WLAN collects
charging data
3. WLAN periodicaly \
sends-collected charging
information to 3GPP
AAA Server over Wb
ref.point
4. 3GPP AAA Server
sends charging data to
CGw/CCF over W ref.
point
C 1 1 C 1

—
WLAN UE

/

Figure 7.8: Charging Procedure for Offline Charged Subscribers
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1. The WLAN user is authenticated and authorized for WLAN access. User profile is downloaded into 3GPP AAA
serverServer. Part of the profileisinformation that the user isto be offline charged.
2. The WLAN acecessnetworkAN collects charging data related to access or services locally consumed.

3. The WLAN aceessnetworkAN periodically forwards collected charging information to the 3GPP AAA server-
Server over Wb reference point.

4. The 3GPP AAA server-Server forwards charging information to the Online Charging SystemEGw/CCF over the
Wf reference point.

Note: In visited network the 3GPP AAA Proxy may aso periodically report the usage of resources to the local
Cew/CCFONline Charging System over the WTf reference point.

CR page 13



3GPP TS 23.234 v6.2.0 (2004-09) CR page 14

7.8 Charging online charged subscribers
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WLAN UE
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Figure 7.9: Charging Procedure for Online Charged Subscribers

The WLAN user is authenticated and authorized for WLAN access. User profile is downloaded into 3GPP AAA
serverServer. Part of the profileisinformation that the user isto be online charged.

The 3GPP AAA server-Server reguests online charging credit from the OCS.

The OCS returns credit as time and/or volume quota.
The Aallocated quotaisindicated to the WLAN AN.

The WLAN AN monitors the quota consumption.

When guotais almost used, the WLAN AN issues re-authentication message over Wa reference point. Used

quotaisindicated in the request.

The 3GPP AAA Server requests more credit from the OCS.

The OCS returns credit as time and/or volume quota.

The Allocated-allocated new quotaisindicated to the WLAN AN.

10. The User-user disconnects from WLAN_AN.
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11. The WLAN AN reports the used quotato the 3GPP AAA Server over Wa reference point.
12. The Yser-user account is debited / credit according the usage information in the final message.

Note: In visited network the 3GPP AAA Proxy may aso periodically report the usage of resources to the local
Cew/CCFOnline Charging System over Wf reference point. In home network the 3GPP AAA Server
may also report the usage to the Cew/CCFONline Charging System over the Wf reference point using
offline charging procedures for statistical or other purposes.
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6.2.6 Packet Data Gateway
The Packet Data Gateway appliesto aWLAN 3GPP |P Access enabled system.

3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet
Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service
selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home
network or by the visited network. The resolution of the I P address of the Packet Data Gateway providing access to the
selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the
PDG isintended to support connections from WLAN UEs using |Pv4 and |Pv6 local addresses, it shall be equipped
with adual P stack.

Successful activation of a selected service resultsin:
- Determination of the Packet Data Gateway | P address used by the WLAN UE;
- Allocation of aWLAN UE's remote | P address to the WLAN UE (if oneis not already allocated);

- Registration of the WLAN UE's|ocal 1P address with the Packet Data Gateway and binding of this address with
the WLAN UE's remote | P address.

The Packet Data Gateway:
- Containsrouteing information for WLAN-3G connected users;
- Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;
- Performs address trand ation and mapping;
- Performs de-capsulation and encapsulation;
- accepts or rgjects the requested W-APN according to the decision made by the 3GPP AAA Server;

- redirects the tunnel establishment request towards another PDG if thisisindicated to be done by the 3GPP AAA
Server

Allows alocation of the WLAN UE's remote | P address;

- Relaysthe WLAN UE's remote I P address allocated by an external |P network to the WLAN UE, when external
IP network address allocation is used.

- Performs registration of the WLAN UE's local | P address and binding of this address with the WLAN UE's
remote | P address;

- Provides procedures for unbinding aWLAN UE'slocal |P address with the WLAN UE's remote | P address;

- Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE
initiating any binding of the WLAN UE'slocal IP address with the WLAN UE's remote | P address, unbinding
etc.)

- May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening
are |eft to the operators' control, e.g. by use of Internet firewalls.

haraing int on.
- Deliversthe mapping of auser identifier and atunnel identifier to the AAA Proxy.
- Generates charging information related to user data traffic for offline and online charging purposes.

- May apply IP flow based bearer level charging [13], [15], e.g. in order to differentiate or suppress WLAN bearer
charging for 3GPP PS based services.
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Annex F describes how PDG functionality can be provided by re-useing existing unmodified GGSN functionality.

6.2.7 Subscription Locator Function (SLF)

*kkkkkkkkk END OF MODIFIED SECTION *kkkkkkkkkkkk
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[18] J. Caron, "DNS Based Roaming", http://www.ietf.org/internet-drafts/draft-caron-dns-based-roaming-00.txt,
April 2002, (work in progress)

[19] IEEE Std 802.1X-2001 |EEE Standard for Local and metropolitan area networks— Port-Based Network
Access Control

[20] IETF Internet-Draft: "Network Discovery and Selection within the EAP Framework" . draft-adrangi-eap-
network-discovery-and-selection-03, work in progress.

[21] | EEE Std 802.11-1999, Local and metropolitan area networks—Specific requirements—Part 11: Wireless
LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, |EEE, Sep. 1999.
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[22] IETF Internet-Draft: "EAP AKA Authentication” draft-arkko-pppext-eap-aka-12 (April 2004).

[23] |ETF Internet-Draft: "EAP SIM Authentication" draft-haverinen-pppext-eap-sim-13 (April 2004).

[24]  3GPPTS23.228:" IP Multimedia Subsystem (IMS); Stage 2".

[25] 3GPP TS 22.234: "Requirements on 3GPP system to Wireless Local Area Network (WLAN) interworking”

[26] 3GPP TS 32.252: "Telecommunication management; Charging management; Wireless Local Area Network
(WLAN) charging".

[27] 3GPP TS 29.060: "GPRS; GTP across the Gn and Gp interface”

sexcerooss END OF 10 MODIFIED SECTION stk

swxcernok BEGIN OF 2" MODIFIED SECTION stttk

F.3 Gn' considerations

| Editor's note: The Gn’ procedures shall comprise a subset of the Gn reference point procedures. There shall be no
enhancements to Gn applied.

F.3.0 General

A minimum set of interworking procedures over the Gn’ reference point would include the following messages from the
Gn reference point messages and procedures specified in 3GPP TS 29.060 [27]:

- Create PDP Context Request / Responsg;

Update PDP Context Request / Response;
- Delete PDP Context Request / Response;

- Error Indication;

- Version Not Supported;
- GTP Ppayload Fforwarding-{specified-n-29.060).

The TTG must be provided with information, e.g. MCC and MNC of the VPLMN, needed to include the RAI
Information Element within the messaging to the GGSN to enable simple position based billing and to enable the
HPLMN to restrict certain content to those countries depending on that country’slegal requirements.

The assignment of the remote | P address should be done from a pool of 1P address belonging to the GGSN/RADIUS
server or at least “address range coordinated” with those to enable correct routing on Gi. The End-user-address | E must
be provided in the Create PDP Context Request. If address assignment is done by the GGSN/RADIUS, the |E shall be
empty in the request message (indicating dynamic address assignment by GGSN/RADIUS), which makes the
GGSN/RADIUS assign and return an | P address in the Response message.

The NSAPI value to be provided over the Gn’ reference point is allocated in the TTG, see subclause F.5.

If acertain charging profile should be applied in GGSN the Charging Characteristics |[E may be included. In that case
thisinformation needs to be available in the TTG. The Charging Characteristics may be used to give special charging
for WLAN in the GGSN. The Charging Characteristic is defined per subscriber and is stored in HLR. For GPRS the
Charging Characteristic is sent to SGSN at attach and is forwarded to GGSN at PDP context creation. For WLAN
interworking, the TTG may for example get thisinformation from HLR viathe 3GPP AAA Server.
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**** Start of changes ****

2 References
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[6] 3GPP TS 23.040: "Technical Realisation of the Short Message Service (SMS)"

[7] 3GPP TS 23.060: "GPRS; Service description”.

8] GPRPTR 23.934
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[9] 3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols; Stage 3".

[10] 3GPP TS 29.002: "Mobile Application Part (MAP) specification”.
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[15] 3GPP TS 23.125: "Overall High Level Functionality and Architecture Impacts of Flow Based
Charging"

[16] RFC2284: "PPP Extensible Authentication-Protecol(EAP) void

[17] RFC 2486: "The Network Access |dentifier"

[18]

[19] |EEE Std 802.1X-2001 |EEE Standard for Local and metropolitan area networks— Port-Based

Network Access Control
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First Changes

543 PLMN Advertisement and Selection

543.1 General
The following principles shall be used in PLMN Advertisement and Selection:
- This procedure takes place after association with an AP
- Theuser shal be able to select the Visited Network
- Usethe NAI for routing of AAA messages.
- Havelow latency and overhead.
- Useexisting EAP mechanisms, if possible.

- Beextensible to permit advertisement of WLAN characteristics other than the PLMNIDs of roaming partners.

543.2 Network Advertisement

Network advertisement information enumerates the roaming partners and associated NAI realms. This information shall
be provided to the WLAN UE when the WLAN is unable to route an authentication request from the WLAN UE based
on theinitial NAI (e.g. when the WLAN AN receives aNAI with an unknown realm) and when the WLAN UE
explicitly requests Network advertisement information. The network advertisement information is returned from the
first hop AAA functionality. Thefirst hop AAA functionality may be located either in the WLAN AN or in the PLMN
in case no AAA functionality isin the WLAN AN. The provisioning of this AAA functionality is an implementation
issue and does not put new requirements on 3GPP AAA Proxy/Server. Details on the usage and coding of Network
advertisement information are included in 3GPP TS 24.234 [9].

End of First Changes
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wwxcriiss BEGIN OF MODIFIED SECTION #xts

7.10.3 Disconnection of the last tunnel for a WLAN UE

If the PDG detects that the disconnected tunnel isthe last tunnel between the PDG and the WLAN UE, then al the
WLAN UE related authorization and profile information could be removed from the PDG during the tunnel
disconnection process.

In case the 3GPP AAA server decides to disconnect the WLAN UE from the WL AN after the-disconnection of the
tunnel, a disconnection procedure will proceed as described in section 7.6 (steps 3-4).;

After the WLAN UE was disconnected from the WL ANfthe 3GPRP-AAA-Server-decidestoremove the WLAN UE's
tafermation-fromthe 3GPP-AAA-Server, the 3GPP AAA Server notifies the HSS using the Wx procedure "Purge” that
the WLAN UE’sregistration in the 3GPP AAA Server has been caneetteddel eted. In this case Fhethe HSS remevesthe
staterelated-to-thatde-registers the 3GPP AAA Server (WLAN de-registration procedure)..-e-g-the-addressof the-

e 3C : : ) P ber.

7.11 The WLAN UE initiated WLAN AN Access disconnection

*kkkkkkkkk END OF MODIFIED SECTION *kkkkkkkkkkkk
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First Changes

6.3.13 Ww reference point

6.3.13.1 General Description

The reference point Ww connects the WLAN UE to the WLAN Access Network per IEEE 802.1x [19] specifications.
The definition -of |IEEE Physical and Medium Access Control layers protocols (e.q. Layer 1 and Layer 2 defined by
|EEE 802.11 standards) is out of the scope of 3GPP.

6.3.13.2 Functionality

The functionality of the reference point is based on per IEEE 802.1x specifications[19]-_and it is intended to transport
signalling messages including:

- parameters for authentication signalling between the 3GPP AAA Server and the WLAN UE;

- parameters for identification of the operator networks for roaming purposes (i.e. PLMN list).

End of the first Changes
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**** First modified section ****

6.5 WLAN user profile

The WLAN user profile shall reside in HSS (if the operator is using alegacy HLR, the WLAN user profile may reside
in the 3GPP AAA Server) and be retrieved from 3GPP AAA server viaWx reference point. The profile shall contain
the following dataitems. Detailed work on these parameters is expected in stage 3 work.

1. IMS
. ification.
2. MSISDN

3. Operator determined barring of 3GPP-WLAN interworking subscription
4. Operator determined barring of 3GPP WLAN 3GPP turneting-1P Access

This alows operator to disable all W-APNSs at onetime. If there is a conflict between this item and the "operator
determined barring” of any W-APN, the most restrictive will prevail.

5. Maximum session duration (optional)
Used for re-authentication purposes. If thisfield is not used, the WLAN AN will apply default time intervals.
6. Subscribed Charging Characteristics and aAccounting sServer H dentifier(s)

The Subscribed Charging Characteristics will implicitly define the charging mode to be applied and, for every
case, the eharging-nede-accounting server where the accounting information is to be reported.

7. List of authorized W-APNSs (optional)

List of W-APNs for which the user will have services available. These W-APNs may correspond to servicesin
the home network or in the visited network.

For each W-APN it shall be possible to define:
- W-APN Charging Characteristics and Accounting Server Identifier (optional)

If these parameters are not present, the W-APN Charging Characteristics and aAccounting sServer
Hdentifier defined in item 6 must be considered.

- W-APN remote IP address (optional)

Indicationes of the static remote IP address. If this parameter is present, the 3GPP AAA Server shall
download it to the PDG in the W-APN authorization procedure, so the PDG shall use this static IP
address. Otherwise, the remote | P address shall be allocated dynamically.

oW-APN-Subscribed-remote HP-address

- Operator determined barring for W-APN. Asthe service requirements defined in TS 22.234. Nete-Those
W-APNs which have a complete barring, shall not be sent to the 3GPP AAA Server from HSS.

8. WLAN Direct | P access Local-aceess-allowed

CR page 3
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**** Start of changes ****

7 Procedures

Editor's note: the following procedure is FFS:

- Subscriber Registers.

7.1 I-WLAN and VPLMN Selection Procedure

7.1.1 Initial network selection

@ WLAN AN

1) WLAN AN connection establishment
| |

| |
2) Start Access Authentication with a NAI

3GPP AAA
Server/Proxy

< 3).VPLMN . advertisement

4) Access Authentication procedure

I I
3GPPAAA
Server/Proxy

1. WLAN AN connection establishment

| |
2. Start Access Authenticationwitha NAI

3. VPLMN adverti ssment

4. Access Authenticationprocedure

— ] —

Figure 7.1: I-WLAN and VPLMN selection procedure

1. The WLAN UE selectsaWLAN AN and establishes the WLAN connection with aWLAN technology specific
procedure (e.g. in IEEE 802.11 it starts an association procedure). The details of the selection of the WLAN AN
are specified in 3GPP TS 24.234 [9].

2. The Authentication procedureisinitiated in aWLAN technology specific way and as a part of this process, the
WLAN UE sends a NAI to the WLAN AN. The NAI shall be constructed asit is specified in 3GPP
TS 23.003[5].

3GPP



3GPP TS 23.234 v6.2.0 (2004-09) CR page 4

3. If the WLAN AN is not able to route the authentication request (e.g. in the case where the WLAN AN receives
aninitial NAI with an unknown realm), the WLAN AN sends a response to the WLAN UE that provides
information about the 3GPP networks to which the WLAN AN is able to route authentication requests.

From this point the WLAN UE may continue the access authentication with the selected WLAN AN using a
different NAI (step 2) or may start access authentication with another available WLAN AN (step 1) or may stop.
The details of the WLAN UE behaviour are specified in 3GPP TS 24.234 [9]. If the WLAN UE continues the
access authentication with the selected WLAN AN, it shall select aVPLMN among the 3GPP networks
indicated in the response received from the WLAN AN and build the new NAI as aroaming NAI indicating this
VPLMN.

4. The WLAN AN routes the AAA message to the 3GPP AAA Server or 3GPP AAA Proxy based on the NAI and
the access authentication is performed as it is specified in 3GPP TS24.234 [9].

7.1.2 Network re-selection

When the WLAN UE changes from the current serving PLMN to another PLMN with or without change of the WLAN
AN, it needsto use anew NAI corresponding to the new PLMN in a new authentication initiated by the WLAN UE or
the WLAN AN.

The 3GPP AAA Server may then receive a new authentication with PLMN selection different from the current active
connection. For example, the WLAN UE lost radio in the first WLAN AN, then it changed to another WLAN AN with
adifferent PLMN selection before the previous WLAN AN detected that the user islost, or the WLAN UE started the
new authentication before the disconnection of the previous connection. In this case, the 3GPP AAA Server shall
initiate a disconnection to the currently active connection after the success of the new authentication and authorization
process.

3GPP
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7.2 WLAN Access Authentication and Authorisation
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oF HL
| [

1. WLAN Connection Setup

2. Necessary amount of EAP

Request & EAP Response 3. Authentication info
message exchanges between UE retrieval from HSSif
and 3GPP AAA Server as info not yet available j
specified in the utilised EAP type 3GPP AAA server

4. Subscriber profile
retrieval from HSS if
info not yet available j
this 3GPP_AAA servl I

5.Policy enforcement info delivery
6. Access ACCEpPt  [=mmmmmmm e e e S ™

[Keying material and
authorisation informatjon

7 . EAP/Success yitin message]

|8. Looking for othef ongoing session

9. WLAN Registration
to HSS if WLAN user
not yet registered to
this 3GPP AAA
Server
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Server

1. WLAN ConnectionSetup

3. AuthenticationInfo
retrieval fromHSSIf

2. Necessary amount of EAP Request & EAP infonot yet available
Response message exchanges between UE in3GPPAAA srver
and 3GPPAAA Server as specifiedin the
utilised EAP type

4., Subscriber profile
retrieval from HSS if
infonot yet availablein
this 3GPP AAA server

5. Policy enforcementinfo delivery

6. Access Accept

[keying material and
authori sation informeation

withinmessage]
7. EAP/Success
8. Lookingfor other ongoing sesson

9. WLAN Regidrationto
HSSif WLAN user not
yet regigeredtothis
3GPPAAA Server

1 1 1 1 1

Figure 7.2: Authentication and authorisation procedure

1. WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP).

2. The EAP authentication procedure isinitiated in WLAN technology specific way.
All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific
protocol.
All EAP packets are transported over the Wa reference point.
A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and
WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved
from HSS may be needed to execute certain EAP message exchanges.

3 Information to execute the authentication with the accessed user is retrieved from HSS. Thisinformation
retrieval is needed only if necessary information to execute the EAP authentication is not aready availablein
3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised. During the
information retrieval the HSS/HLR checksiif thereis a 3GPP AAA serverServer aready registered to serve for
the user. In case the HSS/HL R detects that another 3GPP AAA serverServer has already registered for this user,
it shall provide the current 3GPP AAA serverServer with the previoudly registered 3GPP AAA serverServer
address. The authentication signalling is then routed to the previously registered 3GPP AAA serverServer.

3GPP
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4  Subscribers WLAN related profileisretrieved from HSS. This profile includes e.g. the authorisation information
and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already
available in 3GPP AAA Server.

5. Optionally, the 3GPP AAA serverServer (or the 3GPP AAA prexyProxy in roaming case) may send the policy
enforcement information to the WAG in the PLMN that the WLAN UE selected in case VPLMN isto alocate
the local IP Address for the WLAN UE.

Note: Additional process, such as alocating the IP address, may be necessary during or before this step to be
performed.

6 |If the EAP authentication and authorisation was successful, then 3GPP AAA Server sends Access Accept
message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived
from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling
attributes) to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the
authenticated WLAN UE.

NOTE: Intheroaming case, authorisation information is passed from 3GPP AAA Server to 3GPP AAA Proxy in
the form of Local service identifiers (see Section 6.5)

7 WLAN informsthe WLAN UE about the successful authentication and authorisation with the EAP Success
message.

8 The 3GPP AAA Server checksif thereisadifferent previoudy established authentication session of the WLAN
user, e.g., asession that uses a different WLAN UE or roaming in adifferent WLAN AN or in a different
VPLMN. If yesthen 3GPP AAA serverServer shall close the previously established session (" Session abort
procedure” over Wa) to avoid multiple WLAN direct |P access sessions.

9 3GPP AAA serverServer registersthe WLAN users 3GPP AAA ServerServer to the HSS. In registration
messages the subscriber isidentified by his permanent identity. This registration is needed only if the subscriber
isnot already registered to this 3GPP AAA ServerServer.

3GPP
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3GPP AAA
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1. User is registered
3GPP AAA server

2. User subscription|
modified in HSS

—

WLAN UE WLAN AN

(I

to the WLAN

—

4. Access authorisation
information is updated
tothe WLAN

(I

4. Access authorisatiq
information is updated

—

3. Wx “Subscriber
Profile” procedure

—

3GPPAAA
Server

1. Userisregisteredtoa
3GPPAAA srver

2. User subscriptionis
modified in HSS

3. Wx " Subscriber
Profile’ procedure

1]

(I

Figure 7.3: Subscriber Profile and access authorization info Update Procedure

1. Userisregistered to a3GPP AAA serverServer

2. Subscribers subscription is modified in the HSS e.g. via O& M.

3. HSS updates the profile information stored in the registered 3GPP AAA serverServer by Wx reference point
procedure " Subscriber Profile".

4. The WLAN access authorisation information of the associated connection is updated to WLAN as necessary.

7.3.1

This procedure isfor WLAN 3GPP IP Access.

3GPP
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3GPP AAA
WLAN WAG PDG Server

1. User isregistered to a
3GPP AAA server

I
2. User's service
subscription is modified

in HSS
3. Wx “Subscriber
4. Access authorisation information is updated to the e
itihs} > Profile” procedure
5. Service
authorisation info is
updated to the PDGs

| 6. Filtering policy information update to WAG |

—— — — — ——

1. Userisregigeredto a
3GPPAAA server

2. User's service
subscriptionismodified
in HSS

3. Wx "Subscriber

Profil€’ procedure
<Access authorisation information is updated to the W@

5. Service
Authorisationinfois
updatedto the PDGs

6. Filteringpolicy informationupdateto WAG

== = - ==

Figure 7.4: Authorization information Update Procedure

1. Userisregistered to a3GPP AAA serverServer

2. User's service subscription is modified in the HSS e.g. via O&M,

3GPP
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3. HSS updates the profile information stored in the registered 3GPP AAA serverServer by Wx reference point
procedure " Subscriber Profile".
4. The WLAN access authorisation information of the associated connection is updated to WLAN_AN if necessary.

5. The service authorisation information of the activated servicesis updated to PDGsif necessary. A deactivation
of service may beinitiated if the subscriber lost the authorization of the activated service.

6. Thefiltering policy information of the activated servicesis updated to WAG if necessary.

Note: The de-registration may be initiated by the 3GPP_AAA serverServer to the HSS as necessary, i.e.,
the3GPP -AAA serverServer determines that the WLAN UE is unable to access any service upon the
updated authorization.
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7.4 Cancelling WLAN Registration

1. User WLAN
subscription is
cancelled in HSS

2.Wx "Cancel WLAN
Registration”

I
‘ 3. Wa ”“Session Abort” procedure (if needed) ‘

I
4 disconnection of the
WLAN radio interface

WAG PDG

connection(if needed)

5. Release tunel resource
and information in
PDG (ifneeded)

6. Removethefiltersin the WAG (if needed)

WLAN UE WLAN AN 3GPPAAA
Server

1.User WLAN
subscriptionis
cancelled in HSS

2. Wx "Cancel WLAN
Regidration™

3. Wa"SessonAbort" procedure(if needed)

[
4.Disconnection of the WAG @
WLAN radiointerface

connection(if needed)

5.Release tunél resource
and informationin PDG
(if needed)
l I
6. Removethefiltersin the WA G (if needed)

— == = = =3 1]

Figure 7.5: Cancellation of WLAN Registration Procedure

1. The 3GPP subscribers WLAN subscription is cancelled in HSS.
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2. HSS cancels subscribers WLAN registration in the 3GPP AAA Server by Wx reference point procedure " Cancel
WLAN Registration”. In the messages subscriber isidentified by his permanent identity.

3. If the subscriber's WLAN access connection still exists, Wa reference point procedure " Session Abort"
procedure is executed towards WLAN.

4. If theradio connection till exists, WLAN disconnects the radio interface connection by WLAN technology
specific mechanisms.

5. If the subscriber's tunnel connection with one or several PDG(s) exists, the 3GPP AAA serverServer/prexyProxy
informs the PDG(s) over the Wm reference point, to remove the tunnel related information and resource.

6. Thefilters, which were deployed to WAG for the tunnel(s) during the tunnel establishment, are removed.

3GPP
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7.5 Disconnecting a Subscriber by WLAN

WLAN UE AAA server/
proxy

HSS

l.session termination
event triggered

2.Wa "Session Termination" procedure

WAG

3'. Release tunnel resource
and information in PDG
(if needed)

4. Removethefiltersin the WAG (if needed)

5. 3GPPAAA server
decidesto removethe
WLAN UEs gtate and
initiates Wx “Purge”.

3GPPAAA HSS

1.Sesson termination
event triggered
[

2. Wa "Session Termination” procedure

3. Release tunnel resource
and informationin PDG
(if needed)
| |

4. Removethefiltersinthe WAG (if needed)

5. 3GPPAAA srver
decidesto removethe
WLAN UEs state and
initiatesWx "Purge”.
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Figure 7.6: WLAN initiated disconnection procedure

1. WLAN detectsthat a Session related to aWLAN UE should be terminated towards the 3GPP AAA Server, e.g.
when the WLAN UE has disappeared from WLAN coverage.

2. WLAN initiates Wa Session Termination procedure towards 3GPP AAA serverServer.

3. If the subscriber has atunnel connection with one or more PDGs, and the 3GPP AAA serverServer/proxyProxy
needs to remove the connections, it informs the PDG(s) over the Wm reference point to remove the tunnel
related information and resource.

4. Thefilters, which were deployed to WAG for the tunnel (s) during the tunnel establishment, are removed.

5. In case when the 3GPP AAA serverServer decides to remove the WLAN UESs state from the 3GPP AAA
serverServer, the 3GPP AAA serverServer notifies HSS using Wx procedure "Purge” that the WLAN
registration in the 3GPP AAA Server has been cancelled. HSS removes the state related to that 3GPP AAA
serverServer, e.g., the address of the serving 3GPP AAA serverServer for the identified subscriber.

**** Next changes ****

7.9 W-APN resolution and Tunnel establishment

Thisinformation flow presents the generic message exchange necessary in order to resolve the selected W-APN and
establish aWLAN UE-Initiated tunnel for WLAN 3GPP IP Access purposes.

Asaprerequisite of these procedures it is necessary to perform the following:

1. WLAN Access Authentication and Authorisation and provisioning of the WLAN UE'slocal 1P address

3GPP
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Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to
the service requested by the user.

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.
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2. Depending oninternal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a
PDG in VPLMN.

Note: The configuration of the WLAN UE regarding W-APNSs can be controlled by e.g. USIM Application
Toolkit-based mechanisms.

2.1WLAN UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator
Identifier and performs a DNS query to resolve it. The DNS response will contain one or more | P addresses
of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS
procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case,
the WLAN UE continues with step 3.

2.2The WLAN UE selectsa PDG from the list received in step 2.1. If the DNS response contains | Pv4 and 1Pv6
adressesaddresses, the WLAN UE hasto select an address that has the same format as its own local 1P
address. If aPDG isfinally selected,, the establishment of an end-to-end tunnel is performed between the
WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel
establishment request.

2.3 During the tunnel establishment, the PDG contacts the 3GPP AAA Server inthe HPLMN viathe 3GPP AAA
proxyProxy for authorization of the WLAN UE for the W-APN being requested by the WLAN UE and to
retrieve the information required for the mutual authentication part of the tunnel establishment. Asaresult of
successful mutual authentication the 3GPP AAA Server registersthe WLAN UE at the HSS. This action may
be omitted if the WLAN UE is already registered at this 3SGPP AAA Server.

The 3GPP AAA Server shal be able to check that the user requesting the tunnel establishment has been
already successfully WLAN Access Authorized. Based on operator policy it shall be possible to turn this
check on and off. The check may be based on the user’s subscription data, e.g. the user’ s subscribed services.
If the check is not successful, the tunnel establishment request is rejected.

If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, the 3GPP AAA Server
shall send a rejection message to the PDG and then the tunnel establishment shall be rejected by the PDG.
The 3GPP AAA serverServer shall provide PDG with the subscribed Charging Characteristics or W-APN
Charging Characteristics.  If it is not possible to establish the tunnel with any of the PDGs received from
step2.1, or the tunnel establishment failure reason is that the WLAN UE is not allowed to use avisited-PDG
to access the given W-APN, then the WLAN UE continues with step 3.

2.4 During the tunnel establishment procedure, the PDG and the WAG exchange information viathe 3GPP AAA
Proxy in order to establish afiltering policy to allow the forwarding of tunnelled packets to the PDG. The
3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG.
The 3GPP AAA Proxy decides which filtering policy could be applied by the WA G according to local
information (e.g. based on number of users, WAG capabilities, roaming agreement policy, €etc).

3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN
resolution and tunnel establishment with a PDG in HPLMN.

3.1 WLAN UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator
Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more | P addresses
of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS
procedures.

3.2The WLAN UE selects a PDG from the list received in step 3.1. If the DNS response contains |Pv4 and |Pv6
addresses, the WLAN UE has to select an address that has the same format asits own local IP address. If a
PDG isfinally selected,, establishment of an end-to-end tunnel is performed between the WLAN UE and this
PDGs. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment
request.

3.3 During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of
the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve the information required
for the mutual authentication part of tunnel establishment. As aresult of successful mutual authentication the
3GPP AAA Server registersthe WLAN users at the HSS. This action may be omitted if the WLAN UE is
aready registered at this 3GPP AAA Server. The 3GPP AAA Server shall be able to check that the user
requesting the tunnel establishment has been already WLAN Access Authorized. Based on operator policy it
shall be possible to turn this check on and off. The check may be based on the user’s subscription data, e.g.
the user’ s subscribed services. If the check is not successful, the tunnel establishment request is rejected.

If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his
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subscription, the 3GPP AAA Server shall send a rejection message to the PDG and then the tunnel
establishment shall be rejected by the Home PDG. The 3GPP AAA Server shall provide the PDG with the
WLAN UE’sremote | P address, received from the HSS, when static remote | P address allocation is used.
The 3GPP AAA serverServer shall provide PDG with the subscribed Charging Characteristics or W-APN
Charging Characteristics.

3.4 During the tunnel establishment, the PDG and the WA G exchange information viathe 3GPP AAA Server
and 3GPP AAA Proxy in order to establish afiltering policy to allow the forwarding of tunnelled packets to
the PDG. The 3GPP AAA serverServer requests to the WAG to apply filtering policy based on information
obtained from the PDG. The 3GPP AAA serverServer decides which filtering policy could be applied by the
WAG according to local information (e.g. based on number of user, WAG capabilities, roaming agreement
policy, etc). The applied filtering policy is communicated to the Home-PDG.

7.9.1 Redirection

In the above procedures, the WLAN UE may not be authorised to access the requested W-APN through the selected
PDG. This may occur for the following reasons:

(i) The requested W-APN is not supported by the network
(ii) The user is not subscribed to the requested W-APN

(iii) ThePDG isinthe VPLMN and the user's subscription indicates that VPLMN access is not allowed for the
requested W-APN

(iv)  The operator does not wish to include all PDG addressesin DNS and so (for example) all initial requests are
handled by a default PDG which may not be the correct PDG for the requested W-APN

(v) The user has not supplied an explicit requested W-APN. Thisis treated as a request for the first appropriate
subscribed W-APN, or for anetwork default W-APN (if awildcard W-APN isincluded in the subscription), as
per 23.060 Annex A.

In cases (i), (ii) and (iii), the request is simply rejected. In case (iii), the WLAN UE may attempt tunnel
establishment to the HPLMN as described in Section 7.8.

In cases (iv) and (v) above, the 3GPP AAA Server may determine that the user is authorised to access the W-APN
through a different PDG. The 3GPP AAA Server then sends the | P address of the alternative PDG (i.e the authorized
PDG) to the requested PDG. The IP address of the aternative PDG is then returned to the WLAN UE in the
rejection message from PDG to WLAN UE. In this case the WLAN UE shall attempt a new tunnel establishment
reguest to the provided PDG address.
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Figure 7.11: Message flow of the tunnel establishment with redirection

During the step 2.3/3.3 in the procedure of clause 7.9, the 3GPP AAA Server authorizes the service to the WLAN UE,
and sends the authorization information to the requested PDG. If requested PDG is not authorized to provide the service

| then the 3GPP AAA serverServer sends a new PDG (Authorized PDG) address and the authorized W-APN, then the
following steps performed:

1. Therequested PDG sends tunnel redirection request to the UE with service authorization information (authorized
PDG address and authorized W-APN.
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2. The WLAN UE sends an end-to-end tunnel establishment request to the Authorized PDG. Then end-to-end
tunnel establishment begins between the Authorized PDG and the WLAN UE. A full or fast re-authentication
method should be used during this tunnel establishment.

3. The Authorized PDG provides filtering information to the WAG asit is specified in clause 7.9.

7.9.2 Subsequent authentication

In the case that the user attempts a subsequent tunnel establishment to a different PDG, it should be possible to avoid
repeating the full authentication process and to perform fast re-authentication. .Fast re-authentication is an optional
feature and its activation is performed in the home operator’ s network.

7.9.3 Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers
controlled by the PLMNs and to DNS servers available only to authorised 3GPP WLAN UESs (i.e. those WLAN UEs
which have successfully connected to a 3GPP Interworking WLAN.)

It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be
shared across these PDGs.

It shall be possible to configure IPv4 and 1Pv6 addresses against a single FQDN and to return these addresses together
to the WLAN UE.

Note: The above shall be achieved by standard DNS mechanisms. The usage of TLD and the DNS query
performed by the WLAN UE to resolve the W-APN are |eft to stage 3. Further detailsarein [5].
7.9.4 Subsequent tunnel establishment

The subsequent tunnel establishment should follow the same procedure as in the first tunnel establishment.

7.10  Tunnel disconnection procedures

Tunnel disconnection can be either:
- Initiated from the WLAN UE, as aresult of an explicit deactivation/de-registration from the service.

- Initiated from the PDG, e.g. due to timeout of the tunnel connection or request from the 3GPP AAA serverServer
or other network entities.

Tunnel disconnection is specified for the following situations:

- Normal service termination resulting from an end user requesting termination of the end-to-end tunnel
connection using tunnel control signalling or deletion of the | P bearers associated with a service,

- Servicetermination resulting from network operator intervention,
- Lossof radio connections which are used to transport the tunnel signalling.

The tunnel disconnection message exchanges between the WLAN UE and the PDG are performed basing on the
specific tunnel control signalling protocol. The WLAN UE and the PDG release the control information associated with
the tunnel during the exchange, and the PDG should send a tunnel release report to the 3GPP AAA serverServer to
update the corresponding subscriber's service connection information and status in the 3GPP AAA serverServer, e.g. the
service/tunnel connection activation info, the allocated I1P address, etc. The filtering policy information applied on the
WAG should also be removed. if necessary.
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7.10.1 WLAN UE initiated tunnel disconnection
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Figure 7.12: WLAN UE initiated tunnel disconnection

2. The WLAN UE send a Release tunnel request to the PDG.

3. Upon receiving the Release tunnel request, the PDG sends a Rel ease acknowledgement to the WLAN UE,
rel eases the resources and the associated control information of the tunnel, and sends a Tunnel disconnection
report to the 3GPP AAA serverServer.

4. Upon receiving the Release acknowledgement, the WLAN UE rel eases the resources and the control information

of the tunnel.
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5.

Upon receiving the Tunnel disconnection report, the 3GPP AAA serverServer updates the related service
information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel
from WAG if necessary.

7.10.2 The network initiated tunnel disconnection

1

The PDG determines to release the tunnel, e.g. due to timeout of the tunnel connection or a request from the
3GPP AAA serverServer, or due to a network initiated normal service termination or a service termination
resulting from network operator intervention.

The PDG sends a Release tunnel request to the WLAN UE.

Upon receiving the Release tunnel request, the WLAN UE rel eases the resources and the associated control
information of the tunnel, and sends the Release acknowledgement to the PDG.

Upon receiving the rel ease acknowledgement, the PDG rel eases the resources, the associated control information
of the tunnel, and the related service authorization information; and sends a Tunnel disconnection report to the
3GPP AAA serverServer.

Upon receiving the Tunnel disconnection report, the 3GPP AAA serverServer updates the related service

information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel
from WAG if necessary.
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Figure 7.13: The network initiated tunnel disconnection

7.10.3 Disconnection of the last tunnel for a WLAN UE

If the PDG detects that the disconnected tunnel is the last tunnel between the PDG and the WLAN UE, then al the
WLAN UE related authorization and profile information could be removed from the PDG during the tunnel
disconnection process.

In case the 3GPP AAA serverServer decides to disconnect the WLAN UE after the disconnection of the tunnel, a
disconnection procedure will proceed as described in section 7.6 (step 3-4),
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After the WLAN UE disconnected, if the 3GPP AAA Server decides to remove the WLAN UE's information from the
3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure "Purge” that the WLAN registration in the
3GPP AAA Server has been cancelled. The HSS removes the state related to that 3GPP AAA Server, e.g., the address
of the serving 3GPP AAA Server for the identified subscriber.

**** Next changes ****

7.12  User identity to HSS resolution

7.12.1 General

This section describes the resol ution mechanism, which enables the 3GPP AAA Server to find the address of the HSS,
that holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been
deployed by the network operator. This resolution mechanism is not required in networks that utilise asingle HSS. An
example for asingle HSS solution is a server farm architecture. The NAI will be used as user identifier towards the
SLF.

The subscription locator is accessed via the Dw reference point. The Dw reference point is the standard interface
between the 3GPP AAA Server and the SLF. The synchronisation between the SLF and the different HSSsis an O&M
issue.

The subscription locator is aready defined in 3GPP TS 23.228 [24] for Cx and Sh interfaces.
The Dw interface provides:

- anoperation to query the subscription locator from 3GPP AAA Server

- aresponse to provide the HSS name towards 3GPP AAA Server.

By sending the Dw-operation DW_SLF QUERY the 3GPP AAA Server indicates a user identity of which it islooking
for an HSS. By the Dw-operation DW_SLF_RESP, the SLF responds with the HSS address. The 3GPP AAA Server
may optionally store the HSS address for a given subscriber so subsequent queries to the SLF are not needed.

Subclause 7.12.2 presents an example of the session flow when the 3GPP AAA Server needs to query the SLF.
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7.12.2 SLF query
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Figure 7.14: Query through SLF

1. 3GPP AAA Server detectsthat it requires the user profile, the registration or new authentication vectors for a
given 3GPP subscriber, so has to query for the location of the user’ s subscription data. The 3GPP AAA Server
sendsaDW_SLF _QUERY to the SLF and includes as parameter the user identity of the subscriber.

2. The SLF looks up its database for the queried user identity.
3. The SLF answers with the HSS address in which the user’ s subscription data can be found.

4. The 3GPP AAA Server can proceed by querying the appropriate HSS by Wx protocol.

**** End of changes ****
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FrRxExE FIRST MODIFIED SECTION **x*x*

E.5 Wn Reference Point

Weretereneeperntbetween the WLAN Access Network and the WAG for user datatraffrc

E.6 Wp Reference Point

Reference point Wp islocated between the WAG ia-the VPLMN-and the PDG-a-the HPLMN. This reference point
serves the purpose of transporting tunnelled WLAN user data between WAG and the PDG. The tunnel may not need to

be encrvpted |f the transport network (e a. GRX) istrusted. Ihrsretereneepernteatepsteethereammg—\AﬁerN—trame

network entltles connected by Wp servesasimi Iar purpose asthe connectl ng network entrtlas of the Gn/Gp interfacein
GPRS; the GTP protocol would be considered as a candidate for the Wp reference point.

s#xxx END OF CHANGES ** %+
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FrRxExE FIRST MODIFIED SECTION **x*x*

5.2 Access Control Principles

End to End Authentication: WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server
for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network.

Transporting Authentication signalling over WL AN Radio Interface: WLAN authentication signalling is carried
between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor
interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN
access technol ogy.

Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling
shall be transported between any WL AN AN and 3GPP network by a standard protocol, which is independent of the
specific WLAN technology utilised within the WLAN Access network.

Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and
between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [1014]

WLAN Access Authorization: This defines the process(es) in 3GPP AAA Server verifying whether WLAN Access
should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the stage
after access authentication, but before service authorisation and WLAN UE's local | P address all ocation.

FrrExE NEXT MODIFIED SECTION ****#*

5.3.1 General

The network authentication procedure is based on the use of EAP method where user identification is based on Network
Access Identifier (NAI), whose format is specified in RFC 2486 [1217]. A NAI is composed of a username part and a
realm part. In the following, the term of ‘identity’ includes both the NAI username part and the realm part, while the
term of ‘username’ only refers to the NAI username part.

*xx%%% NEXT MODIFIED SECTION *** %%

55 Authentication methods

Authentication methods are discussed in TS 33.234 [614].

FrxExE NEXT MODIFIED SECTION ****#*

A5.1 EAP/AKA Procedure

USIM based authentication may be based on existing AKA method. In the case of WLAN-3GPP system interworking,
this method should be supported by a generic authentication mechanism (independently of the underlying WLAN
standard), e.g. EAP. EAP/AKA authentication mechanism is described in Internet Draft draft-arkko-pppext-eap-aka.
The current version is 05 (draft-arkko-pppext-eap-aka-05.txt). The following procedure is based on EAP/AKA
authentication mechanism:
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3. The WLAN UE starts EAP AKA authentication procedure by sending an EAP Response/ldentity message. The
WLAN UE sendsitsidentity complying with Network Access Identifier (NAI) format specified in RFC 2486[17]. NAI
contains the temporary identifier allocated to WLAN UE in previous authentication if available and valid. Otherwise,
the NAI shall contain the IMSI.

*xx%%% NEXT MODIFIED SECTION *** %%

Annex G (informative):
Consideration on supporting IMS over I-WLAN

In GPRS, interaction between bearer service (i.e. GPRS) and IMS is done by a service-based local policy
(SBLP) for bearer QoS authorization, gating and charging correlation.

Thefollowings are a brief analysis of possible methods to provide interactions between I-WLAN and IMS.
1. Applying SBLP with full functionality including QoS authorization
- Pros: It provides full solution for IMS over I-WLAN asthe same level as GPRS.
- Cons: It requires a big amount of new work including E2E QoS and enhancement of SBLP.
- Itisnot standardized in this version of the TS.
2. Applying SBLP partially, e.g. without QoS authorization

- Pros: It provides necessary functions of SBLP for IMS over I-WLAN. Note that current assumption is there
is no mechanism of QoS provisioning for I-WLAN in thisrelease.

- Cons: It also requires modification of SBLP.
- Itisnot standardized in this version of the TS.
3. Applying IP-Flow Based Charging (FBC) instead of SBLP

- Pros: Asstated in TS 23.125[15] Annex D, FBC can provide policing functions, which can be used for IMS
over I-WLAN. When QoSis not in the picture, FBC can provide enough functionalities required for IMS
over I-WLAN such as gating and charging related features.

- Cons: In the current version of TS 23.234, FBC is stated of optional feature of a PDG (not mandatory one). It
also requires additional functionality and interfacein PDG.

- Itisisanoptiona featurein thisversion of the TS.

s#xxx END OF CHANGES ** %+
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**** Start of 1 set of changes ****

7.6 Disconnecting a Subscriber by Online Charging System

6.1 The OCS initiated WLAN AN access disconnection

WLAN UE AAA server/

1. user is being
online charginged

I
‘ 2.0nline credit request denied by OCS ‘
|

a ”“Session Abort” procedure

4 disconnection of the
WLAN radio | nterface @
connection

5. Release tunel resource
and information in PDG
(if needed)

6. Removethefiltersin the WAG (if needed)

‘ 7.Wx “purge”
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Figure 7.7: The OCS iinitiated WLAN AN access Bdisconnection Pprocedure

This section applies to the case when an online charged user runs out of credit and is totally disconnected from

WLAN.

1.

2.

A subscriber is beinrg-online charged by 3GPP AAA server-Server for WLAN access.

The OCS (ertne-Online Charging System) denies credit request from the 3GPP AAA server-Server for WLAN
access. The possibly already retrieved online credit runs out.

To disconnect the subscriber's connection, Wa reference point procedure " Session Abort" procedure is executed
towards the WLAN AN.

The WLAN AN disconnects the radio interface connection by WLAN technology specific mechanisms.

If the subscriber's tunnel connection with one or several PDG(s) exists, the 3GPP AAA

server/proxyServer/Proxy informs the PDG(s) over the Wm reference point, to remove the tunnel related
information and resource.

Fhelf filtersmwhieh were deployed to WAG for the tunnel (s) during the tunnel establishment, then they are
removed.

If no Wx "Purge" procedure was already initiated in step 3, then the 3GPP AAA server-Server notifies HSS that
WLAN registration in the 3GPP AAA server-Server has been cancelled, by means of Wx procedure "Purge”
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7.6.2 The OCS initiated tunnel disconnection

RN

[ WLANUE |

Figure 7.8: The OCS initiated tunnel disconnection procedure

This section applies to the case when the tunnels of an online charged user are disconnected due to the lack of
credits.

1. The Online Charging System (OCS) denies the credit request from the PDG. The possibly already retrieved
online credit runs out.

2. The PDG disconnects the tunnels that require new credits using the network initiated tunnel disconnection
procedure (clause 7.10.2). The tunnels that do not require new credits (e.q., the tunnels using free of charge W-
APNS) will not be disconnected.

3 If all tunnels of the subscriber have been disconnected in the previous step then the 3GPP AAA Server may
decide to totally disconnect the subscriber by performing “ Session Abort” towards the WLAN AN (i.e. step 3
and 4 of clause 7.6.1).

4. If the subscriber is disconnected from the WLAN AN in step 3 and no Wx "Purge" procedure was already
initiated, then the 3GPP AAA Server notifies HSS that WLAN reqistration in the 3GPP AAA Server has been
cancelled, by means of Wx procedure "Purge”.

**** End of 1 set of changes ****
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**** Start of 2 set of changes ****

7.10.3 Disconnection of the last tunnel for a WLAN UE

If the PDG detects that the disconnected tunnel is the last tunnel between the PDG and the WLAN UE, then all the
WLAN UE related authorization and profile information could be removed from the PDG during the tunnel
disconnection process.

In case the 3GPP AAA server decides to disconnect the WLAN UE after the disconnection of the tunnel, a
disconnection procedure will proceed as described in section 7.6.1 (step 3-4),

After the WLAN UE disconnected, if the 3GPP AAA Server decides to remove the WLAN UE'sinformation from the
3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure "Purge” that the WLAN registration in the
3GPP AAA Server has been cancelled. The HSS removes the state related to that 3GPP AAA Server, e.g., the address
of the serving 3GPP AAA Server for the identified subscriber.

**** End of 2 set of changes ****
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**** Start of changes ****

3 Definitions, symbols and abbreviations

3.1 Definitions

Available SSID: HisaAn SSID that the WLAN UE has found after active and/or passive scanning which meets certain
conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN
family of standards. Annex B includes examples of WLAN Radio Network Technologies.

External 1P Network/External Packet Data Network: An IP or Packet Data network te-whichwith access may-be-
provided threugh-by the 3GPP — WLAN Interworki nqsystem rather than directly from the WLAN AN. For

exarnple-the tnternet-an-operator's HP-network-or-a-3*-party-HP-network-such-as-a-corperate HP-network:
Home WLAN: AFhe WLAN which that-isinterworksirg—_with the HPLMN without using a VPLM N-.ef-the 3GPP—
Interworking WLAN (I-WLAN): A WLAN that interworks with a 3GPP system.

I-WLAN selection: Procedure tofer select a specific I-WLAN from —theselection-ameng-the available I-WLANsAPS

Local Service ldentifier: Anidentifier -used within the 3GPP system; for a service available directly from the |-
WLAN, for example Internet access or access to a specific corporate network.

Offline char ging: Offline-charging-mM echanism isprovided-for collecting and forwarding charging information abeut-
oeedrredconcerning I-WLAN aceessresource-and core network resource usage-ete without affecting the service
rendered in real-time.

Online char ging: Ontine-eharging-mM echanism isprovided-for collecting and forwarding charging information
concernr ng | WLAN and core network resource usage where the service may be reneleredrrsaffected in real-time. andrrs

Policy Enforcement:_Functionality —Pehey-Enfercementisimplemented in a WAG to insure pPackets coming from
or going to the WLAN AN are alowedpeticed based on unencrypted data within the packets. (e.g., source and

destination | P address and port number)

PSbased services. H-WEAN-terworkingPS-based-servicetsagGeneral term to refer to the services provided by a
PLMN using the IP bearer capability between aWLAN UEs and the PLM N_when WLAN 3GPP IP Accessis used.

Examples include bearer services such as , es ai
service{e-g5HSH-Internet access, and Corporate I P network access )—and hi gher level ether services such as IMSéeg—
SMSand LCS).

Requested W-APN: The W-APN requested by the WLAN UE user.

Routing Enforcement: Routing Enforcement ensuresthat al packets sent to/from the WLAN UE for 3G PS based
service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing Enforcement is
implemented between aWLAN AN and aWAG.

Selected W-APN:_—The W-APN selected by the network as a result of the WLAN_-UE user-subscriber request

Service Authorization: Authorization allowing a subscriber fora-tser-to access the requested service based on —
aceording-to-the-user's-subscription.

3GPP
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Tunnd ldentifier: Identifier of an-endto-end tunnel between aWLAN UE and aPDG. It is contained in the
unencrypted part of athe packet.s

User Identifier: Identifier of a user which may be used, for example, in e-g-charging functionality

W-APN: WLAN Access Point Name. —It is used to identify—dentifies a specifica | P network and a point of
interconnection to that network (Packet Data Gateway).

WLAN 3GPP | P Access: Accessto an IP network viaaPLMN viaatunnel. A related termis WLAN 3GPP Direct
IP Accessthe 3GPP system.—

WLAN cover age aFLThe area Where aWLAN UE can connect to aWLAN wircleeslocol oreanchverecscess

WLAN Direct IP Access: Accessto an |P network is-directly —from athe WLAN AN_without passing datato aPLMN
viaatunnel. A related termisWLAN 3GPP IP Access.-

WLAN UE'slocal 1P address._TheAn-_address that-+s-necessaryused to deliver athe-_packet toaWLAN-UE ina
WLAN AN. It identifiesthe WLAN UE inthe WLAN AN. —The WLAN UE'slocal |P address may be trandated by a

Network Address Trandlation prior to being received by thetterworking-function-any other IP network, including a
PLMN.

WLAN UE'sremote | P address: TheAn address used bybuin the data packet encapsulated insideby the WLAN UE to.
PDG-initiated tunnel. It represents the address-identity of the WLAN UE in the network which the WLAN UE is

accessing viathe PDG.-the WLAN-UE isaccessing:

3.2 Symbols

For the purposes of the present document the following symbols apply:

D Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Dw Reference point between a 3GPP AAA Server and an SLF

Gr Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and
control signalling)

wd Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control
signalling)

Wi Reference point between a CGw/CCF and a 3GPP AAA Server/Proxy

Wg Reference point between a 3GPP AAA Server/Proxy and WAG

Wi Reference point between a Packet Data Gateway and an external |P Network

Wm Reference point between a Packet Data Gateway and a 3GPP AAA Server or 3GPP AAA proxy

Wn Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp Reference point between aWLAN Access Gateway and a Packet Data Gateway

Wo Reference point between a 3GPP AAA Server and an OCS

Wu Reference point between a WLAN UE and a Packet Data Gateway

Wx Reference point between an HSS and a 3GPP AAA Server

3.3 Abbreviations

AAA Authentication, Authorisation and Accounting

ACL Access Control List

AKA Authentication and Key Agreement

AP Access Point

APN Access Point Name

CCF Charging Collection Function

CGw Charging Gateway

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

EAP Extensible Authentication Protocol
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FQDN Fully Qualified Domain Name
GGSN Gateway GPRS Support Node
GTP GPRS Tunnelling Protocol
HLR Home L ocation Register
HPLMN Home PLMN

HSS Home Subscriber Server

|IEEE Ingtitute of Electrical and Electronics Engineers
IP Internet Protocol

IP-SM-GW IP Short Message Gateway
ISP Internet Service Provider
I-WLAN Interworking WLAN

NAI Network Access |dentifier
NAT Network Address Trandation
OCs Online Charging System

PDA Personal Digital Assistant
PDG Packet Data Gateway

PLMN Public Land Mobile Network
SIM Subscriber Identity Module
SSID Service Set ID

VLAN Virtual Local Area Network

UE User Equipment

UMTS Universal Mobile Telecommunications System
UsIM UMTSSIM

SSID Service Set | Dentifier
VPLMN Visited PLMN

WAG WLAN Access Gateway
W-APN WLAN APN

WLAN Wireless Local Area Network
WLAN AN WLAN Access Network
WLAN UE WLAN User Equipment

**** End of changes ****
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**** Start of changes ****

1 Scope

This document specifies system description for interworking between 3GPP systems and WAAN-Wireless Local Area
Networks (WLANS). The intent of 3SGPP-WLAN Interworking is to extend 3GPP services and functionality to the
WLAN access environment: the 3SGPP—WLAN Interworking sSystem. The 3GPP—WLAN Interworking Ssystem is
assumed to provide bearer services for connecting a 3GPP subscriber viaWLAN to | P based services compatible with
those offered via PS domain.

This specification defines a 3GPP system and procedures for the following functionalities:

- Provide the linterworking WLAN_(I-WLAN) with a means of Access, Authentication and Authorisation (AAA)
through the 3GPP System, which allows WLAN UEs to access the WLAN and the locally connected IP network
(e.g. Internet)

- Provide WLAN UEs with |P bearer capability to access PS based services which are provided by PLMN.

**** Second change ****

3 Definitions, symbols and abbreviations

3.1 Definitions

Available SSID: It isan SSID that the WLAN UE has found after active and/or passive scanning which meets certain
conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN
family of standards. Annex B includes examples of WLAN Radio Network Technologies.

Environment: Thetype of areato be covered by the WLAN network of a 3GPP - WLAN interworking; e.g. public,
corporate and residential.

External | P Network/Exter nal Packet Data Network: An IP network to which access may be provided through the
3GPP system, rather than directly from the WLAN AN. For example, the Internet, an operator's IP network or a 3™
party IP network such as a corporate | P network.

Home WLAN: The WLAN that isinterworking with the HPLMN of the 3GPP - WLAN interworking user.
Interworking WLAN_(I-WLAN) :_ —WLAN that interworks with a 3GPP system.
I-WLAN selection: Procedure for the selection among the available I-WLAN APs

Local Service ldentifier: Anidentifier, used within the 3GPP system, for a service available directly from the I-
WLAN, for example Internet access or access to a specific corporate network

Offline charging: Offline charging mechanism is provided for collecting and forwarding charging information about
occurred WLAN access resource and core network resource usage, etc without affecting the service rendered in real-
time.

Online charging: Online charging mechanism is provided where the service rendered is affected in real-time and is
required for a direct interaction with session/service control. This alows an online charged subscriber to access WLAN.
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Policy Enforcement:  Policy Enforcement isimplemented in aWAG Packets coming from or going to the WLAN
AN are policed based on unencrypted data within the packets. (e.g., source and destination | P address and port number)

PSbased services. In WLAN interworking, PS based service is a general term to refer to the services provided by a
PLMN using IP bearer capability between WLAN UEs and the PLMN when WLAN 3GPP IP Accessis used. They
include al services provided by 3G PS domain that use the | P bearer service, (e.g., IMS, Internet access, Corporate |P
network access), and other services (e.g., SMS and LCS).

Requested W-APN: The W-APN requested by the user

Routing Enfor cement: Routing Enforcement ensures that all packets sent to/from the WLAN UE for 3G PS based
service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing Enforcement is
implemented between aWLAN AN and a WAG.

Selected W-APN: The W-APN selected by the network as a result of the user request
Service Authorization: Authorization for a user to access the requested service according to the user's subscription.

Supported PLMN: A PLMN of aroaming partner (i.e. to which the WLAN operator has a direct roaming
relationship).

Tunné Identifier: Identifier of an end to end tunnel between a UE and a PDG. It is contained in the unencrypted part
of the packets

User Identifier: Identifier of auser used for e.g. charging functionality
Visited WLAN: Aninterworking WLAN that Interworks only with avisited PLMN.

WL AN Access Point Name (W-APN): WLAN-AecessPoint-Name—|identifies an IP network and a point of
interconnection to that network (Packet Data Gateway)

WLAN 3GPP I P Access: Accessto an IP network via the 3GPP system

WLAN coverage: an areawhere wirelesslocal area network access services are provided for interworking by an
entity in accordance with WLAN standards.

WLAN Direct IP Access: Accessto an IP network is direct from the WLAN AN.

WLAN roaming: The ability for a 3GPP-—WLAN-rterworking-user{subscriber} to function in a serving WLAN
different from the home WLAN.

WLAN UE'slocal | P address:An addressthat is necessary to deliver the packet to aWLAN UE inaWLAN AN. It
identifiesthe WLAN UE inthe WLAN AN. WLAN UE'slocal |IP address may be trandated by Network Address
Tranglation prior to being received by the interworking function.

WLAN UE'sremote | P address: An address used in the data packet encapsulated by the WLAN UE-initiated tunnel.
It represents the identity of the WLAN UE in the network which the WLAN UE is accessing.

**** Third Change ****

4 WLAN Radio networks interworking with 3GPP

This specification defines two new procedures in the 3GPP System:

- WLAN Access, Authentication and Authorisation, which provides for accessto the WLAN and the locally
connected |P network (e.g. Internet) to be authenticated and authorised through the 3GPP System. Accessto a
locally connected IP network from the WLAN, isreferred to as WLAN Direct P Access.
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- WLAN 3GPP IP Access, which allows WLAN UESs to establish connectivity with External 1P networks, such as
3G operator networks, corporate Intranets or the Internet via the 3GPP system.

WLAN 3GPP IP Access should, as far as possible, be technically independent of WLAN Access Authentication and
Authorisation. However, WLAN 3GPP IP Access to External IP Networks from 3GPP—WLAN linterworking Ssystems
shall be possible only if WLAN Access Authentication/Authorisation has been completed first.

Note: The independence requirement does not preclude the possibility that the procedure WLAN GPP IP
Access may rely on information derived in the procedure for WLAN Access Authorization.

Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking.

The Packet Data Gateway supports WLAN 3GPP |P Access to External 1P networks. The WLAN includes WLAN
access points and intermediate AAA elements. It may additionally include other devices such as routers. The WLAN
User Equipment (WLAN UE) includes all equipment that isin possession of the end user, such as a computer, WLAN
radio interface adapter etc.

Intranet / Internet

inter
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| ! | ]
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Figure 4.1: Simplified WLAN Network Model. The shaded area refers to WLAN 3GPP IP Access
functionality
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As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the
3GPP system and the WLAN, the internal operation of the WLAN isonly considered in order to assess the impact of
architecture options/requirements on the WLAN.

3GPP-WLAN interworking shall be independent of the underlying WLAN Radio Technology.

**** Fourth Change ****

5 High-level Requirements and Principles

5.1 Access Control Requirements

The following functional requirements have been identified:

- Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security
reasons.

- Minimal impact on the user equipment, i.e. client software.

- Minimal impact on existing WLAN networks.

- Theneed for operators to administer and maintain end user software shall be minimized.
- Existing SIM and USIM shall be supported.

- Authentication shall rely on (U)SIM based authentication mechanisms.

- R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

- Changesin the HSS/HLR/AuC shall be minimized.

- SLF node shall be used in the same way as defined in 3GPP TS 23.228 [24] to find the address of the HSS that
holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been
deployed by the network operator.

- Methodsfor key distribution to the WLAN access network shall be supported.

- The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having
simultaneous PS and CS connections for the same subscriber.

- WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into
account the user's subscription profile and optionally information about the WLAN AN, suchas WLAN AN
operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN
throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egresstraffic). This
information is used to enable use-case scenarios like location based authentication/authorization, location based
billing / customer care, and location based service offerings.

- It shall be possible to indicate to the user of the results of authorization requests.

- Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take
appropriate action.

- The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any
change in service provision.

- This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for WLAN 3GPP IP Access:
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- Service Authorization shall occur after the WLAN Access Authentication/Authorization procedure.
- Service based policy control shall be possible for the services authorized for the user.

- Access to 3GPP PS based services shall be provided viaWLAN. The interworking architecture shall be able to
support all 3GPP PS based services.

- Access to PS based services normally provided by the 3GPP PS Core Network shall be provided viaWLAN.
WLAN access to these services shall support the same features as those supported via the 3GPP PS Core
Network according to operator choice, e.g. private addressing schemes, external address allocation, secure
tunneling to private external network. Quality of Service shall be supported when accessing these services via
WLAN, athough some limitations may exist because of the WLAN AN.

- A WLAN3GPP-WLAN Interworking System-ater-working-system—_supporting both WLAN Direct | P Access
and WLAN 3GPP IP Access shall be able to support WLAN UEs operating in the WLAN Direct |P Access
mode only, e.g. according to subscription.

- A combined access capable user should be able to choose between aWLAN Direct IP Accessonly” or a
WLAN 3GPP IP Access, when the network allowsit.- When the WEAN3GPP-WLAN linter-working Ssystem
does not support access to 3GPP PS based services, the WLAN UE shall be able to detect it.

- A WLAN 3GPP IP Access capable WEAN3GPP-WLAN I-inter-working Ssystem shall be able to mandate al
flows for 3G PS based services to be routed to the HPLMN or the VPLMN, e.g. according to subscription. This
routing enforcement shall not rely on the WLAN UE client.

Note: This may mandate additional functionality existing in the WLAN AN

- Thetechnical solution for access control to local |P networks from WLAN shall be decoupled from WLAN
Access Control.

5.2 Access Control Principles

End to End Authentication: WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server
for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network.

Transporting Authentication signalling over WL AN Radio Interface: WLAN authentication signalling is carried
between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor
interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN
access technol ogy.

Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling
shall be transported between any WL AN AN and 3GPP network by a standard protocol, which is independent of the
specific WLAN technology utilised within the WLAN Access network.

Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and
between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [10]

WLAN Access Authorization: This defines the process(es) in 3GPP AAA Server verifying whether WLAN Access
should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the stage
after access authentication, but before service authorisation and WLAN UE's local | P address all ocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide
whether the accessis alowed and what access rules/policy should be applied. These conditions may be based on the
subscriber's profile, the account status, O& M rules, local agreements or information about the WLAN AN.

The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with
the WLAN Access Authentication.

Access ruleg/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other
entities such as the WAG or the WLAN AN.

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority.
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WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber's profile,
the account status, O& M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as accesstime
and access |ocation could also be considered in these rules.

The access scope limitation could be, for example, only/not/may "access through WAG"; only/not/may "access intranet
X",

Access scope limitation can be achieved using | P alocation scheme, VLAN allocation, Filtering, ACLsin the routers
and switchers, etc.

Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber
based on different access time or location, etc.

3GPP WLAN attach: The WLAN-attach status indicates whether the WLAN UE is now being served by the
3GPP3GPP-WLAN WLAN-PA/ I nterworking System network.

A WLAN UE is"WLAN-attached" after successful authentication and WLAN Access Authorization.

A WLAN UE is"WLAN-detached" in 3GPP network after its disconnection, or its authentication or WLAN Access
Authorization being cancelled.

The WLAN-attach status is maintained by the 3GPP AAA server.

The WLAN UE'sWLAN attach status should be obtained from the AAA Server directly or through the HSS, by
other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN UE's
WLAN-attach status directly from the AAA Server or through the HSS. These entities and the corresponding
reference points are not in the scope of thisTS.

The description of the corresponding status in the WLAN UE is out of the scope of thisTS.
Additional access control principlesfor WLAN 3GPP |P Access:

Service Selection and Authorisation: The solution shall include means for securely delivering service selection
information from the WLAN UE to the 3GPP AAA server in the Home Network. If a user chooses to access the internet
directly using the local 1P network, no service selection information is passed to the PLMN. In all other cases, where
WLAN 3GPP IP Accessis desired, the service selection information shall contain- the name of the W-APN to which
access isrequested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-
APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the
requested W-APN and on the user's subscription/local policy.

The service request shall be indicated by atunnel establishment request from the WLAN UE to the PDG. The PDG
shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based
authorisation decisions are made in the Home network.

In the case of arequest for access to services provided in the Visited Network, the 3GPP AAA Proxy shall aso
authorise access based on local policy.

5.3 User Identity

531 General

The network authentication procedure is based on the use of EAP method where user identification is based on Network
Access Identifier (NAI), whose format is specified in RFC 2486 [12]. A NAI is composed of a username part and a
realm part. In the following, the term of ‘identity’ includes both the NAI username part and the realm part, while the
term of ‘username’ only refersto the NAI username part.
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5.3.2 NAIl Username

The NAI username part format shall comply with IETF EAP-SIM [23] and EAP-AKA [22]. Three types of usernames
are,

1. aPermanent username,
2. aPseudonym username
3. aFast re-authentication username.

Both of the Pseudonym and the Fast re-authentication usernames are used in temporary identities, but the purpose and
usage of them are different. The first two types of usernames are only used on full authentication and the last one only
on fast re-authentication.

The Permanent username, which is specified in IETF EAP-SIM [23] and EAP-AKA [22], shall be derived from IMSI,
which resides in the UICC. Details of these are covered in 3GPP TS 33.234 [14], 3GPP TS 24.234 [9] and TS 23.003

[5].

The Pseudonym username is used for user identity protection. The use of the Pseudonym username is necessary to
replace thethe Permanent username derived from IMSI in radio transmissions, so that it protects the user against tracing
from unauthorized access networks.

The Fast re-authentication usernameis used in fast re-authentication. It also provides user identity protection. For the
fast re-authentication, aWLAN UE shall use the previously allocated Fast re-authentication identity as specified in the
IETF EAP-SIM [23}and] and EAP-AKA [22] Internet-Drafts

Temporary identities (pseudonyms and fast re-authentication identities) are allocated by the 3GPP AAA Server. The
format and the procedure for deriving the temporary identities are defined in TS 33.234 [14].

**** Eifth Change ****

5.4 Network Advertisement and Selection

54.1 Description of the issue

If the WLAN radio technology allows for features enabling radio access network sharing or provider selection these
shall be reused for WLAN Access Network (WLAN AN) selection in 3GPP-WLAN interworking.

In addition to WLAN Access Network selection, the WLAN UE may need to select a VPLMN through which to
authenticate, if more than one is available through the chosen radio network.

WLAN Access Network advertisement and selection depends on the particular WLAN technology.
VPLMN advertisement and selection should be independent of WLAN technology.

The generic Network Advertising and Selection scenario isillustrated in Figures 5.1 and 5.2.
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Figure 5.1: Network Advertising and Selection Scenario

An area is shown covered by a WLAN Access Networks having a set of roaming agreements with different 3G
| networks (3GPP Visited Network #1;#, #2,...+#, #n). A WLAN UE entering the WLAN AN wants to connect to hisown
3GPP Home Network to which he is a subscriber (as shown in Figure 5.1).

Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the
associated home network in two different ways, e.g. viaeither of 3GPP Visited Network #1 or 3GPP Visited Network
#2.

***% Sixth Change ****

54.2.1.3 [I-WLAN Access Network Selection

For purpose of selecting the preferred I-WLAN AN the WLAN UE may contain lists of I-WLAN identities
| preferences. One list will contain the —SSIDs preferred by the Home Network operator and one list contains the SSID’s
preferred by the user.

The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot
operators with whom the Home Operator has a direct relationship.

In Manual mode the WLAN UE shall scan (passive scanning) for all available SSIDs in beacon channelsit can
discover. The WLAN UE may also probe (active scanning) for additional available SSIDs from each of the WLAN
networks that it has discovered.

In Manual mode once alist of all available SSIDs has been obtained, it shall be possible for the WLAN UE

to obtain alist of al available PLMNSs from each SSID. When alist of PLMNSs has been obtained from all SSIDsiit shall
| present them to the user —to select one. The WLAN UE shall then associate with the SSID that supports the PLMN that
is selected by the user.

In the automatic mode the procedure is as follows:
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0. The WLAN UE scansfor al available SSIDs. If the WLAN UE contains the I-WLAN identities preference lists,
the scan should be done in the order of these lists. It is not required to continue the scanning after the highest
priority SSID is found.

1. Start association and perform Network Discovery
1a) If authentication to HPLMN succeeds (i.e. EAP-Success is received), then stop this procedure.

1b)If Network Advertisement information is received (i.e. EAP-ldentity/Request is received), then store the list
and start again step 1.

Repeat stepl for al available SSIDs following the order specified in the I-WLAN identities preference Hsts—
lists. If the scanning in step 0 was stopped due to the discovery of the highest priority SSID, but the HPLMN
has not been found (e.g. because the SSID list is not updated or the selected SSID was afake one), then the
user should go back to step 0 and scan for all available SSIDs.

Note that if an AP supporting HPLMN is found in the middle of the procedure, step 1a, then step 1 is stopped
and association with the remaining available APs will not take place.

2. Usethelists of ‘User Controlled PLMN Selector list for I-WLAN'’ and ‘ Operator Controlled PLMN Selector list
for I-WLAN* and the lists from step 1b) to select the best matching PLMN. Note that the * User Controlled
PLMN Selector list for I-WLAN’ has higher priority than the ‘ Operator Controlled PLMN Selector list for I-
WLAN'. Then select the I-WLAN AN that supports the best match PLMN. If more than one I-WLAN AN
supports the best matched PLMN, the I-WLAN AN having the highest priority SSID is selected, if ‘I-WLAN
identities' preference lists are available.

3. Associate with the AP selected in step 2 and attempt authentication with the best match PLMN. An I-WLAN AN
may indicate that it provides 3G interworking without the involvement of any other network than the WLAN
AN.

If such an indication is provided by the WLAN AN and if the WLAN UE supports the indication, then the WLAN UE
shall useit at SSID selection as defined in 3GPP TS 24.234 [9].

The above requirement may be met through explicit EAP-based procedures or through the generic ‘I-WLAN identities
preference lists procedures — for example I-WLAN identities preference lists could include SSID formats defined by
operators for the above purposes.

**** Seventh Change ****

5.7.2 Tunnelling Requirements
The requirements that a WLAN UE-Initiated tunnelling protocol should meet are:

- Minimal requirements to the underlying I P connectivity network, i.e. WLAN UE initiated tunnelling and tunnel
establishment signalling can be deployed on top of generic I P connectivity networks

- Minimal impacts to the WLAN Access Network
- Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible
- Tunnel IP configuration of the WLAN UE may be obtained from/through the remote tunnel endpoint

- Set up secure tunnels between WLAN UE and remote tunnel endpoint. Especially support encryption and
integrity protection during tunnel establishment and while transporting user data packets, if enabled.

- Remote IP address (inner IP):

- Thetransport of Pv4 packets shall be supported

- Thetransport of IPv6 packets shall be supported (e.g. in order to support IPv6 serviceslike IMS)
- Local IP address (outer IP):
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- Thetunnel protocol shall be able to support IPv4 and | Pv6 transport addresses

- Thetunnel protocol shall support private WLAN UE'slocal | P addresses, which are non-routable in the
public Internet-..

- The protocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability.

5.7.3 IMS support over I-WLAN

IMS over I-WLAN in thisrelease is supported without charging correlation and QoS support, i.e. SBLP for I-WLAN is
not supported.

See Annex G about alternatives of implementing these functions for IMS over I-WLAN.

5.8 Roaming requirements for WLAN 3GPP IP Access

For the delivery of 3GPP PS based services in aroaming scenario:

- Theroaming architecture shall ensure that CDRs can be generated e.g. volume and time based by the visited
network.

- Theroaming architecture shall ensure that tunnels established are between entities that have aroaming
agreement.

- Theroaming architecture shall ensure that the bearer path from the WLAN to Home/Visited 3GPP network
conforms to QoS and roaming agreement(s).

- Theroaming architecture shall provide the ability to allow the user to access services provided by the visited
network, e.g. local PS services.

- Theroaming architecture shall allow the home network to limit the set of 3GPP services available for agiven
roaming user.

- All packets of PS based services sent to/from a WLAN UE arerouted viaaVPLMN in a 3GPP
network;network; however basic Internet access may be routed directly from the WLAN.

5.9 Routing Enforcement and Policy Enforcement for WLAN
3GPP IP Access

5.9.1 Purpose for routing enforcement and policy enforcement

In order to ensure operator policies, e.g. QoS, Charging can be applied to user traffic, WLAN 3GPP | P Access requires
routing enforcement and policy enforcement to be implemented in the 3GPP3GPP-WL AN-WLAN—_linterworking

Ssystem.

5.9.2 Routing Enforcement in the WLAN AN

Routing enforcement shall be used to ensure that all packets sent to/from the WLAN UE for 3G PS based service are
routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). However, this routing enforcement
shall not prevent aWLAN AN from routing non 3G PS based service traffic to another network (e.g. the Internet) other
than aPLMN, when provision of such services (e.g. direct Internet access from the WLAN) is agreed between the
WLAN and the PLMN.

When subscription limitsa WLAN UE to exclusively access only 3GPP PS based service, the PLMN can indicate to the
WLAN AN routing enforcement to ensure that all packets sent to/from the WLAN UE are routed to the interworking
VPLMN (roaming case) or HPLMN (no roaming case).

If aWLAN UE user subscription allows a WLAN Direct IP Accessthe WLAN AN should be capable of routing
packets directly to the external packet data network.
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Routing enforcement in the WLAN AN shall ensure that packets sent between a PDG and aWLAN UE are routed to
the right entity in the interworking VPLMN (roaming case) or HPLMN (no roaming case).

Routing enforcement should not prevent the WLAN AN from supporting a WLAN Direct |P Access only capable
WLAN UE or aWLAN 3GPP IP Access capable WLAN UE opting for aWLAN Direct IP Access, and non 3G
| interworking WLAN terminals:Reutingterminals. Routing enforcement should have minimal impact on the WLAN AN.

**** Eighth Change ****

5.12  AAA Protocol Requirements

- A common AAA protocol shall be used for Authentication, Authorization and Accounting purposes in the
WLAN Interworking Architecture within the 3GPP network.

- The protocol used for Accounting purpose in the WLAN Interworking Architecture in the 3GPP network shall
be the same as used by the 3GPP Charging Architecture eg-e.9. the AAA protocol used by the 3GPP IMS
charging architecture,

- If interworking with alegacy AAA protocol is needed, then it shall be performed at the entry and exit point of
the 3GPP network. In the case of roaming, such interworking shall be performed in the visited network. The
legacy AAA protocol may not support al features of 3GPP AAA protocol. Therefore, thisinterworking might
limit the usage of features existent in 3GPP AAA protocol but not existent in legacy AAA pretecsl{protocoal (e.g.
filtering rules).

**** Ninth Change ****

6.2.6 Packet Data Gateway
The Packet Data Gateway appliesto aWLAN 3GPP IP Access enabled system.

3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet
Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service
selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home
network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the
selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the
PDG isintended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped
with adual IP stack.

Successful activation of a selected service resultsin:
- Determination of the Packet Data Gateway | P address used by the WLAN UE;
- Allocation of aWLAN UE's remote | P address to the WLAN UE (if oneis not already allocated);

- Registration of the WLAN UE'slocal IP address with the Packet Data Gateway and binding of this address with
the WLAN UE's remote | P address.

The Packet Data Gateway:
- Contains routeing information for WLAN-3G connected users;
- Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;
- Performs address trandlation and mapping;

- Performs de-capsulation and encapsulation;
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- accepts or rgjects the requested W-APN according to the decision made by the 3GPP AAA Server;

- redirects the tunnel establishment request towards another PDG if thisisindicated to be done by the 3GPP AAA
Server

Allows alocation of the WLAN UE's remote | P address;

- Relaysthe WLAN UE's remote I P address allocated by an external |P network to the WLAN UE, when external
IP network address allocation is used.

- Performsregistration of the WLAN UE'slocal |P address and binding of this address with the WLAN UE's
remote | P address;

- Provides procedures for unbinding aWLAN UE'slocal |P address with the WLAN UE's remote | P address;

- Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE
initiating any binding of the WLAN UE'slocal IP address with the WLAN UE's remote | P address, unbinding
etc.)

- May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening
are left to the operators control, e.g. by use of Internet firewalls.

- Generates per user charging information.
- Deliversthe mapping of auser identifier and atunnel identifier to the AAA Proxy.
- Generates charging information related to user data traffic for offline and online charging purposes.

- May apply IP flow based bearer level charging [13], [15], e.g. in order to differentiate or suppress WLAN bearer
charging for 3GPP PS based services.

Annex F describes how PDG functionality can be provided by re-useingusing existing unmodified GGSN functionality.

6.2.7 Subscription Locator Function (SLF)

The SLF islocated within the 3GPP subscriber's home network and enables the 3GPP AAA Server to find the address
of the HSS which holds the subscriber data for a given user identity in a configuration with multiple separately
addressable HSS' es. The SLF should be used in the same way for WLAN asfor IMS, which is specified in 3GPP TS
23.228 [24].

**** Tenth Change ****

6.3.9  Wireference point
The Wi reference point appliesto WLAN 3GPP P Access.

Thisisthe reference point between the Packet Data Gateway and a packet data network. The packet data network may
be an operator external public or private packet data network or an intra operator packet data network, e.g. the entry
point of IMS, RADIUS Accounting or Authentication, DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with packet data
networks is provided viathe Wi reference point based on IP. Maobile terminals offered services viathe Wi reference
point may be globally addressabl e through the eperatersoperator’ s public addressing scheme or through the use of a
private addressing scheme.
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**** Eleventh Change ****

6.4.2  TunnelngTunnelling layer

The tunretrgtunnelling layer consists of a tunnretirgtunnelling header, which allows end-to-end tunrelingtunnelling
between aWLAN UE and aPDG. It is used to encapsulate | P packets with the remote | P layer.

| When encapsulated | P packets are encrypted, the tunrelagtunnelling header contains afield which is used to identify
the peer and decrypt the packets.

% Twelfth Change ****

6.5 WLAN user profile

The WLAN user profile shall reside in HSS (if the operator is using alegacy HLR, the WLAN user profile may reside
in the 3GPP AAA Server) and be retrieved from 3GPP AAA server via Wx reference point. The profile shall contain
the following dataitems. Detailed work on these parameters is expected in stage 3 work.

1. IMSI
User identification.
2. MSISDN
User identification, for example used for charging purposes
3. Operator determined barring of 3GPP3GPP-WLAN-WLAN linterworking subscription
4. Operator determined barring of 3GPP WLAN tunneling

This allows operator to disable all W-APNs at onetime. If thereis a conflict between thisitem and the "operator
determined barring" of any W-APN, the most restrictive will prevail.

5. Maximum session duration (optional)
Used for re-authentication purposes. If thisfield is not used, the WLAN AN will apply default time intervals.
6. Subscribed Charging Characteristics and accounting server identifier(s)

The Subscribed Charging Characteristics will implicitly define the charging mode to be applied and, for every
case, the charging node where the accounting information is to be reported.

7. List of authorized W-APNSs (optional)

List of W-APNSs for which the user will have services available. These W-APNs may correspond to servicesin the
home network or in the visited network.

For each W-APN it shall be possible to define:
- W-APN Charging Characteristics and Accounting Server Identifier (optional)

If these parameters are not present, the W-APN Charging Characteristics and accounting server identifier
defined in item 6 must be considered.

- W-APN remote IP address (optional)

Indicates the static remote | P address. If this parameter is present, the 3GPP AAA Server shall download it to
the PDG in the W-APN authorization procedure, so the PDG shall use this static IP address. Otherwise, the
remote | P address shall be allocated dynamically.
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0 W-APN Subscribed remote IP address
- Operator determined barring for W-APN. As the service requirements defined in TS 22.234
NOTE: Those W-APNs which have a complete barring, shall not be sent to the 3GPP AAA Server
8. Local access allowed

Indicates the local servicesthat the user is allowed to have direct access to from the WLAN Access
Network;Network, e.g. Haternet;corperatel nternet, corporate Intranets. Thisisindicated in the form of a list of
Local Service ldentifiers

NOTE: Loca Service ldentifiers are not passed outside the 3GPP system — access to services within the WLAN is
restricted by means of access scope limitations applied on the Wa reference point.

NOTE: Intheroaming case, Local Service Identifiers must be agreed between Home and Visited operators. A
Local Service Identifier for Internet access should be specified at Stage 3. A Local Service Identifier for
each corporate network should be specified at Stage 3.

9. Roaming alowed

Indicatesif the user is allowed to use 3GPP3GPP-WLAN-WLAN Interworking System in an WLAN AN that have
no direct connection to the home PLMN.

**** End of changes ****
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wwxeoiss BEGIN OF 15 MODIFIED SECTION e

7.3 Subscriber Profile Update

7.3.0 WLAN Direct Access Authorization information update procedure

1. User is registered
3GPP AAA server

2. User subscription|:
modified in HSS

3. Wx “Subscriber
Profile” procedure

Figure 7.3: Subscriber Profile and access authorization info Update Procedure

1. Userisregistered to a3GPP AAA server
2. Subscribers subscription is modified in the HSS e.g. via O& M.

3. HSS updates the profile information stored in the registered 3GPP AAA server by Wx reference point procedure
"Subscriber Profile".

4. The WLAN access authorisation information of the associated connection is updated to WLAN as necessary. If
the subscriber |oses the authorization of the WLAN access, WLAN shall disconnect the radio interface
connection by WLAN technology specific mechanisms.

7.3.1  Access and service Authorization information update procedure

This procedureisfor WLAN 3GPP IP Access.
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3GPP AAA
WLAN WAG PDG Server
1. User isregistered to a
3GPP AAA server
I
2. User'sservice
subscription is modified
in HSS
3. Wx “ Subscriber
4. Access authorisation information is updated to the gl
itihs} > Profile’ procedure
5. Service
authorisation info is
updated to the PDGs
| 6. Filtering policy information update to WAG |

Figure 7.4: Authorization information Update Procedure

1. Userisregistered to a 3GPP AAA server
2. User's service subscription is modified in the HSS e.g. via O& M,

3. HSS updates the profile information stored in the registered 3GPP AAA server by Wx reference point procedure
"Subscriber Profile".

4. The WLAN access authorisation information of the associated connection is updated to WLAN if necessary. If
the subscriber |oses the authorization of the WLAN access, WLAN shall disconnect the radio interface
connection by WLAN technology specific mechanisms.

5. The service authorisation information of the activated servicesis updated to PDGs if necessary. A deactivation
of service may beinitiated if the subscriber lost the authorization of the activated service.

6. Thefiltering policy information of the activated servicesis updated to WAG if necessary.

Note: The de-registration may be initiated by the AAA server to the HSS as necessary, i.e., the AAA server
determines that the WLAN UE is unable to access any service upon the updated authorization.

sexcerooss END OF 10 MODIFIED SECTION stk
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**** Start of changes ****

1 Scope

This document specifies system description for interworking between 3GPP systems and WLAN Loca Area Networks
(WLANS). The intent of 3GPP-WLAN Interworking is to extend 3GPP services and functionality to the WLAN access

environment:-the 3GPPWLEAN-Haterwerking-system:-—. The 3GPP—WLAN Interworking Ssystem is-assumed-to-
provides bearer services allowing —fer-connecting-a 3GPP subscriber to use avia WLAN to_access 3GPP PSH based

services. —compatible with-those offered-via PS domain:
This specification defines a —3GPP system_architecture and procedures to do fer-the following-functionalities:

- ProvidethetProvidenterworking WEAN-with-a-means-of Access, Authentication and Authorisation (AAA)
services to the 3GPP-WLAN [nterworking System based on subscription.

- PrOVIde accessto the Iocally connected P network (e g. the Internet) if allowed by subscr|pt|on threugmhe

- Provide WLAN UEswith IP bearer capablllty to the operator s network and PS Services, if allowed by
subscription.-acees a k-

**** End of changes ****
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**** Start of changes ****

5 High-level Requirements and Principles

5.1 Access Control-Reguirements

Access Contral is the capability to permit or deny a subscriber the use of aresource, in this case the WLAN and/or the
interworking to the 3GPP system. The following functional requirements and principles have guided the development
of this standard with regard to Access Controlbeen-identified.

51.1 WLAN Impacts

The following reguirements should be satisfied by the WLAN 3GPP | nterworking function with regard to the WLAN
itself: :

- Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security-
reasons:to access a (U)SIM.

- Exidting client hardware and software should be used where ever possible.Minimal-impact-en-the-user
- Minimal impact on existing WLAN networks:

- The need for operators to administer and maintain WLAN UEend-user software shall be minimized.

- Methods for key distribution to the WLAN access network to allow secure tunnels to be established shall be
supported. Note: This does not mean Wireless Equivalent Privacy (WEP) keysin the case of a802.11 network.

- WLAN Access Authorization shall occur upon the success of the authentication procedure. It may take into
account the user's subscription profile and optionally information about the WLAN AN, such asWLAN AN
operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN
throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egress traffic).

- Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take
appropriate action.

- It shall be possible to indicate to the user of the results of authorization requests.

- The WLAN Access Authorization mechanism shall be able change service provisioning dynamically, and
inform the user and WLAN of any change.

- _Transporting Authentication signalling over WLAN Radio Interface: WLAN authentication signalling is
carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure
multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of
the specific WLAN access technology.

- _Transporting Authentication signalling between WL AN AN and 3GPP network: WLAN Authentication
signalling shall be transported between any WL AN AN and 3GPP network by a standard protocol, which is
mdependent of the specmc WLAN technol oqy ut| | md within the WLAN Access network Detans#anspeppe#

5.1.2 Existing 3GPP Element Impacts

The following requirements should be satisfied by the 3GPP-WLAN Interworking System function with regard to
existing 3GPP network elements:

3GPP
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- Existing SIM and USIM shall be supported.

~—Authentication shall rely on (U)SIM based authentication mechanisms.

~—R6 USIM may include new functionality if necessary e.g. in order to improve privacy.
- Changesin the HSS/HLR/AuUC shall be minimized.

- The Service Location Function (SLF) node shall be used in the same way as defined in 3GPP TS 23.228 [24] to
flnd the address of asubscnber S —theHSS, if neces&ary —thapheldsmesubsenbepdataiepaghmusep

- The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having
simultaneous PS and CS connections for the same subscriber. (e.g. the HLRSS shall not deregister aPS
subscriber when the UE registerson aWLAN).

- This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.
Please refer to Annex A.

5.1.3 Requirements for WLAN Direct IP Access

The following requirements should be satisfied by the WEAN-3GPP-WLAN Interworking function with regard to
allowing direct access to the | P network to which the WLAN is connected (e.g. the Internet):

- A WLAN supporting both WLAN Direct |P Access and WLAN 3GPP IP Access shall be able to support a
WLAN UE operating in the WLAN Direct |P Access mode only, e.q. according to subscription.

5.1.4 Requirements for WLAN 3GPP IP Access

The following requirements should be satisfied by the WLAN-3GPP-WLAN Interworking function with regard to
alowing access to aWLAN 3GPP | P network (e.g. the operator’ s intranet which allows IM S access):

- Service Authorization for 3GPP services shall occur after the WLAN Access Authentication/Authorization
procedure.

- It shall be possible to use Service Bbased Ppolicy Ceontrol..-shal-be-pessible for-the services-adtherized-for- the-

Hser.

- Access to 3GPP PS based services shall be provided viaWLAN. The interworking architecture shall be able to
support all 3GPP PS based services.
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tunn%g%epm;ate@qemal—netwerleQual |ty of Serwce shaII be supported When accessi ng theee serV| cesvia
WLAN, athough some limitations may exist because of the WLAN AN.

A combined access capabl e user with the subscription for both services should be able to choose between a

“WLAN Direct IP Accessonly” or “a—WLAN 3GPP IP Access’..-when-the-network-allows i

The WLAN UE shall be able to detect \When-thif ae WLAN inter-working-system-does not support access to
3GPP PS based services.;-the WEAN-UE-shall-be-able to-detect-it-

Data flows must be able toA-A . H '
mandateal#ﬂewsie%@—l%bamd—seme&%e be routed to the H PLMN or the VPL M N eg. accordl ng to
subscription. The enforcement of thisis routing enfereement-shall not rely on the WLAN UE client.

Note: This routing enforcement may requiremandate additional functionality existing-in the WLAN AN

End to End Authentication: WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA

Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP
network. Details of End-to-End Authentication is covered in 3GPP TS 33.234 [10].

Service Selection and Authorisation: The solution shall include means for securely delivering service selection

information from the WLAN UE to the 3GPP AAA sServer in the Home Network. If auser chooses to access
the iInternet directly using the local |P network, no service selection information is passed to the PLMN. In all
other cases, where WLAN 3GPP | P Access is desired, the service selection information shall contain the name of
the W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users
subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server
selects a W-APN based on the requested W-APN and on the user's subscription/local policy.

The service request shall be indicated by atunnel establishment request from the WLAN UE to the PDG. The

PDG shall then seek authenticati on/authorisation from the 3GPP AAA Proxy or Server in the same network.

The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based

authorisation decisions are made in the Home network.

In the case of arequest for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also

authorise access based on local policy.

5.1.5 WLAN Access Authorization
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WHEAN-AccessAuthorization—This WLAN Access Authorization defines the process(es) in 3GPP AAA Server
verifying whether WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be
applied to a subscriber. It is the stage after access authentication, but before service authorisation and WLAN UE's local
| P address allocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide
whether the accessis alowed and what access rules/policy should be applied. These conditions may be based on the
subscriber's profile, the account status, O& M rules, local agreements or information about the WLAN AN.

The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with
the WLAN Access Authentication.

Access ruleg/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other
entities such as the WAG or the WLAN AN.

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority.

WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber's profile,
the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as accesstime
and access location could also be considered in these rules.

The access scope limitation could be, for example, only/not/may "access through WAG"; only/not/may "access intranet
X",

Access scope limitation can be achieved using | P alocation scheme, VLAN allocation, Filtering, ACLsin the routers
and switchers, ete-or other methods.

Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber
based on different access time or location, etc.

9.1.5 3GPP WLAN Attach

3GPP WLAN attach-—Fhe WLAN-attach status indicates whether the WLAN UE is now being served by the 3GPP--
WLAN Interworking System W-network.

A WLAN UE is"WLAN-attached" after successful authentication and WLAN Access Authorization.

A WLAN UE is"WLAN-detached" in 3GPP network after its disconnection, or its authentication or WLAN Access
Authorization being cancelled.

The WLAN-attach status is maintained by the 3GPP AAA sServer.

The WLAN UE'sWLAN attach status should be obtained from the 3GPP AAA Server directly or through the HSS,
by other entitiesin the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN
UE's WLAN-attach status directly from the 3GPP AAA Server or through the HSS. These entities and the
corresponding reference points are not in the scope of thisTS.

The description of the corresponding status in the WLAN UE is out of the scope of thisTS.
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**** End of changes ****
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